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About

1.1 About mijin Catapult(v.2)

1.1.1 What is mijin Catapult(v.2)?

mijin Catapult(v.2) allows you to build a viable private blockchain with minimal resources.

As a private blockchain product that replaces existing databases, it utilizes multiple cryptographic
signature functions and is used in many projects.

Without compromising the atomicity of transactions, mijin’s account engine operates as a fully
distributed, zero-downtime network that assumes high security, minimizing the need for application
development and maintenance.

Tokenize any data or asset with a simple definition and process all transactions as secure, one-time
smart contracts, with speeds of thousands of transactions per second.

What is the private blockchain "mijin"?

Platform for easily building a private blockchain environment in the cloud or in your
own data center for use within your company.

Six essential elements of a private blockchain

mijin contains all of these elements and possesses general purpose and proven track record.

mijin's 3 strengths

@Distributed Accounting Engine @multi-signature ©multi-asset
Distributed management of the Native support for multisig (multiple Multiple asset definitions can be
account engine and data itself in a signatures), which requires the defined on an asset tree structure.
pure P2P network. Zero downtime can signatures of m out of n persons (m of Consistency can be maintained on a
be achieved. n). Not only people, but also objects and single blockchain.

things can be used as triggers.

mijin Catapult(v.2) will offer new features such as aggregate transactions (1,000 transactions
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simultaneously with atomicity) and Fully distributed atomic swap technology with guaranteed
atomicity through Multilayer Signature (3 levels of multisig authentication).

All of these advanced features can now be implemented with a minimum of knowledge and
man-hours, thanks to the feedback we have received from our customers over more than five years of
practical casesin V1.

The combination of this experience and technology with NEM, a public blockchain that has been in
operation for many years, is now being offered for the first time as a commercial blockchain product
from Japan on the AWS Marketplace.

The following site also provides a detailed explanation of mijin Catapult(v.2).

mijin Catapult(v.2) Description Page
https://mijin.io/product/

1.1.2 Use Cases

mijin Catapult(v.2) can be used effectively in a variety of fields.

Note:

If you would like to know more details, you can obtain actual case studies from the various application
fields section of the mijin Site page or by contacting us.

1.1. About mijin Catapult(v.2) 2
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Used in Various Industries

e b % 0

Financial Services Authentication Healthcare Point Systems
Settlements, currency ID, copyright, ownership, Medical information Gift certificates, rewards for
exchange, remittances, savings, various certifications artists, prepaid cards, reward
etc.; stock trading, BITCOIN tokens

transactions, overseas
remittances, social banking

&

Sharing Data Storage Fundraising Commercial Distribution /
Distribution Management

Ride sharing, space sharing Artist equity transactions,
crowdfunding Supply chain, tracking
management, marketplaces,
management of digital assets,
transfers

o 0 =

Asset management Communication Content Education /[ Human
Resources
SNS, messenger transactions Games, electronic books,
streaming Scholastic history, curriculum

vitae, work history

AAN
(]
A\ /4

loT Public Sector Other
Manufacturing, sensing, Budget transparency, voting,  Media, infrastructure, etc.
mining chips INDIVIDUAL NUMBER
management

1.1. About mijin Catapult(v.2) 3
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1.1.3 Differences from the public blockchain Symbol

Since mijin Catapult(v.2) uses the same core engine (Catapult) as Symbol, which is launched as a
public blockchain, what can be done with Symbol can also be done with mijin Catapult(v.2).

This section mainly shows the difference from Symbol.

Table 1: mijin vs. symbol

item

mijin Catapult(v.2)

Symbol

chain

private blockchain

public blockchain

network name

MIJIN, MIJIN_TEST

MAIN_NET, TEST_NET

Genesis Block Epoch

1560294000s
(Tue 11 Jun 2019 23:00:00 UTC)

1615853185s
(Tue 16 Mar 2021 00:06:25 AM UTC)

Base Currency NAME

cat.currency

symbol.xym

Base Currency ID

Create ID when building mijin Catapult(v.2)

6BED913FA20223F8

Base Currency Issue
Volume

8,998,999,998.000000

8,164,233,299.724038

Harvest
Name

Currency

cat.harvest

symbol.xym (E#EE & ¥H)

Harvest Currency ID

Create ID when building mijin Catapult(v.2)

6BED913FA20223F8

Harvesting Currency
Issue Volume

15,000,000

8,164,233,299.724038 (symbol.xym)

block generation in- | 10~60# (HBEREFIZH R LATEE 30%
terval
170v0H7b0x 5,000
VN D2 k7 D - | 6,000
10,000
20,000
50,000
100,000
transaction fee required
required

BL (BEBHCHEET AR

Mosaic Rental Fee

&b (50cat.currency)
AL (FBEEHIISEATEE)

HbH (50symbol.xym)

Namespace  Rental

Fees

HH HEREICK > TES)
BL (BEEHCHEET R

HH HERICK > TES)

VotingKey 7 7 1 )LD
HAMR

¥ 547~3285 H (7Ov 7ERBRICEDER
3)

Approx. 180 days

Maximum number
of signatures per ac-
count

25. 50. 100. 1000 GEiRATHE

25

Finalization support

RER. FEER (HBHREIRIRATEE

Deterministic

1.1. About mijin Catapult(v.2)
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1.2 Comparison with major database products and applications

1.2.1 Comparison with major database products

Table 2: BT — 2 X— XD

Item mijin v.1 mijin  Catapult | MySQL Redis Mongo Neo4j Apache
(v.2) Hbase
type blockchain blockchain RDBMS NoSQL (KV | NoSQL NoSQL NoSQL
id)) (document (graph type) | (wide col-
type) umn type)
Overview
Data is stored ditto Consistency | Witha Schemaless | The Each
in blocks, is key-value JSON relationship | column has
DB to be maintained | structure format,etc. | is a different
connected like in tabular High speed | DBthatcan | represented | structure,
achain form, access be stored by a graph Fast
Easily available and structure, tabulation
searchable operated Fast is possible
by query merging is
possible
Z 4t > | Enterprise Enterprise Apache 2.0
GPL/ BSD/ SSPL/ GPL / AGPL
Enterprise Enterprise Enterprise / Enterprise
Release September June 2019 1995 F 2009 & 2009 £ 2007 2010
Date 2015
devel- Java C++ C++ C C++ Java Java
opment
language
Sup- Linux, Win- Linux, Win- | Linux, Win- | Linux, Win- | Linux, Win- | Linux
ported dows . dows dows dows dows
oS LII:]UX,
Windows
(Z Docker)
client
REST API, REST API, mysql- redis-client, | MONgo- REST API, HBase
nem-sdk symbol-sdk client, each client, WEB Ul client,
(Java, TS) each language each each RPC-
language library [anguage language enabled
library library library library
advan-
tage . . .
Highly Same as Powerful Simple APl, | schemaless, | horizontally | Column
tamper- above query, Memory- KER 4 — > | scalable oriented
resistant, integrity resident ST Query and fasF
Easy guaranteed and fast support tabulation,
construction informative Evidr—
of account 2L
assets
FLAE Point manage- | Point  man- | Customer Ses- Logs, Recom- Analytical,
ment, audit | agement, P2P | Manage- sion/message| games, mendation, | statisti-
log transactions ment relay surveys relationship | cal, and
analysis tabulation
applica-
tions

1.2. Comparison with major database products and applications
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1.3 Architecture and Specification Requirements

1.3.1 mijin Catapult(v.2) configuration

The mijin Catapult (v.2) comprises a county of servers, called nodes, that make up a private blockchain
network.

The minimum recommended configuration for mijin is two APl nodes and three PEER nodes.

ad

Internet

/ N\
-

API1 API2

LN

PEER1 PEER2 PEER3

1.3.2 PEER node roles and specification requirements

PEER nodes generate blockchain data and provide block consensus functionality.
The PEER node alone cannot be accessed by clients; an API node is required.

CPU Processor around 3.1 GHz (CPU core 2 or higher)
memory 4GB RAM or more
disk

root 30GB or more
block 500GB or more 3000I0PS or more recommended

0s Linux running Docker (recommended Ubuntu 20.04 or
higher)

Note:

1.3. Architecture and Specification Requirements 6
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AWS MarketPlace’s mijin Catapult(v.2) allows you to select only available specs that are above
recommended.

Disk space increases in proportion to the amount of storage on the blockchain.

1.3.3 API node roles and specification requirements

The API node provides an API to write and read blockchain data to mongodb at high speed.

There is also blockchain data on the APl node, but it is treated as a simple backup with no block
generation function.

This blockchain data generation function can also be enabled and can function as a DUAL mode with
PEER node functionality.

CPU Processor around 3.1 GHz (CPU core 2 or higher)
memory 8GB RAM or more
disk

root 30GB or more
mongo 300GB 3000I0PS or more recommended
block 500GB 300010PS LA L#%E

oS Linux running Docker (recommended Ubuntu 20.04 or
higher)

Note:

AWS MarketPlace’s mijin Catapult(v.2) allows you to select only available specs that are above
recommended.

Disk space increases in proportion to the amount of storage on the blockchain.

1.3. Architecture and Specification Requirements 7



Deploy

2.1 mijin Catapult(v.2) How to Deploy

2.1.1 How to deploy mijin

There are currently two ways to build mijin Catapult(v.2).
1. Deployment using AWS MarketPlace
2. Built by Tech Bureau

2.1.1.1 Deployment using AWS MarketPlace

We offer products that make it easy to deploy|mijin| on the Amazon Web Service (AWS) marketplace,
one of the largest cloud vendors.

AWS MarketPlace
https://aws.amazon.com/marketplace

For more information, see Preparing to Deploy with AWS MarketPlace for more information.

2.1.1.2 Built by Tech Bureau

mijin construction will be performed at Tech Bureau.
For more information, please contact us through the contact page of mijin Site.

2.2 AWS MarketPlace

AWS MarketPlace will be an AWS service to source and provision third-party software, services, and
data.

This chapter describes mijin Catapult(v.2) deployed in AWS MarketPlace.
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2.2.1 Preparing to Deploy with AWS MarketPlace

An Amazon Web Services (AWS) account and knowledge of its operation are required to use mijin
Catapult(v.2), which is available on AWS Marketplace.

This chapter will help you understand what you will need to prepare in advance of deployment.
2.2.1.1 Prepare AWS account
Amazon Web Services (AWS) will be the platform for creating infrastructure technologies such as

computing, storage, and databases in the cloud.

To perform the operation, you will need to create an AWS account, so please refer to the following site
and create an AWS account.

https://aws.amazon.com/jp/register-flow/

Warning:

mijin Catapult(v.2), it is recommended to create and deploy an administrative IAM account instead
of the root user.

To create an administrative IAM user, see below.

https:
//docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/getting-started_create-admin-group.html
If you want to know more about root users, please refer to the following
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/id_root-user.html

2.2.1.2 Knowledge of AWS

The main AWS services used by mijin are

The following will be automatically created when deploying mijin Catapult(v.2) provided by
Marketplace.

« Amazon VPC

Create a virtual network. mijin Catapult(v.2) will be placed in a network on this VPC.
For more information, check the following documents
https://docs.aws.amazon.com/ja_jp/vpc/latest/userguide/what-is-amazon-vpc.html

« Amazon EC2

Create a computing machine. mijin Catapult(v.2) nodes (servers) are created.
For more information, check the following documents
https://docs.aws.amazon.com/ja_jp/AWSEC2/latest/UserGuide/concepts.html

« Amazon EBS

Create storage on the computing machine.
mijin Catapult(v.2) places blockchain and mongo data on EBS.

2.2. AWS MarketPlace 9


https://aws.amazon.com/jp/register-flow/
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/ja_jp/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/ja_jp/AWSEC2/latest/UserGuide/concepts.html

mijin Deployment Guide, Release 1.3

For more information, check the following documents
https://docs.aws.amazon.com/ja_jp/AWSEC2/latest/UserGuide/AmazonEBS.html

« Elastic Load Balancing

Create a load balancer to relay to the computing machine.

mijin Catapult(v.2) ensures redundancy by routing access to APl nodes through a load
balancer.

For more information, check the following documents

https://docs.aws.amazon.com/ja_jp/elasticloadbalancing/latest/userguide/
what-is-load-balancing.html

« Amazon Route 53

Create a DNS service to be used for name resolution of computing machines.

mijin Catapult(v.2) connects each node by name resolution using DNS.

For more information, check the following documents
https://docs.aws.amazon.com/ja_jp/Route53/latest/DeveloperGuide/Welcome.html

« AWS IAM

Specify users and groups that have access to AWS services and resources, such as between
AWS services, and

Centralized management of fine-grained access permissions.

mijin Catapult(v.2) When deploying, the AWS account must have IAM privileges. (Explained
in Account authorization to deploy to AWS)

mijin Catapult(v.2) to resources created after deployment.
» Authority from EC2 instance to Secrets Manager

* SSM login privileges from EC2 instances

to the profile of the EC2 instance that is the API,PEER node.

For EC2 IAM roles, see below.
https:
//docs.aws.amazon.com/ja_jp/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html

For more information on SSM login, please see below.

https://docs.aws.amazon.com/ja_jp/systems-manager/latest/userguide/
session-manager-getting-started-instance-profile.html

« AWS Systems Manager Parameter Store

Use as secure tiered storage for configuration data management and confidentiality control.
mijin Catapult(v.2) stores configuration information and common settings for each node.

By storing them in the parameter store, they can be restored in the event of a failure.

For more information on the parameter store, see

https://docs.aws.amazon.com/ja_jp/systems-manager/latest/userguide/
systems-manager-parameter-store.html

« AWS CloudFormation

2.2. AWS MarketPlace 10
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Provides orchestration to automatically build AWS services.

AWS Marketplace uses AWS CloudFormation to build mijin Catapult(v.2) on AWS.

For more information, check the following documents
https://docs.aws.amazon.com/ja_jp/AWSCloudFormation/latest/UserGuide/Welcome.html

2.2.1.3 Account authorization to deploy to AWS

To deploy mijin Catapult(v.2) on AWS, you need to grant privileges to the account you prepared with
Prepare AWS account.

Permissions to create Knowledge of AWS AWS resources and to subscribe to use the mijin
Catapult(v.2) images deployed in Marketplace are required.

An IAM policy focused only on AWS Marketplace and Deploy permissions is as follows
Refer to the following to create an IAM policy and grant it to the IAM account to be used for
deployment.

https://docs.aws.amazon.com/ja_jp/apigateway/latest/developerguide/
api-gateway-create-and-attach-iam-policy.html

"Version": "2012-10-17",
"Statement": [
{
"sid": "VisualEditorQO",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": |
"lambda.amazonaws.com",
"ec2.amazonaws.com"

"sid": "VisualEditorl",
"Effect": "Allow",
"Action": [

"iam:*RolePolicy",

"routeb3:*HostedZone",

"iam:List*",

"aws—marketplace:*",
"elasticloadbalancing:RegisterTargets",
"ec2:*RouteTable*",

"iam:CreateRole",
"elasticloadbalancing:DeletelLoadBalancer",
"ec2:DescribelInternetGateways",
"elasticloadbalancing:DescribelLoadBalancers",
"ec2:*KeyPairs",

"lambda:GetFunction*",
"ec2:DescribeAccountAttributes",
"elasticloadbalancing:ModifyTargetGroupAttributes",

(continues on next page)
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(continued from previous page)

"cloudformation:ListStackResources",
"iam:GetRole",
"elasticloadbalancing:DescribeTarget*",
"elasticloadbalancing:CreateTargetGroup",
"route53:ChangeResourceRecordSets",
"iam:DeleteRole",
"cloudformation:GetTemplate*",
"ec2:RunInstances",
"elasticloadbalancing:*Listener",
"ec2:*Addresses",
"cloudformation:GetStackPolicy",
"cloudformation:DeleteStack",
"ec2:DeleteVpc",
"iam:GetAccountSummary",
"ec2:*Tags",
"route53:GetChange",
"iam:*InstanceProfile*",
"ec2:*InternetGateway",
"ec2:CreateVpc",
"sns:ListTopics",
"route53:ListQueryLoggingConfigs",
"cloudformation:*ChangeSet*",
"cloudformation:EstimateTemplateCost",
"elasticloadbalancing:Describelisteners",
"ec2:DescribeAvailabilityZones",
"ec2:ModifyVpcAttribute",
"ec2:*Route",
"ec2:ReleaseAddress",
"cloudformation:ListStacks",
"elasticloadbalancing:CreatelLoadBalancer",
"ec2:TerminateInstances",
"elasticloadbalancing:DeleteTargetGroup",
"ec2:AllocateAddress",
"cloudformation:DescribeStack*",
"lambda:AddPermission",
"cloudformation:CreateStack",
"ec2:DescribeVpcs",
"lambda: *Function",
"ec2:*NatGateway*",
"lambda:RemovePermission",
"ec2:*SecurityGroup*",
"ec2:*Subnet*",
"ec2:DescribelInstances"

I

"Resource": "*"
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2.2.1.4 mijin Catapult(v.2) license in AWS

AWS Marketplace licenses for the mijin Catapult(v.2) product version are made available by agreeing
to the EULA for mijin Catapult(v.2) in Marketplace.

For the EULA, please refer to the following

https://dTumqicpi7263.cloudfront.net/eula/product/d6b2653b-ee61-4a62-8fef-a9fa7930892¢/
€255ch3f-6¢72-412a-a899-42fa3f83fd71.pdf

The license fee for the AWS Marketplace version of mijin Catapult(v.2) will be added to your AWS usage
fee and charged on a pay-as-you-go per-hour basis.

It does not matter what the specifications or number of CPU cores are, it is per node.

item Value
mijin license fee | $0.40 per hour

Note:

AWS MarketPlace Trial Version is not subject to the mijin Catapult(v.2) license fee.

AWS MarketPlace Enterprise x86_64 Version has a minimum of 5 node activations, so the approximate
license cost per month is calculated as follows

Hourly

$0.4/1h * 5(units) = $2.0/1h
by the day

$2.0/1h * 24(h) = $48.0/1d

In units of 1 month (30 days)
$48/1d * 30(h) = $1,440.0/1m

2.2.1.5 AWS Usage Fees

In addition to the mijin license fee, AWS resource usage fees are

+ Amazon EC2

+ Amazon EBS

« Elastic Load Balancing

+ Amazon Route53

- Amazon VPC(Nat Gateway)
* parameter store

The cost of the pay-as-you-go service will be charged on a pay-as-you-go basis.
The fee also varies depending on the amount of data transferred and other factors.

For information on AWS usage fees, please refer to the following

https://aws.amazon.com/jp/pricing/
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Note:

The configuration of mijin Catapult(v.2) offered on AWS Marketplace changes depending on the
parameters you specify, and the cost will vary.

Note that the following will vary, depending primarily on the parameter specification.

* instance type

« Number of nodes (instances)

* Whether Elastic Load Balancing is required or not

* Whether VPC is created or not

* Block size and IOPS of EBS

AWS Marketplace Product Description

The products currently offered by Tech Bureau are as follows
Each product has its own product page on AWS Marketplace.

« Trial Version (AWS MarketPlace Trial Version)
« Product version (AWS MarketPlace Enterprise x86_64 Version)
+ Product version (AWS MarketPlace Enterprise arm64 Version)

The mijin Catapult(v.2) offered in the AWS Marketplace does not require any complex operations to
build.

Depending on the parameters chosen at deployment time, it automatically builds an environment
that includes a network and builds a secure and robust blockchain network from an image that
includes mijin.

The contents of the environment to be created are explained on each deployment method page.

2.2.1.6 Trial Version

The trial version is available free of charge as a simple to start mijin Catapult(v.2).
There is no redundancy and it will be a single operation mijin Catapult(v.2).

Compared to the commercial version, it is a single-AZ arrangement with no customizability, but it is
suitable for a trial or development environment.

2.2. AWS MarketPlace
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o &

& 1====
T to-omee e
| Amazon Route 53
| | internal
| E @ I
| B [ M- ‘ &3
! - - ———— == - > {:E}
Amazon Amazon AWS Systems Manager
Elastic Block Store DUAL Parameter Store
- a0a
5 AZ
VPC
Region

Table 1: Free Trial Environment Overview

item

Description

Marketplace Product Page

AWS MarketPlace Trial Version

F7OAC 5%

Build a new VPC with mijin Catapult(v.2).
Deploying a trial version of mijin &

Deployment time

#1595

Support

BAYR—-bRL

AWS ICEB T BEIFUA T CTRWEDYE :
https://aws.amazon.com/jp/premiumsupport/

available region

Available in 21 regions worldwide
ap-northeast-1, us-west-1, us-west-2, us-east-1,
us-east-2, eu-north-1, eu-west-1, eu-west-2,
eu-west-3, eu-south-1, af-south-1, ap-south-1,
ap-east-1, ap-northeast-2, ap-northeast-3,
ap-southeast-1, ap-southeast-2, sa-east-1,
ca-central-1, eu-central-1, me-south-1

Number of nodes

18 (DUAL E—R)

placement availability zone

SVIILAZ (1)

load balancer

None

2.2. AWS MarketPlace

15


https://aws.amazon.com/marketplace/pp/prodview-mwkvxsncor2i4
https://aws.amazon.com/jp/premiumsupport/

mijin Deployment Guide, Release 1.3

2.2.1.7 Production version

The full version is customizable for enterprise production, with fault-tolerant and high-availability
configurations as standard, and secure APl access can be easily configured.

In addition, you can set up a new or existing environment with mijin Catapult(v.2) and apply it to
various environments, such as load balancing using load balancers.

~—
‘
- --------------------------------------------- Amazon Route 53
' KGl public public internal
Hdﬁ_ .§ _TT—‘) ' | AWS Systems Manager
; ' | Elastic Load Balancing : | : ! Parameter Store
' Amazon EC2 || NLB i Amazon EC2 | .
; A';” ¥ A iExternal 1| ATzFublle i

NAT Gateway | Public rh i | l NAT Gateway
| [ L i |
| I o ' i 1 '

i h |

: i 3.:,ilntemal . : '
y Private | | P i y Private |
4—’7:‘%_’#; i - ‘————__:_4:___}

! Elastic Load Balancing
+ Amazon EC2 | NLB + Amazon EC2 |
_____ AP i AP

Amazon EC2  Amazon EC2 Amazon EC2

PEER1 PEER3 |, e i PEER2 o
private = PEER4~7 Lo private PEER4~7
Az . AZ
VPG
Region
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Table 2: AWS & 70O {53k

item

Description

Marketplace Product Page

x86_64 ki : AWS MarketPlace Enterprise x86_64 Version
arme4 hik © AWS MarketPlace Enterprise armé4 Version

BEREADT 7O 5%
TTICBEFET—EXDHD.
B L VPC AT mijin Catapult(v.2) 2 BE L -WEEIE
Deploy mijin on an existing VPC % &
FHRREBEADT 7041 FHE

mijin Catapult(v.2) Technical Inquiries
FHTAWS ZESIHEIE
Create a new VPC and deploy mijin Z &g

Deployment time

#3059

Support

F7O/BEEOBBVEHEIE
https://mijin.io/aws_contact/

% mijin Catapult(v.2) ICBE Y 2 AR BRI
Paid support (ticket)

For AWS-related information, go to AWS Support Case:
https://aws.amazon.com/jp/premiumsupport/

available region

Available in 21 regions worldwide
ap-northeast-1, us-west-1, us-west-2, us-east-1,
us-east-2, eu-north-1, eu-west-1, eu-west-2,
eu-west-3, eu-south-1, af-south-1, ap-south-1,
ap-east-1, ap-northeast-2, ap-northeast-3,
ap-southeast-1, ap-southeast-2, sa-east-1,
ca-central-1, eu-central-1, me-south-1

Number of nodes

2 APl nodes, 3 to 7 PEER nodes (5 to 9 total)

RBEAZ (TRAZEUTY
—-)

Multi AZ (2)
% Single AZ cannot be set.

load balancer

BEICISC TRETBE

2.2.1.8 About Paid Support

Support for deploying mijin Catapult(v.2) will be provided free of charge, but if you need technical

inquiries about mijin Catapult(v.2), you can purchase paid support (ticket-based) from Tech Bureau to

assist you.

Please contact us below to inquire about purchasing support.

https://mijin.io/aws_contact/
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Support Contents

mijin Catapult(v.2) Technical Inquiries

Node failure support (during business hours)
Version upgrade notification and procedure release
Infrastructure support in an AWS environment.

etc

2.2.1.9 Limitations due to AWS service quotas

AWS Marketplace mijin Catapult(v.2) uses the following AWS services, so if you use an AWS account
that already has an environment built, there is a possibility of startup failure due to service quotas.

For service quotas, see the explanation below.

https://docs.aws.amazon.com/ja_jp/general/latest/gr/aws_service_limits.html

Below is a description of the number of services created by mijin Catapult(v.2).
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Table 3: AWS Services and Restrictions

AWS Services Content related to restrictions
Amazon VPC

VPC: 1

BTy b4 (FS1T7ILIED)
A=y Mr—hkUzA:1
NAT Gateway: 2 (54 7JLIZ0)
I—=br7=T)L:1
EFa)F4JIL—T5

BE: https://docs.aws.amazon.com/ja_jp/vpc/latest/userguide/amazon-vpc-limits.html

Amazon EC2

EC2A YRRV R:5~9 (RS T7ILIF1)
AVRBVRAZALTICED I+ —2EEHD

EC2 #lIFR: https://docs.aws.amazon.com/ja_jp/general/latest/gr/ec2-service.html

727 < > RHIBR: https://docs.aws.amazon.com/ja_jp/AWSEC2/latest/UserGuide/
ec2-on-demand-instances.html#ec2-on-demand-instances-limits

EBS: 630GB~
https://docs.aws.amazon.com/ja_jp/general/latest/gr/ebs-service.html

Elastic Load Balancing

Network Load Balancer: 1 (5%hB)

https://docs.aws.amazon.com/ja_jp/elasticloadbalancing/latest/network/
load-balancer-limits.html

Amazon Route53

Internal V' —>: 1
https://docs.aws.amazon.com/ja_jp/Route53/latest/DeveloperGuide/DNSLimitations.html

AWS IAM

IAME—JL:2 (RS T 1)
IAMARD) > —:2 (FSATILIE 1)
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/reference_iam-quotas.html

Systems Manager Parameter
Store o =
INTX—Z—8: 48~ (k51 7ILIL 15)

https://docs.aws.amazon.com/ja_jp/general/latest/gr/ssm.html

2.2.2 Create a new VPC and deploy mijin

This chapter shows how to deploy mijin Catapult(v.2) on a new network (VPC).

In the commercial version, you can flexibly build a network that fits your environment by changing
parameters.
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2.2.2.1 List of services to be built on AWS by deployment

« Amazon EC2 (APINode x 2 PEERNode x 3~)
« Amazon EBS

+ Elastic Load Balancing

« Amazon Route53

« Amazon VPC(Nat Gateway)

« parameter store

Note:

Elastic Load Balancing may not be created in some cases, depending on the parameter settings
specified during deployment.

2.2.2.2 View Network

In the commercial version, it is possible to build a network that fits your environment by changing pa-
rameters. An example pattern is shown below.
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Table4: O—RNS > — /—FRERE/NZ—>

No| load balancer API node placement PEER node placement

1 Private NW =t
**Yes / Open NW** 2338 NW
UselLoadBalancer: ves ApiPlacementNetwork:
LoadBalancerType: Public
external

2 Private NW S
HD [ IERF NW Private NW
UseLoadBalancer: ves ApiPlacementNetwork:
LoadBalancerType: Private
internal

r} 2

3 Private NW e
No 2368 NW
UseLoadBalancer: No ApiPlacementNetwork:
LoadBalancerType (F5%E&E | Public
2h

4 Private NW S
No Private NW
UseloadBalancer: No ApiPlacementNetwork:
LoadBalancerType |$5REHE Private
By

Note:

The commercial version cannot be configured with a single AZ to achieve high availability, but only
with multiple AZs.

Note that you will always need two public networks and two private networks.
Deployment is single region, but can be deployed in each of the world’s 20 regions.
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2.2.2.3 Step.1

mijin Catapult (v.2) Enterprise [comime o subscroe |
By: Tech Bureau Holdings Corp.&  Latest Version: 1.0.0.0 Save to List

"mijin allows you to build a viable private blockchain with minimal resources"

Typical Total Price

Linux,/Unix $0.483/hr

Total pricing per instance for services
hosted on t3.large in US East (N
Wirginia). View Details

you need to subscribe to use the AMI of mijin Catapult Enterprise. Please press the button in the red
frame.

2.2.24 Step.2

Continu

mijin Catapult (v.2) Enterprise

You must fi

< Product Detail Subscribe

Subscribe to this software

To create a subscription, review the pricing information and accept the terms for this software.

Terms and Conditions

Tech Bureau Holdings Corp. Offer

By subscribing to this software, you agree to the pricing terms and the seller's End User
License Agreement (EULA) (. You also agree and acknowledge that AWS may share
information about this transaction (including your payment terms) with the respective

seller, reseller or underlying provider, as applicable, in accordance with the AWS Privacy
Notice (. Your use of AWS services is subject to the AWS Customer Agreement(*" or other
agreement with AWS governing your use of such services.

The following table shows pricing information for the listed software components. You're charged separately for your use

of each component.

mijin Catapult (v.2) Enterprise Additional taxes or fees may apply.

mijin Catapult (v.2) Enterprise

EC2 Instance Type Software/hr

mijin Catapult Enterprise AMI, please approve its use.
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2.2.25 Step.3

mijin Catapult (v.2) Enterprise E

< Product Detail Subscribe

Subscribe to this software

You're subscribed to this software. Please see the terms and pricing details below or click the button above to
configure your software.

Terms and Conditions

Tech Bureau Holdings Corp. Offer

You have subscribed to this software and agreed that your use of this software is subject to the pricing terms
and the seller's End User License Agreement (EULA) (4. You agreed that AWS may share information about this
transaction (including your payment terms) with the respective seller, reseller or underlying provider, as
applicable, in accordance with the AWS Privacy Notice (£, Your use of AWS services remains subject to the AWS
Customer AgreementZ' or other agreement with AWS governing your use of such services.

Product Effective date Expiration date Action

mijin Catapult (v.2) Enterprise 6/13/2021 N/A w Show Details

To start from Config, click on the text in the red box.
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2.2.2.6 Step.4

@ mijin Catapult (v.2) Enterprise @ Continue to Launch

< Product Detail Subscribe  Configure

Configure this software

Choose a fulfillment option below to select how you wish to deploy the software, then enter the information This is an estimate of typical software

required to conﬁgure the deployment. and infrastructure costs based on your
configuration. Your actual charges for
each statement period may differ from
this estimate.

i hod
Rellvery et Software Pricing
. o
mijin Catapult Enterprise on New VPC CFT @ mijin Catapult $0.40/hr
(v.2) Enterprise
. running on
=oftware Version
t3.large
1.0.0.0 (May 27, 2021) vl ®
EE— L

mijin Catapult (v.2) Enterprise
running on t3.large

Learn more

ion
US East (N. Virginia) v @

Use of Local Zones or WaveLength infrastructure deployment may alter your final pricing.

Product code: cpkwiq119jldq4fuzr857563y

Release notes (updated May 27, 2021)

Select the template to be used in the red framein (1). In this example, ‘mijin Catapult Enterprise on New
VPC CFT’is selected to create a new network.

Specify the version of mijin in the red frame in @
Specify the region where mijin will be deployed

Click ‘Continue to Launch’in the red frame of @.
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2.2.2.7 Step.5

mijin Catapult (v.2) Enterprise

< Product Detail Subscribe

Launch

Launch this software

Review your configuration and choose how you wish to launch the software.

Configuration Details

Fulfillment Option

Software Version

Region

Usage Instructions

Choose Action

mijin Catapult Enterprise on New VPC CFT

mijin Catapult (v.2) Enterprise
running on t3.large

1.0.0.0

US East (N. Virginia)

)

Launch CloudFormation

Choose this action to launch your configuration through the AWS
CloudFormation console.

@ Launch

In the red frame in (1), specify the service for which mijin is to be built. In this case, ‘Launch CloudFor-
mation’is specified. Click ‘Launch’in the red frame in .
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2.2.2.8 Step.6

CloudFormation Stacks Create stack
Create stack
Specify template

Prerequisite - Prepare template

Prepare template
Every stack is based on a templat

3 JSOM or ) to include in the stack.

sration information about the AWS resources y

© Template is ready Use a sample template Create template in Designer

Specify template

A termplate is a JS0N or YAML file that describes your stack’s resources and properties.

Template source
Selecting a template generates an Amazon 53 URL where it will be storec

O Amazon 53 URL Upload a template file

Amazon 53 URL

https://s3-ap-northeast-1.. .com/fcf 1301ubacgb2jo-ap-northeast-1/2020331YNS8-template 1b103xcrbzch

Amazon 53 template URL

53 URL: https://s3-ap-northeast-1.amazonaws.com/cf-templates-1301ubacqb2jo-ap-northeast-1/2020331YN8-template1b10|  View in
3xcrézch Designer

Cancel

Without editing anything in particular, press ‘Next’in the red frame.
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2.2.2.9 Step.7

B 8 @ @ irckho)y

CloudFormation > Stacks > Create stack @6
step1 3 ’
@ Create stack Specify stack details
s
@ specity stack details Provide a stack name
st stack name
D |
steps Erp— Mok 128 chcactrs. Craracter count 012

Review and create

Parameters.

update a stack.

VPC Configuration

ServiceName
Plesse it Service Name.

| Mu-carapuL

Avaltabllityzone1
Plesse input AvalabltyZone

(Setect wsszczzavalabttyZonezname. -

AvallabilityZonez
Plesse input AvalabltyZone2

(Setece ws:zczzavalabttyZonezname. -

Security Group Configuration
Publiclocatontp

lease nput range of 1P addesses that can acces i rest. Do not use 00.00.0/0  CatapulfectiveFee isNo.

[ enter string

Node Configuration

Defaultunixuse
Plesseinput Defult Urix User

[ ubuntu

KeyName
Name of an existing EC2 KeyPai o enable SSH access o theapiand peerinstances

(setect aws:£C2:KeypalrzKeyName v

API Node Configuration

ApiPlacementhetwork

[ pubtc v

ApiinstanceType

[ wagrge v

ApiRootvolumesize

[30 v

ApiBlockvolumesize
4Pt Block Volume Size(G8)

[ s00 v

ApiBlockVolumelops
APt slock olume lops

[ 3000 v

ApiMongoVolumesize
AP1 Mongo Volume Size(@8)

[ 300 v

ApiMongoVolumelops
Root Volume lopz

@O 00w O @ ® e

[ 3000 v
PEER Node Configuration
PeerNumberofunits
Please input Number of Pee EC2 instances Uit (Not Autoscaling)

lg ; 3 v
PeerinstanceType

® o .

PeerRootvolumesize
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©
@
@
@
@
@
@
@®
@
@
1)
@
&3
k)
@

PeerBlockvolumesize
PEER Block Volume Size(G8)

500 v
PeerBlockVolumelops
PEER Block Volume lops

3000 v

mijin Configuration
Catapuleversion
Plesz zlect mijin Catapul Version

viooss v
CatapultshareMode
e select miin Catapult Share Mode
ssm v

CatapultNetwork
Please seect mijin Catapult Network Identifier

mijin v

tBlockGe

argetTime

MaxCosignedccount
Please selct Max Cosigined Accou

25 v

FinalizationType
Please select mijin

Dete

MaxTransactionperBlock
Please selct Max Transacion per

Block

6000 v

RestThrottring
Please select Rest Rete limit

30tps v

small v

loadbalancer Configuration
UseLoadBalancer
0 you use aload balancer(network oad balancer)?

Yes v

Lo

. —
ustqmosgsbhw/1.0.35.

Jaws/service/marketplace/prod-ustqtwosgsbhw/1.0.3.8

i stack. i

awsmp-cit- 1-1708727387563 v

MPS3BucketRegion

Ths the

us-east-1 v

MPS3KeyPrefix

o 5208/

0ecd725b-75b3-477c-98a8-553ebe25b208/ v

mijinstackAlreadyExist

iin Stack already eist? If set N

No v
Cancel Previous Next

() Cloudshell  Feedback. e B —
Enter parameters.
Table 5: mijin ¥ 7O BANS X—42—& (BHR)
No INTA—& Description Recommended value
@® Stack Name Name of this stack .
©) Service Name 2V -—20B% LTRHAThZ T —ER% .
® Availability Zonel Availability zone to be used (Multi-AZ configuration) .
@ Availability Zone2 Specify an AZ different from AZ1 (Multi-AZ configuration) .
® Public Location IP Allowed IP address for APl connection (/24, etc. is also acceptable) Bll: XX XX XX XX/32
® Default UnixUser Standard Unix user for EC2 ubuntu
@) KeyName Key name for EC2 SSH connection .
ApiPlacementNetwork Network placement location of API node Public
® ApilnstanceType Instance type of API node c5n.2xlarge M E
ApiRootVolumeSize Root disk space for API node (used for Docker, etc.) 30GB or more
(@) ApiBlockVolumeSize Disk space for mijin block data storage 500GB or more
® ApiBlockVolumelops I0PS settings for the above disks 3000 Uk
@® ApiMongoVolumeSize Disk space for mongo data storage 300GB or more

continues on next page

2.2. AWS MarketPlace

28



mijin Deployment Guide, Release 1.3

Table 5 - continued from previous page

mijinStackAlreadyExist

Existing stack or not

No

No INTA—& Description Recommended value
ApiMongoVolumelops 10PS settings for mongo disks 3000 U E

@® PeerNumberOfUnits Number of PEER nodes 3
PeerInstanceType Instance type of PEER node c5n.xlarge U E
(@) PeerRootVolumeSize Root disk space of PEER node 30GB or more
PeerBlockVolumeSize Disk for block data in PEER node 500GB or more
PeerBlockVolumelops I0PS settings for the above disks 3000 X k£
CatapultVersion mijin DN\N—J 3> v10038

@ CatapultShareMode Setting the save method (example: SSM) ssm

@ CatapultNetwork network name mijin

@ BlockGenerationTargetTime block generation interval 15s
EffectiveFee Commission setting (with/without) No

@ MaxCosignedAccount Maximum number of accounts that can cosign 25

@ FinalizationType finalization system Deterministic
@ MaxTransactionperBlock Maximum number of transactions (1 block) 6000
RestThrottling API connection limit 30tps
UnconfirmCacheSize Unauthorized transaction cache size .
UseLoadBalancer Whether NLB is used or not Yes

@ LoadBalancerType O— KNS >4 —1E5 External

® Imageld ID of AMI for management (cannot be changed) Unchangeable
® MPS3BucketName S3 bucket name (cannot be changed) Unchangeable
MPS3BucketRegion S3 Region (cannot be changed) Unchangeable
3 MPS3KeyPrefix S3 prefix (cannot be changed) Unchangeable

Press ‘Next’after completing the parameter entry.
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2.2.2.10 Step.8

Services Resource Groups ~

CloudFormation Stacks Create stack

Step 1 Configure stack options

Specify template

Step 2 Tags
Specify stack details You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack. Learn more [
Step 3
Configure stack options
Step 4
BVIE
Permissions

Choose an 1AM role to explicitly define how CloudFormation can create, modify, or delete resources in the stack. If you don't choose a role, CloudFormation

USes permissic

s based on your user credentials. Learn more [

1AM role - optional

Choose the 1AM role for ClovdFormation to use for all operations performed on the stack.

IAM role na... ¥ v
Advanced options

You can set additional options for your stack, like notification options and a stack policy. Learn more [2

» Stack policy

Defines the resources that you want to protect from unintentional updates during a stack update.

» Rollback configuration

Specify alarms for CloudFormation to manitar when creating and updating the stack. If the aperation breaches an alarm threshold, CloudFormation ralls it
back. Learn more

* Notification options

» Stack creation options

Cancel Previous

Feedback (@ English (US)

Without editing anything in particular, press ‘Next’in the red frame.
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2.2.2.11 Step.9

Romvis MLUIN-CATARLLT

e 1 N b

Srmm 3 Eabuen vtk cpsom
ram
- o
Formsiens
s i
]
[T -

A

Check the two items in the red frame in @.

Click ‘Create Stack’in the red frame in @. If there are no errors, creation will begin.
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2.2.2.12 Step.10

CloudFarmaticn > Stagks

[ Stacks (4) [&]

O MUIN-CATAFULT-FRET x

Viaw restad
pave v O
1

NESTED

MIAN-CATAPULT-PRE 1-vpchestStack-155KKPLYM
TEW

0112 e

®r

wrsTen

MIUAR-CATAPULT-PRE 1-iamNestStack-1QNTIZEH

MUJIN-CATAPULT-PRE1

Stack info Events Besources Outputs Parameters Template Change sets
Events [1)

Q
Timestamp Logical I status Status reason
2020-11-26 17:48:56 UTC+0S00 MLIN-CATARULT-PRET (@ CREATE_IN_PROGRESS User initiated

Confirmthat Stack has started and isin ‘CREATE_IN_PROGRESS state. This state will take approximately

20~30 minutes.
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2.2.2.13 Step.11

CloudFormation Stacks MIUJIN-CATAPULTY

= Stacks (6) MIJI N-CATAPU LT1 Delete Update ] | Stack actions ¥ Create stack ¥
G MUIN-CATAPULT1 X Stack info Events Resources Qutputs Parameters Template Change sets
active v | O View nested
1

Events (17) o
NESTED
MUIN-CATAPULT1-loadBalancerNestStack Q @
~THCABTRNUNKSD
2021-04-30 13:42:04 UTC+0500
(2) CREATE_COMPLETE Timestamp Logical 1D Status Status reason
NESTED 2021-04-30 13:45:40 UTC+I900 MUIN-CATAPULT1 (2) CREATE_COMPLETE -
MUIN-CATAPULT1-mijinMestStack-1GTISZ
122236K 2021-04-30 13:45:37 UTC+0900 |oadBalancerNestStack (2) CREATE_COMPLETE -
2021-04-30 13:25:47 UTC+0500
(©) CREATE_COMPLETE 2021-04-30 13:42:05 UTC+I900 loadBalancerNestStack (@) CREATE_IN_PROGRESS Resource ereation Initiated
NESTED 2021-04-30 13:42:04 UTC+HI900 InadBalancerNestStack (@) CREATE_IN_PROGRESS -
MUIN-CATAPULT1-macroNestStack-TFT74
GMTTOPN 2021-04-30 13:41:53 UTCHI900 mijinNestStack (©) CREATE_COMPLETE -
2021-04-30 13:22:32 UTC+0800
(&) CREATE_COMPLETE 2021-04-30 13:25:47 UTC+0900 mijinNestStack (@) CREATE_IN_PROGRESS Resource creation Initiated
NESTED 2021-04-30 13:25:40 UTCHIS00 (@) CREATE_IN_PROGRESS -
MUIN-CATAPULT 1-vpeNestStack-GGVEOH
GBENSL 2021-04-30 13:25:36 UTC+I900 vpeNestStack (&) CREATE_COMPLETE -
2021-04-30 13:22:32 UTC+0500
(Z) CREATE_COMPLETE 2021-04-30 13:23:33 UTC+HI900 IamNestStack (&) CREATE_COMPLETE -
NESTED 2021-04-30 13:23:20 UTCHI300 macroNestStack (2) CREATE_COMPLETE 2
MUIN-CATAPULT1-iamNestStack-1IU2EK1
ROEMA 2021-04-30 13:22:33 UTC+0900 macrolestStack () CREATE_IN_PROGRESS Resource creation Initiated
2021-04-30 13:22:32 UTC+0800
(%) CREATE_COMPLETE 2021-04-30 13:22:32 UTC+0500 vpchestStack (&) CREATE_IN_PROGRESS Resource creation Initiated
MUIN-CATAPULTT = 2021-04-30 13:22:32 UTCHI900 iamNestStack (Z) CREATE_IN_PROGRESS Resource creation Initiated
2021-04=30 13:22:24 UTC+0900 03130 320 TUTC 0800 e =
CREATE COMPMLETE 1-04-30 13:22:31 UTC+ vpchestStacl (@) CREATE_IN_PROGRESS -

2021-04-30 13:22:31 UTCHIS00 macroNestStack (@) CREATE_IN_PROGRESS -

2021-04-30 13:22:31 UTCHI200 iamNestStack (@ CREATE_IN_PROGRESS

2021-04-30 13:22:24 UTC+0900

MUIN-CATAPULT

(@ CREATE_IN_PROGRESS

User Initiated

If the status is ‘CREATE_COMPLATE’, the creation of mijin is complete.
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2.2.2.14 Step.12

MI."N'CATAPULT1 Delete | | Update | | Stack actions ¥ | l Create stack ¥

Stack info Events Resources Qutputs Parameters Template Change sets
Outputs (6)
Q ©
P Export
Key A Value v Description SR
. http://MUIN-CATAPULT1-nlb-rest-0a16468e0cca959b.elb.ap-northeast-
chaininfo R = =
1.amazonaws.com:3000/chain/info
https://ap-northeast-1.console.aws.amazon.com/systems-manager/parameters,/MIJIN-
emptyAddress CATAPULT fshares/nemesis_addresses.json
https://ap-northeast-1.console.aws.amazon.com/systems-manager/parameters,/MIJIN-
harvestAddress CATAPULT1/shares/nemesis_addresses_harvesting.json
o mijin Catapult
ijinEndpoint http://18.183.121.6:3000,http://54.95.9.192:3000 . -
mijinEndpoin pi// pi// Rest Endpoint
mijinLBENdpoint http://MUIN-CATAPULT 1-nlb-rest-0a16468e0cca959b.elb.ap-northeast-1.amazonaws.com:3000 - -
http://MUIN-CATAPULT1-nlb-rest-0a16468e0cca959b.elb.ap-northeast-
nodePeers - =
1.amazonaws.com:3000/node/peers
Press ‘Outputs’of the created Stack to see the created mijin configuration information.
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2.2.2.15 mijin endpoints and checkpoints

Table 6: mijin endpoints and checkpoints

mijinLBEndpoint
O—RNAS Y —HED mijin APl T KRR > TY, B 3 ViR
EDNBMT. V—RIPICEDWERTrvF—ty>a>eBRbFd, &%
METBES

mijinEndpoint
mijin APl endpoints for direct access to APl nodes (EC2).

chaininfo
mijin DIRFEO IOV I HEHETETE T, JAv I 120 UETHN
IFIEETY,

harvestAddress

AWS Systems Manager /X5 X— &2 X b FICBBEINTCEESRAT KL
ADY 2T TY,

emptyAddress

AWS Systems Manager /NZ X—&2 X M7 ICEBRENIRERT7 L XD
>ITY,

nodePeers
mijin API 15/ — R DIBFREHN R TITET, API/—F1HL. BE
BEHD PEER BHHARIENTLNUIZOKTT,

You are now ready to use mijin Catapult. Let’s start the operation in the next section!
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2.2.3 Deploy mijin on an existing VPC

This chapter shows how to deploy mijin Catapult(v.2) on an existing network (VPC).

In the commercial version, you can flexibly build a network that fits your environment by changing
parameters.

2.2.3.1 List of services to be built on AWS by deployment

« Amazon EC2 (APINode x 2 PEERNode x 3~)
« Amazon EBS

+ Elastic Load Balancing

« Amazon Route53

« parameter store

Note:

Elastic Load Balancing may not be created in some cases, depending on the parameter settings
specified during deployment.

2.2.3.2 Creation of subnets for existing VPCs

In deploying mijin, two subnets, one for the Public network and one for the Private network, are
required to achieve high availability.

If the number of subnets is not sufficient, please refer to the following for creation.

<https://docs.aws.amazon.com/ja_jp/vpc/latest/userguide/working-with-subnets.html#
create-subnets>

Note: Create two subnets of multiple availability zones (AZs) so that service can continue even if one
AZ fails.

2.2.3.3 View Network

For existing networks, itis possible to build on an already existing environment by changing parameters.
An example pattern is shown below.
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Table 7: API/PEER v T — U —&

No| load balancer API node placement PEER node placement
1 Private NW
HD (2FRY bI—=2) public NW
VPC: Your vpc ApiPlacementNetwork:
VpcCidrBlock: XX.XX.XX.XX/XX Public
Public1/2, Privatel/2
UselLoadBalancer: ves
LoadBalancerType:
external
2 Private NW
Hb GERBE*RY T—2) Private NW
UselLoadBalancer: vyes ApiPlacementNetwork:
LoadBalancerType: Private
internal
3 Private NW
No public NW
UselLoadBalancer: No ApiPlacementNetwork:
LoadBalancerType I38&E%) | Public
Rl
4 Private NW
No Private NW
UselLoadBalancer: No ApiPlacementNetwork:
LoadBalancerType |£EXEXN Private
il
Note:

The commercial version cannot be configured with a single AZ to achieve high availability, but only
with multiple AZs.

Note that you will always need two public networks and two private networks.
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Deployment is single region, but can be deployed in each of the world’s 21 regions.

2.2.3.4 Step.1

B R, T
By: Tech Bureau Holdings Corp.&  Latest Version: 1.0.0.0 Save to List

"mijin allows you to build a viable private blockchain with minimal resources”

Typical Total Price

Linux/Unix $0.483/hr
Total pricing per instance for services
hosted on t3.large in US East (N,

Wirginia). View Details

you need to subscribe to use the AMI of mijin Catapult Enterprise. Please press the button in the red
frame.

2.2.3.5 Step.2

Continu

mijin Catapult (v.2) Enterprise

You must fi

< Product Detail Subscribe

Subscribe to this software

To create a subscription, review the pricing information and accept the terms for this software.

Terms and Conditions

Tech Bureau Holdings Corp. Offer

By subscribing to this software, you agree to the pricing terms and the seller's End User
License Agreement (EULA) (£ You also agree and acknowledge that AWS may share
information about this transaction (including your payment terms) with the respective

seller, reseller or underlying provider, as applicable, in accordance with the AWS Privacy
Notice (4. Your use of AWS services is subject to the AWS Customer Agreement(#' or other
agreement with AWS governing your use of such services.

The following table shows pricing information for the listed software components. You're charged separately for your use

of each component.

mijin Catapult v.2) Enterprise Additional taxes or fees may apply.

mijin Catapult (v.2) Enterprise

EC2 Instance Type Software/hr

mijin Catapult Enterprise AMI, please approve its use.
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2.2.3.6 Step.3

mijin Catapult (v.2) Enterprise E

< Product Detail Subscribe

Subscribe to this software

You're subscribed to this software. Please see the terms and pricing details below or click the button above to
configure your software.

Terms and Conditions

Tech Bureau Holdings Corp. Offer

You have subscribed to this software and agreed that your use of this software is subject to the pricing terms
and the seller's End User License Agreement (EULA) (4. You agreed that AWS may share information about this
transaction (including your payment terms) with the respective seller, reseller or underlying provider, as
applicable, in accordance with the AWS Privacy Notice (£, Your use of AWS services remains subject to the AWS
Customer AgreementZ' or other agreement with AWS governing your use of such services.

Product Effective date Expiration date Action

mijin Catapult (v.2) Enterprise 6/13/2021 N/A w Show Details

To start from Config, click on the text in the red box.
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2.2.3.7 Step.4

@ mijin Catapult (v.2) Enterprise @ | Continue to Launch I

< Product Detail Subscribe  Configure

Configure this software

Choose a fulfillment option below to select how you wish to deploy the software, then enter the information This is an estimate of typical software
reqwred to Ccnﬁgure the deplcyment_ and infrastructure costs based on your

configuration. Your actual charges for
each statement period may differ from

this estimate.
Software Pricing
mijin Catapult Enterprise on Existing VPC CFT v @ B PR
mijin Catapul X r
(v.2) Enterprise
S .
1.0.0.0 (May 27, 2021) “| @
T

(v.2) Enterprise
rge

Learn more

ion
| US East (N. Virginia) b @

Use of Local Zones or WaveLength infrastructure deployment may alter your final pricing.

Product code: cpkwiq119jldg4fuzrB57563y

Release notes (updated May 27, 2021)

Select the template to be used in the red framein (1). In this case, we specify ‘mijin Catapult Enterprise
on Existing VPC CFT’because it will be created on an existing network. Specify the version of mijin in

the red frame in @. Specify the region where mijin will be deployed. Click ‘Continue to Launch’in the
red frame of @.
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2.2.3.8 Step.5

mijin Catapult (v.2) Enterprise

< Product Detail Subscribe

Launch

Launch this software

Review your configuration and choose how you wish to launch the software.

Configuration Details

Fulfillment Option

Software Version

Region

Usage Instructions

Choose Action

mijin Catapult Enterprise on Existing VPC CFT
mijin Catapult (v.2) Enterprise

running on t3.large
1.0.0.0

US East (N. Virginia)

)

Launch CloudFormation

Choose this action to launch your configuration through the AWS
CloudFormation console.

@ Launch

In the red frame in (1), specify the service for which mijin is to be built. In this case, ‘Launch CloudFor-
mation’is specified. Click ‘Launch’in the red frame in @.
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2.2.3.9 Step.6

CloudFormation Stacks Create stack
Create stack
Specify template

Prerequisite - Prepare template

Prepare template
Every stack is based on a templat

3 JSOM or ) to include in the stack.

sration information about the AWS resources y

© Template is ready Use a sample template Create template in Designer

Specify template

A termplate is a JS0N or YAML file that describes your stack’s resources and properties.

Template source
Selecting a template generates an Amazon 53 URL where it will be storec

O Amazon 53 URL Upload a template file

Amazon 53 URL

https://s3-ap-northeast-1.. .com/fcf 1301ubacgb2jo-ap-northeast-1/2020331YNS8-template 1b103xcrbzch

Amazon 53 template URL

53 URL: https://s3-ap-northeast-1.amazonaws.com/cf-templates-1301ubacqb2jo-ap-northeast-1/2020331YN8-template1b10|  View in
3xcrézch Designer

Cancel

Without editing anything in particular, press ‘Next’in the red frame.

2.2. AWS MarketPlace 42



mijin Deployment Guide, Release 1.3

2.2.3.10 Step.7

CloudFormation > Stacks > Create stack ® ©
© coesack Specify stack details
(@ specity stack details. Provide a stack name

sackrame

Contare sk apions @ Conr s mamrans

Parameters

update  sack.

VPC Configuration

Servicetiame

[ cammour

vec

((setect awsseczzvecina .

peciaralock

_enter strmg

unlict

(st awseczsumeesis .

Publicz

(Cseteewsieczssinecia -

private1

(Csetectaws:eczzsubmecia -

privatez

( seectawsceczzsupneta -

IntermatDomantiame

[ et

© 00O

Security Group Configuration
PublicLocationi?

®

(Center sung

Node Configuration
Defauttunixuser

@ =

Keyame

@ ( Setct Aws-eca-xeypat-Keymiame B

API Node Configuration
ApiPlacementietwiork

® .

Aplinstancerype

@ (o .

ApiRoovolumesize

@ B B

ApiBlockVolumesize

® ;

AplBlockVolumelops

@ .

‘ApiMongovolumesize
31 Mngo olum Siz(G8)

‘apiMongovolumelops.

@ o .

PEER Node Configuration
Peertumberofunits
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) Cloudshll  Fendback marketplace @256439022286  Privacy  Terms  Cookie prafarences

Enter parameters.

PeerinstanceType
PEER EC2 instance type.

@) o

@ -

mijin Configuration

Caapulteffectiveree
Plesseseect i Catapu

@ [ o

i Efective e

MaxTransactionperslock

® (o=

@ (o

toadbalancer Configuration
Usetoadsatancer

00 youuse load btncerietworklosd baancen?
| ves

MPS3BucketRegion

.

Table 8: CloudFormation Parameter List

No Parameter Describe Recommended
value
® Stack Name Provide the name in this stack. .
@ Service Name .
Provide the name of the service created by the stack.
Used as a crown name for all resources.
® VPC Please specify your VPC. .
@ VpcCidrBlock .
Please list the IP address range of the VPC specified in (3). (CIDR Block)
The IP address range in () selected in (3) is fine.
® Publicl Specify the public network in the VPC specified in (3). .

continues on next page
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Table 8 - continued from previous page

No Parameter Describe Recommended
value
® Public2 .
Specify the public network in the VPC specified in (3).
G LDy FT—UZIBETIHELNBHD ET,
@) Privatel Specify the private network in the VPC specified in (3). .
Private2 .
Specify the private network in the VPC specified in (3).
@ B3ROy FT—UZIBET IHENHDET,
[©) InternalDomainName mijin.internal
List the DNS name for name resolution to be used between nodes.
FERFERY FT—JHT. [BARThEE A
B2y VBERHCIE—RICL TS L,
Public Location IP XX XX XX.XX/32
etc.
Specify the IP address that is allowed to connect to mijin Catapult’s API.
IP LY ZHERET (/24 B X)
(D) Default UnixUser {ER Y % EC2 DIZAE Unix 1—H— ubuntu
® KeyName .
EC2 D SSHEZEEL T,
RITNBVSRREBERERNIBETT,
b5
® ApiPlacementNetwork APl / —RDEE=RY b7 —0ZFRLTIEE L, .
ApilnstanceType c5n.2xlarge A £
APl /= RDAYREVRBAT
Architecture and Specification Requirements B8
@® ApiRootVolumeSize 30GB or more
APl /—R®DI— T 1 XTH A1 X (GB)
Docker O%/' % System log |5/
ApiBlockVolumeSize 500GB or more
mijin 7Oy I F—2&MB T« XU 51 X (GB)
Use gp3 disk
@ ApiBlockVolumelops I0PS for mijin block data Over 3000
ApiMongoVolumeSize 300GB or more
Disk size for mongo data storage (GB)
For Blockchain data call
ApiMongoVolumelops I0PS for mongo data 3000 IOPS or
more
PeerNumberOfUnits PEER / — R DA 3 or more
@ PeerlnstanceType c5n.xlarge M E
Instance type of PEER node
Architecture and Specification Requirements B8
@ PeerRootVolumeSize 30GB or more
PEER node root disk size (GB)
Docker 04" % System log |ZfEM
@ PeerBlockVolumeSize Disk size for PEER node block data storage 500GB or more
PeerBlockVolumelops I0PS for block data in PEER node 3000 IOPS or
more
@ CatapultVersion mijin DNX—2 3> v10038

continues on next page
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Table 8 - continued from previous page

No Parameter Describe Recommended
value

@ CatapultShareMode ssm

Specify where to save block generation information

Currently fixed to AWS Systems Manager
@ CatapultNetwork mijin v kT —J18E mijin
Catapult BlockGenera- | 70w V4% 15s

tionTargetTime

CatapultEffectiveFee FHRREEORTE No
MaxCosignedAccount RAEELH 25
[€) FinalizationType finalization system Deterministic
® MaxTransactionperBlock 170vI0RKNS U HIS a8 6000
® RestThrottring API #5188 _E R 30tps
) UnconfirmCacheSize Number of unauthorized transactions stored Small
@ UseLoadBalancer Yes

NLB use or not (fixed Yes for preview)
LoadBalancerType O—RNSVH—BEX1T External
@) Imageld AMI ID (cannot be changed) Unchangeable
MPS3BucketName S3 bucket name (cannot be changed) Unchangeable
MPS3BucketRegion S3 Region (cannot be changed) Unchangeable
MPS3KeyPrefix S3 Key Prefix (cannot be changed) Unchangeable
mijinStackAlreadyExist No

If there are other mijin stacks, select “Yes”when recreating

Press ‘Next’after completing the parameter entry.
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2.2.3.11 Step.8

Services Resource Groups ~

CloudFormation Stacks Create stack

Step 1 Configure stack options

Specify template

Step 2 Tags
Specify stack details You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack. Learn more [
Step 3
Configure stack options
Step 4
BVIE
Permissions

Choose an 1AM role to explicitly define how CloudFormation can create, modify, or delete resources in the stack. If you don't choose a role, CloudFormation

USes permissic

s based on your user credentials. Learn more [

1AM role - optional

Choose the 1AM role for ClovdFormation to use for all operations performed on the stack.

IAM role na... ¥ v
Advanced options

You can set additional options for your stack, like notification options and a stack policy. Learn more [2

» Stack policy

Defines the resources that you want to protect from unintentional updates during a stack update.

» Rollback configuration

Specify alarms for CloudFormation to manitar when creating and updating the stack. If the aperation breaches an alarm threshold, CloudFormation ralls it
back. Learn more

* Notification options

» Stack creation options

Cancel Previous

Feedback (@ English (US)

Without editing anything in particular, press ‘Next’in the red frame.
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2.2.3.12 Step.9

Romvis MLUIN-CATARLLT

e 1 N b

S 3. Eauns sk cpsoms
ram
- o
Formsiens
s i
]
[T -

A

Check the two items in the red frame in @. Click ‘Create Stack’in the red frame in @. If there are no
errors, creation will begin.
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2.2.3.13 Step.10

CloudFarmaticn > Stagks

[ Stacks (4) [&]

O MUIN-CATAFULT-FRET x

Viaw restad
pave v O
1

NESTED

MIAN-CATAPULT-PRE 1-vpchestStack-155KKPLYM
TEW

0112 e

®r

wrsTen

MIUAR-CATAPULT-PRE 1-iamNestStack-1QNTIZEH

MUJIN-CATAPULT-PRE1

Stack info Events Besources Outputs Parameters Template Change sets
Events [1)

Q
Timestamp Logical I status Status reason
2020-11-26 17:48:56 UTC+0S00 MLIN-CATARULT-PRET (@ CREATE_IN_PROGRESS User initiated

Confirmthat Stack has started and isin ‘CREATE_IN_PROGRESS state. This state will take approximately

20~30 minutes.
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2.2.3.14 Step.11

CloudFormation Stacks MIUJIN-CATAPULTY

= Stacks (6) MIJI N-CATAPU LT1 Delete Update ] | Stack actions ¥ Create stack ¥
G MUIN-CATAPULT1 X Stack info Events Resources Qutputs Parameters Template Change sets
active v | O View nested
1

Events (17) o
NESTED
MUIN-CATAPULT1-loadBalancerNestStack Q @
~THCABTRNUNKSD
2021-04-30 13:42:04 UTC+0500
(2) CREATE_COMPLETE Timestamp Logical 1D Status Status reason
NESTED 2021-04-30 13:45:40 UTC+I900 MUIN-CATAPULT1 (2) CREATE_COMPLETE -
MUIN-CATAPULT1-mijinMestStack-1GTISZ
122236K 2021-04-30 13:45:37 UTC+0900 |oadBalancerNestStack (2) CREATE_COMPLETE -
2021-04-30 13:25:47 UTC+0500
(©) CREATE_COMPLETE 2021-04-30 13:42:05 UTC+I900 loadBalancerNestStack (@) CREATE_IN_PROGRESS Resource ereation Initiated
NESTED 2021-04-30 13:42:04 UTC+HI900 InadBalancerNestStack (@) CREATE_IN_PROGRESS -
MUIN-CATAPULT1-macroNestStack-TFT74
GMTTOPN 2021-04-30 13:41:53 UTCHI900 mijinNestStack (©) CREATE_COMPLETE -
2021-04-30 13:22:32 UTC+0800
(&) CREATE_COMPLETE 2021-04-30 13:25:47 UTC+0900 mijinNestStack (@) CREATE_IN_PROGRESS Resource creation Initiated
NESTED 2021-04-30 13:25:40 UTCHIS00 (@) CREATE_IN_PROGRESS -
MUIN-CATAPULT 1-vpeNestStack-GGVEOH
GBENSL 2021-04-30 13:25:36 UTC+I900 vpeNestStack (&) CREATE_COMPLETE -
2021-04-30 13:22:32 UTC+0500
(Z) CREATE_COMPLETE 2021-04-30 13:23:33 UTC+HI900 IamNestStack (&) CREATE_COMPLETE -
NESTED 2021-04-30 13:23:20 UTCHI300 macroNestStack (2) CREATE_COMPLETE 2
MUIN-CATAPULT1-iamNestStack-1IU2EK1
ROEMA 2021-04-30 13:22:33 UTC+0900 macrolestStack () CREATE_IN_PROGRESS Resource creation Initiated
2021-04-30 13:22:32 UTC+0800
(%) CREATE_COMPLETE 2021-04-30 13:22:32 UTC+0500 vpchestStack (&) CREATE_IN_PROGRESS Resource creation Initiated
MUIN-CATAPULTT = 2021-04-30 13:22:32 UTCHI900 iamNestStack (Z) CREATE_IN_PROGRESS Resource creation Initiated
2021-04=30 13:22:24 UTC+0900 03130 320 TUTC 0800 e =
CREATE COMPMLETE 1-04-30 13:22:31 UTC+ vpchestStacl (@) CREATE_IN_PROGRESS -

2021-04-30 13:22:31 UTCHIS00 macroNestStack (@) CREATE_IN_PROGRESS -

2021-04-30 13:22:31 UTCHI200 iamNestStack (@ CREATE_IN_PROGRESS

2021-04-30 13:22:24 UTC+0900

MUIN-CATAPULT

(@ CREATE_IN_PROGRESS

User Initiated

If the status is ‘CREATE_COMPLATE’, the creation of mijin is complete.
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2.2.3.15 Step.12

MIJ I N'CATAPULT1 Delete Update l [ Stack actions ¥ l [ Create stack ¥
Stack info Events Resources Qutputs Parameters Template Change sets
Outputs (6) c
Q ©
Key A Value v Description Sxpors
name v
. http://MUIN-CATAPULT1-nlb-rest-0a16468e0cca959b.elb.ap-northeast-
chaininfo R = s
1.amazonaws.com:3000/chain/info
https://ap-northeast-1.console.aws.amazon.com/systems-manager/parameters,/MIJIN-
emptyAddress - -
pty CATAPULT fshares/nemesis_addresses.json
https://ap-northeast-1.console.aws.amazon.com/systems-manager/parameters,/MIJIN-
harvestAddress - -
CATAPULT fshares/nemesis_addresses_harvesting.json
o p mijin Catapult
mijinEndpoint http://18.183.121.6:3000,http://54.95.9.192:3000 X -
y B P/l =l Rest Endpoint
mijinLBENdpoint http://MUIN-CATAPULT 1-nlb-rest-0a16468e0cca959b.elb.ap-northeast-1.amazonaws.com:3000 - -
http://MUIN-CATAPULT1-nlb-rest-0a16468e0cca959b.elb.ap-northeast-
nodePeers - =
1.amazonaws.com:3000/node/peers

Press ‘Outputs’of the created Stack to see the created mijin configuration information.

*The table below is omitted because it is the same as the new network version.
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Table 9: mijin endpoints and checkpoints

mijinLBEndpoint
O—RNAS>H—%EL7 mijin DAPI TV KRRV hTE, APl /— K%
BEPBLETIN. V—RIPIZLZ AT vF—tEyv>arhEHTT,
FHIFCB5

mijinEndpoint
APl endpoint for direct access to APl nodes (EC2 instances). It can be con-
nected to without a load balancer.

chaininfo

You can check the current number of blocks in mijin. Make sure that the
number of blocks is “2”or more.

harvestAddress

A link to a currency distribution address registered in the AWS Systems
Manager parameter store.

emptyAddress

A link to an unused address registered in the AWS Systems Manager pa-
rameter store.

nodePeers
mijin API 05/ — ROEHKEZ R TE LT, APl /—F 1 BERET
N#z PEER / — REHRIRISNATLWNIEEETY,

You are now ready to use mijin Catapult. Let’s start the operation in the next section!
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2.2.4 Deploying a trial version of mijin
In the trial version, it is possible to build a network that fits your environment by changing parameters.
An example pattern is shown below.

This page will guide you through the process of launching the mijin Catapult trial version from cloud-
formation in the AWS Marketplace.

2.2.4.1 Services using AWS

« Amazon EC2

« Amazon EBS

« Amazon Route53

« Amazon VPC(Nat Gateway)

« parameter store

2.2.4.2 View Network

Note:

The trial version consists of only a single AZ.
Deployment is single region, but can be deployed in each of the world’s 20 regions.

=

___________________________________________________________________________ .l_._._._._._.__
I Amazon Route 53
o I internal
| :
E - A@‘_ _______ : E .
T —— = = ——————— _—= > {:E}
Amazon Amazon EC2
' AWS Systems Manager
Elastic Block Store DUAL : Parameter Store
P
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2.2.4.3 Step.1

mijin Catapult (v.2) Free Trial

By: Tech Bureau Holdings, Corp.&  Latest Version: 0.9.6.4 | Save to List ‘
Linux/Unix LITITiTiT 0 AWS reviews
Typical Total Price
$0.083/hr
Total pricing per instance for services
hosted on t3.large in US East (N.

Wirginia). View Details

You must subscribe to use the AMI for mijin Catapult Free Trial. Please press the button in the red frame.

2.2.4.4 Step.2

Continue to

mijin Catapult (v.2) Free Trial

You must first rex

< Product Detail Subscribe

Subscribe to this software

To create a subscription, review the pricing information and accept the terms for this software.

Terms and Conditions

Tech Bureau Holdings, Corp. Offer

By subscribing to this software, you agree to the pricing terms and the seller's End User
License Agreement (EULA) . You also agree and acknowledge that AWS may share
information about this transaction (including your payment terms) with the respective
seller, reseller or underlying provider, as applicable, in accordance with the AWS Privacy
Notice (7. Your use of AWS services is subject to the AWS Customer Agreement(# or other

agreement with AWS governing your use of such services.

The following table shows pricing information for the listed software components. You're charged separately for your use
of each component.

mijin Catapult (v.2) Free Trial Additional taxes or fees may apply.

mijin Catapult (v.2) Free Trial

EC2 Instance Type Software/hr

mijin Catapult AMI, so please approve its use.
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2245 Step.3

- mijin Catapult Free Trial CFT 0.9.6.4

CloudFormation Template

This Cloudformation Stack makes it easy to build mijin.

Users create a new VPC and place a single EC2 instance in a public network.

After the Cloudformation execution is complete, the mijin address data is stored in the System
Manager's Parameter Store. Using symbol-cli without having to remotely log in to the server,
users are able to use the mijin immediately.

v View Template Components
v View Usage Instructions
~ Close CloudFormation Template

dws
2

Amazon Route 53

B

AWS Systems Manager
Parameter Store

Download CloudFormation Template ('

View Template in CloudFormation Designer ('

To create the network shown in the figure by AWS CloudFormation, click on the text in the red box.
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2.2.4.6 Step.4

Services v Resource Groups ~ * : Support ¥

Resource types IR Rt
> sctor Vv

» DocDB +
O L 0

»ECR mijinNest... |
vE Stack

Messages mE0O

templatel & Choose template language: O JSON ® YAML @

1 AWSTemploteFormatVersion: 2818-83-83

2 Description: mijin Catopult with multiple subnets VPC
3 - Parameters:

4~ ServiceName:

5 Description: Please input Service Name.

Components  Template

@ Feedback (@ English (US)

Press CreateStack on the cloud symbol without editing anything in particular.

2.2.4.7 Step.5

Services ~ Resource Groups ~ * 0 - Support ~

CloudFormation Stacks Create stack
e Create stack
Specify template
Step 2 Prerequisite - Prepare template
e Ty otk et

Prepare template
Step 3 Every stack is based on a template. A template is a JSON or YAML file that eontains configuration information about the AWS resourees you want te include in
Configure stack options Ehe stack

O Template is ready Use a sample template Create template in Designer

Step 4
Reviev

Specify template

A template is a JSON or YAML file that describes your stack’s resources and properties.

Template source

Selecting a template gene 53

tes an Amazon 53 URL where it will be

O Amazon 53 URL Upload a template file

Amazon 53 URL

https.//s3-ap-northeast-1.amazonaws.com/cf-templates- 1u7eOuccd2fpf-ap-northeast-1/2020232d)p-template 1 gndkirksbms

Amazon 53 template URL

S3 URL: https://s3-ap-northeast-1 com/cf- 1u7e0uccd2fpf-ap-northeast-1,/2020232dJp-te| View In
mplate1gndkirksbms Designer
=

@ Feedback (@ English (US)

Without editing anything in particular, press ‘Next’in the red frame.

2.2. AWS MarketPlace 56



mijin Deployment Guide, Release 1.3

2.2.4.8 Step.6

Services ~

CloudFormation Stacks Create stack

step Specify stack details

Specify template

Step 2 Stack name
Specify stack details
Stack name
Step 3 [ '] \
Configure stack options W1/
Stack name can include letters (A-Z and 3-z), numbers {0-5), and dashes (-],
Step 4
Review

Parameters

Parameters are defined in your template and allow you to Input custom values when you create or update a stack.

VPC Configuration
ServiceName

— Please InpUt Service Nami.
@ "
\2 MUIN-CATAPULT l
AvailabilityZone1

Security Group Configuration
PublicLocationiP

Flease input range of IP sddresaes that can access mijin rest

@j 0.0.0.0/0

Node Configuration
DefaultUnixUser

I e e

KeyName
Mame of an existing EC2 KeyPair to enable S5H access to the api and peer instances

® [ |
API Nede Configuration
DualingtanceType

/_\' Dual EC2 instance type
@

mijin Configuration

CatapultVersion
Pleasa seléct mijin Catapult Versian

w964 v
CatapultShareMode
Please salect mijin Catapult Shane Mods

S5M v
CatapultMetwark
Please select mijin Catapult Metwork Identifier

riljin-test L

CatapultBlockGenerationTargetTime

Cancel Previous

@ Feedback J English (US)

Enter parameters.
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No | Parameter Describe
@ | Stack Name Provide the name in this stack.
@ | Service Name
Describe the name of the service created by the stack.
This will be used as the crown name for all resources.
® | Availability Zone Select the availability zone for your region.
@ | Public Location IP
Specify the IP address that is allowed to connect to mijin Catapult’s API.
IP7RLRIGLYITHARETT (/24 RY)
® Default UnixUser List the standard Unix user for the EC2 instance you are creating.
® | KeyName
Select the SSH key for the remote connection for the EC2 instance you are creating.
RATNTULARWEE. BRIICREERTIVELNHD FT,
RBOEMFEIE CE5 ZIHRIETL,
@ | DualInstanceType Select the specifications of the EC2 instance to be created.
Catapult BlockGener- | Select the mijin block generation time; you can choose 30 or 60 seconds only.

ationTargetTime

After completing the parameter entry, press ‘Next’(®).
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2.2.4.9 Step.7

Services Resource Groups ~ r  Support ¥

CloudFormation Stacks Create stack

Step 1 Configure stack options

Specify template

Step 2 Tags
Specify stack details You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unigue tags for each stack. Learn mere [
Step 3
Configure stack options
Step 4
BVIE
Permissions

Choose an 1AM role to explicitly define how CloudFormation can create, modify, or delete resources in the stack. If you don't choose a role, CloudFormation
uses permissions based on your user credentials. Learn more [

1AM role - optional

Choose the 1AM role for ClovdFormation to use for all opera

ns performed on the stack.

IAM role na... ¥ v
Advanced options

You can set additional options for your stack, like notification options and a stack policy. Learn more [&

» Stack policy

Defines the resources that you want to protect from unintentional updates during a stack update.

» Rollback configuration

Specify alarms for CloudFormation to monitor when creating and updating the stack. If the operation breaches an alarm threshold, CloudFormation rolls it
back. Learn more

» Notification options

» Stack creation options

Cancel Previous

Feedback (@ English (US)

Without editing anything in particular, press ‘Next’in the red frame.
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2.2.4.10 Step.8

Review MUIN-CATAPULT-TEST-TRIAL1
Fiep 1: Spacity bemplane

T | T s | it

Step 1 Spcity slack Setab

Parametens (100
]

-y & v
it i ——
L s

S o
..... e uw
..... rmice it
tebin Bkt -
s thii
i —trm
EPRERPEY
Saricuiiars AL

Stap 3: Configers itick optiass

Taga 1]
[ e
He i
Fermibsion;
[T
Tt 1 w0 e o e e o
Stk pabcy.

P iy
There by voack pabicy et

Follhack configuratian

Stack creation opticns

e L e
S g b g e Mmagrge (M . R TR

msap mar® o st sy
S A 18 R R T, 8 G, T P [T AR, CRE AN T 0LINGH F 2
R p———————

Pt 11 i, M i i e £ e 1oty CAALTY, A4, EXPAML Theek
i f e

Bl arhmarstas e o b i s e opsd LM e s

B Bt T A L TR G S Te Sl DAY
CAPRBAITY_JITD_IERAD

Check the two items in the red frame in @. Day: Click ‘Create Stack’in the red frame in @. If there are
no errors, creation will begin.
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2.2.4.11 Step.9

Services v Resource Groups ~ * Tokyo - Support

CloudFormation Stacks MUIN-CATAPULT-TEST-TRIAL1

E "] MUIN-CATAPULT-TEST-TRIAL

Delete | Stack actions ¥ || Create stack w
Q. MUIN-CATAPULT-TEST-TRIAL1 X
Vi ted
Active ¥ © View nests Stack info Events Resources Outputs Parameters Template Change sets
1

NESTED
MUIN-CATAPULT-TEST-TRIAL 1-mijinNestStack-X Events (1)
BNUHF1074P
2020-08-19 10:00:04 UTC+Q900 Q

(@ CREATE_IN_PROGRESS

MUIN-CATAPULT-TEST-TRIAL1
2020-08-19 09:59;57 UTC+0900

i Logical ID it tat
(® CREATEIN_PROGRESS mestamp ogical Status Status reason
2020-08-19 09:59:57 MLIN-CATAPULT-
CREATE_IN_FRO User Initiated
UTC+0900 TEST-TRIAL1 GRESS -7
5

@ Feedback (@ English (US)

Confirm that Stack has started and isin ‘CREATE_IN_PROGRESS’state. This state will take approximately
15~20 minutes.

2.2.4.12 Step.10

Services ~ Resource Groups ~ * Tokyo ~ Support ~

CloudFormation Stacks MUIN-CATAPULT-TEST-TRIAL1

B stacks (2) [C] MUJIN-CATAPULT-TEST-TRIAL1

| Delete | | Update | Stack actions ¥ | | Create stack ¥
Q. MUIN-CATAPULT-TEST-TRIAL1 X
View nested
Active ¥ © Stack info Events Resources Outputs Parameters Template Change sets
1
NESTED
MUIN-CATAPULT-TEST-TRIAL 1-mijinNestStack-X Events (5) [&]
BNUHF1074P
2020-08-19 10:00:04 UTC+Q900 Q
(Z) CREATE_IN_PROGRESS
&
MUIN-CATAPULT-TEST-TRIAL1 o
2020-08-19 09:58:57 UTC+0900
(©) CREATE_COMPLETE Timestamp Logical ID Status Status reason
2020-08-19 10:10:44 MUIN-CATAPULT-
CREATE_COMPL -
UTC+0900 TEST-TRIAL1
ETE
EHS08 19 1EN0AS mijinNestStack gEATE COMPL =
UTC+0900 -
ETE
2020-08-19 10:00:05 ©
mijinNestStack CREATE_IN_PRO Resource creation Initiated
UTC+0900
GRESS
2020-08-19 10:00:03 @
NCios00 mijinNestStack CREATE_IN_PRO -
GRESS
2020-08-19 09:59:57 MUIN-CATAPULT-
CREATE_IN_PRO Initi
UTC+0800 TEST-TRIALT vkt User Initiated
5

@ Feedback (@ English (US)

2.2. AWS MarketPlace 61



mijin Deployment Guide, Release 1.3

If the status is ‘CREATE_COMPLATE’, the creation of mijin is complete.

2.2.4.13 Step.11

Services ~ Resource Groups ~ * n 0 - Support ~

CloudFormation Stacks MUIN-CATAPULT-TEST-TRIAL1

B Stacks (2) =2 MUJIN-CATAPULT-TEST-TRIAL1

| Delete | | Update | Stack actions ¥ | | Create stack
Q. MIJIN-CATAPULT-TEST-TRIAL1 X
View nested
Active ¥ © Stack info Events Resources Outputs Parameters Template Change sets
1
NESTED
MIJIN-CATAPULT-TEST-TRIAL T-mijinNestStack-X Outputs (4) c
BNUHF1074P J
2020-08-19 10:00:04 UTC+0900
(&) CREATE_IN_PROGRESS 5.
@
MUIN-CATAPULT-TEST-TRIAL1 o
2020-08-19 09:53:57 UTC+0900
CREATE_COMPLETE Export
@ Key 4 value v Description ¥ xpar
name v
chainHeight http://54.168.116.90:3000/chain/height - -

https://ap-northeast-1.console.aws.amazon.com/systems-
emptyAddress manager/parameters/MLUIN-CATAPULT-TEST- - -
TRIAL1/shares/nemesis_addresses,json

https://ap-northeast-1.console.aws.amazon.com,/systems-
harvestAddress manager/parameters/MLIN-CATAPULT-TEST- - -
TRIAL1/shares/nemesis_addresses_harvesting.json
mijin Catapult

mijinEndpoint http://54.168.116.90:3000 -
I P Pl Rest Endpoint

@ Feedback (@ English (US)

Press ‘Outputs’of the created Stack to see the created mijin configuration information.
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Table 10: mijin T> KRR > ~EESREE (ST 7))
mijinEndpoint
mijin ® APl > RRA > ~TT,

chainHeight
mijin DIRED T Oy VBOERNTETEY, JOv I8N M2 UEichk
STWB I EZERERLTIEE L,

harvestAddress

AWS Systems Manager /N5 X—Z X b 7ICBHRINT-. B#BEE (51
7 ILhRD 7= 2000cat.currency) ZREE L7 RLZAD) VU T,

emptyAddress

A link to an unused address registered in the AWS Systems Manager pa-
rameter store.

You are now ready to use mijin Catapult. Let’s start the operation in the next section!
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2.2.5 AWS MarketPlace Technical Documentation

Add various technical documents in AWS MarketPlace.

2.2.,5.1 AWS Marketplace Cloudformation Parameter Comparison Table

This chapter describes the parameters and default values for deploying mijin Catapult(v.2) in AWS

Marketplace.
The two commercial versions and the trial version have different default values.

Cloudformation Parameter Comparison Table

Table 11: Trial / Product RE—&

No Cate- Configuration Description set Limits Trial setting | Trial & 7 Product Product Ex-
gories | Name value available # )L ME NewVPC istsVPC 7
(e.g. TI7AILE | THILMME
of a &
func-
tion,
pa-
ram-
eter,
etc.)
1| VPC ServiceName Specify the nameofthe | String | &8 58w £ 0O | O MIJIN- MIJIN- MIJIN-
Con- service that will be the NG, A/ CATAPULT | CATAPULT | CATAPULT
fig- crown name of the re- XFERHF A
ura- source. v a () fE
tion FAEJAE
2 Availability- Specify the AZ to be | List Region’s AZ O Region- Region- .
Zonel used in the VPC. dependent | dependent
3 Availability- Specify the AZ to be | List Region’s AZ . Region- Region- .
Zone2 used in the VPC (specify dependent | dependent
different from AZ1)
4 VPC Specifies a VPC Id that | List Vpcldinthere- . . . O
already exists. gion
5 VpcCidrBlock Specify IP range of | List Regular  ex- . . . O
VPC (e.g., VPC-XXXX pression:
(XX.XX.XX.XX/16)) (d{1,3}.
{3}d{1,3}/d{1,2}
6 Publicl Specify the subnet of | List . . . O
the public network
(AZ1)
7 Public2 Specify the subnet of | List . . . O
the public network
(AZ2) (different from
Public1)
8 Privatel Specify subnet for non- | List . . . @)
public network (AZ1)
9 Private2 Specify a subnet for | List . . . O
the private network
(AZ2) (different from
Privatel)
1 InternalDo- Specify an internal | String . mi- mi-
mainName DNS name (e.g. mi- jin.internal | jin.internal
jin.internal)
11 Se- PublicLoca- Permitted IP range to | String | Regular ex- | O
cu- tionIP connect to mijin end- pression:
rity points (d{1,3}.
Group {3}d{1,3}/d{1,2}
Con-
fig-
ura-
tion

continues on next page
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Table 11 - continued from previous page

No Cate- Configuration Description set Limits Trial setting | Trial & 7 Product Product Ex-
gories | Name value available * )L ME NewVPC istsVPC 7
(e.g. TIAILE | TAILMME
of a &
func-
tion,
pa-
ram-
eter,
etc.)
12 Node | Default- EC2 remote login user | String | “catapult” X | O ubuntu ubuntu ubuntu
Con- UnixUser name 4
fig-
ura-
tion
13 KeyName SSH key used in EC2 List O Region- Region- Region-
dependent | dependent | dependent
14 API ApiPlace- APl node placement | List Public, Private . . Public Public
Node | mentNetwork (Public or Private)
Con-
fig-
ura-
tion
14 Apilnstance- APl YRRV ZAD AN | List several A t3.large t3.large t3.large
Type v
1 ApiRootVol- =R 2a—LOBE | List 30, 100 . 30 30 30
umeSize (GB)
17 ApiBlockVol- JOyo7F—2BDT 1 List 50, 300, 500, R 50 500 500
umeSize 2UA2 (GB) 800, 1000
1 ApiBlockVol- JOvZ5—%FAI0PS | List 3000, 5000, . 100 3000 3000
umelops (gp3) 10000
19 ApiMongoVol- MongoDB D7+ X% | List 50, 300, 500, . 50 300 300
umeSize A& (GB) 800, 1000
2 ApiMongoVol- MongoDB A IOPS (gp3) | List 3000, 5000, . 300 3000 3000
umelops 10000
21 PEER | PeerNum- PEER /—F&# (EE) | Int 3-10 . . 3 3
Node | berOfUnits
Con-
fig-
ura-
tion
22 PeerInstance- PEER /— R D> RX%& | List . . t3.large t3.large
Type YREATS
23 PeerRootVol- PEER / —FDIL— b+ T List 30, 100 . . 30 30
umeSize 1 RUVBE
24 PeerBlockVol- PEER /—FDJOv Y List 50, 300, 500, . R 500 500
umeSize T—REBE 800, 1000
25 PeerBlockVol- PEER / — K @ IOPS | List 3000, 5000, . . 3000 3000
umelops (iol) 10000
26 mijin | CatapultVer- ECBIRF D Catapult /N— | List v10037,v10038 | A v10038 v10038 v10038
Con- sion Tar
fig-
ura-
tion
21 Catapult- WHEAT—2 (FRLRE) | List ssm A ssm ssm ssm
ShareMode DREFHF (SSM #E5F)
28 mijinDataDire- | T—&<YU > FED/NRZ | String | #Ext/VR . /mnt/mijin | /mnt/mijin | /mnt/mijin
toryName Z18E
29 CatapultNet- mijin D&y kT —2% | List mijin, mijin- | A mijin-test mijin mijin
work 17 test
3 Catapult- J0Ov JERER (B%) | List 5s, 15s, 30s, 60s 15s 15s
BlockGener- 60s
ationTarget-
Time
3] CatapultEffec- bZUH UL a FHE | Boolean Yes,No . Yes No No
tiveFee ok
32 Max- RREETATY MR List 25, 50, 100, . 25 25 25
CosignedAc- 1000
count
continues on next page
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Table 11 - continued from previous page

No Cate- Configuration Description set Limits Trial setting | Trial & 7 Product Product Ex-
gories | Name value available * )L ME NewVPC istsVPC 7
(e.g. TIAILE | TAILMME
of a &
func-
tion,
pa-
ram-
eter,
etc.)
33 Finalization- T71F 51BN Deterministic, . Determin- | Determin- | Determin-
Type Probabilistic istic istic istic
34 MaxTransac- JOvIRRKNS VY | List 6’000, 10’000, . 6’000 6’000 6’000
tionperBlock 0% 20°000, 50’
000, 100’000
35 RestThrottring | API#&#i#8 (/N—X REF | List 30tps, 100tps, . 30tps 30tps 30tps
+100) 200tps,
500tps, No-
Limit
3 Unconfirm- RERSSH o3> | List Small, . Small Small Small
CacheSize DFErYvIatt14X Medium,
Large
37 Load- | UseloadBal- NLB = £ 5 h Boolean Yes, No . . Yes Yes
Bal- ancer
ancer
Con-
fig-
ura-
tion
38 LoadBalancer- | NLB OEZE%FT List external, . . external external
Type internal
39 Other | mijinStack- X%y OWFET SN | Boolean Yes, No . . No No
AlreadyExist DIEE

2.2.5.2 AWS MarketPlace Cloudformation Specifications

The AWS MarketPlace service, mijin Catapult(v.2), is deployed using Cloudformation, an orchestration
tool.

This chapter describes the AWS resources created using Cloudformation.

The Cloudformation Template (CFT) consists of multiple files, where the parent Stack calls each of its

child Stacks. The child Stacks to be invoked depend on the parameters of the parent Stack.
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Stack Nest Stack YAML

Exists Macro?

s empty-macro.cfn

parentStack

mijinNestStack g
Yes

loadbalanceNestStack *
Use Loadbancer? No

e

4

macroNestStack

macroNestStack creates a Cloudformation Macro. If the parameter mijinStackAlreadyExist is Yes, a stack
that does not create a Macro will call (empty-macro). This is because the Cloudformation Macro is cre-
ated with a unique name, so it is not possible to create multiple Macro’s with the same name.

Macro is created in Lambda (Node.js) and converts the CFT of mijinNestStack that comes after this by
specified parameters.

Assign the following IAM roles and policies to allow the created Lambda to read and write to Amazon
CloudWatch Logs.

Resources:
PeerUnitsExecutionRole:
Type: 'AWS::IAM::Role'
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- lambda.amazonaws.com

(continues on next page)
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(continued from previous page)

Action:
- 'sts:AssumeRole'
Path: /
Policies:
— PolicyName: root
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- 'logs:CreateLogGroup'
— 'logs:CreateLogStream'
- 'logs:PutLogEvents'
Resource:
- Fn::Join:
- 'arn:aws:logs'
- Ref: 'AWS::Region'
- Ref: 'AWS::AccountId'
- 'log-group:/aws/lambda/*:*:*"'

The Cloudformation Macro is created in Lambda (Node.js) and converts the CFT of the mijinNestStack
that follows by the specified parameters.The Macro can replicate the stack of EC2 instances and dynam-
ically change the EC2 instances to be launched, depending on the number of the parameter PeerNum-

berOfUnits.

Warning:

To create multiple mijin Catapult(v.2) in the same region, mijinStackAlreadyExist must be YES.

vpcNestStack

vpcNestStack creates a new VPC. A multi-AZ environment is created, with public and private subnets
placed in each AZ. The default gateway for private network routing can also go out to the Internet using

the Nat Gateway placed on the public network in the same AZ.
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i :
NAT Gateway NAT Gateway |
public : public |

private 5 private

VPG
Region

Note: This stack is not used when deploying mijin in an existing network.

iamNestStack

iamNestStack creates IAM roles and the IAM policies associated with them for use by EC2 instances.

The following are roles to be assigned to each API node and PEER node.

AWSApiAccessRole:
Type: 'AWS::IAM::Role'
Properties:

AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:

- Effect: Allow
Principal:
Service:
- ec2.amazonaws.com

(continues on next page)
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(continued from previous page)

Action:
- 'sts:AssumeRole’
Path: /
AWSPeerAccessRole:
Type: 'AWS::IAM::Role'
Properties:

AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:

— Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- 'sts:AssumeRole'
Path: /

Grant permissions to AWS Systems Manager Session Manager

AWS Systems Manager Session Manager grants privileges to EC2 instances to allow remote login with
IAM privileges and ties them to IAM roles.

AWSSSMRolePolicies:
Type: 'AWS::IAM::Policy'
Properties:
PolicyName: AWSSSMAccessPolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- 'ssm:DescribeAssociation'
- 'ssm:GetDeployablePatchSnapshotForInstance'
- 'ssm:GetDocument'
- 'ssm:GetManifest'
- 'ssm:GetParameters'
- 'ssm:ListAssociations'
- 'ssm:ListInstanceAssociations'
- 'ssm:PutInventory'
- 'ssm:PutComplianceItems'
- 'ssm:PutConfigurePackageResult'
- 'ssm:UpdateAssociationStatus'
- 'ssm:UpdateInstanceAssociationStatus'
- 'ssm:UpdateInstanceInformation’

Resource: '*'
— Effect: Allow
Action:

- 'ssmmessages:CreateControlChannel'’

- 'ssmmessages:CreateDataChannel'’

- 'ssmmessages:0OpenControlChannel'’

- 'ssmmessages:0OpenDataChannel’
Resource: '*'
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Grant read/write permissions to AWS Systems Manager Parameter Store.

The AWS Systems Manager parameter store stores dynamically generated data for the first node of
mijin Catapult(v.2), grants permissions that can be referenced by each of the other nodes, and ties
them to IAM roles.

AWSPSAccessRolePolicies:
Type: 'AWS::IAM::Policy'
Properties:
PolicyName: AWSPSAccessRole
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- 'ssm:PutParameter'
- 'ssm:GetParameter'
- 'ssm:GetParametersByPath'

Grant Security Token Service (STS) from the resource of the same account same service name IAM role
and link the IAM role.

With the STS granted, the AWSApiAccessRole and AWSPeerAccessRole IAM roles can operate the AWS
services specified in the policy.

AWSAssumeAccessRolePolicies:
Type: 'AWS::IAM::Policy'

Properties:
PolicyName: AWSAssumeAccessRole
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- 'sts:AssumeRole’
Resource:
- Fn::Join:
- 'arn:aws:iam:'
— Ref: 'AWS::AccountId'
- !Sub "role/${ServiceName}*"
Roles:

- !'Ref AWSApiAccessRole
- IRef AWSPeerAccessRole
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s3NestStack

Warning: This feature is currently disabled and only the parameter store can be saved.

s3NestStack allows you to choose whether to place mijin data in the AWS Systems Manager parameter
store orin an S3 bucket, and if you choose S3, it creates an S3 bucket.

mijinNestStack

mijinNestStack creates private DNS, security groups, EBS, and EC2 instances with Route53.

mijin uses DNS names to communicate between each EC2 instance. The domain is fixed at mi-
jin.internal, and each instance name is set to the A record as follows.

1.

=
e

11.

£ e N Uk wN

apil.mijin.internal

api2.mijin.internal

peerl.mijin.internal
peer2.mijin.internal
peer3.mijin.internal
peer4.mijin.internal
peer5.mijin.internal
peer6.mijin.internal
peer7.mijin.internal
peer8.mijin.internal

peer9.mijin.internal

Security groups are applied below, with the minimum security group used for communication as shown
in the image.

Security group name

Description

attach-ssm_ssh-client

This security group can be set up as a stepping stone, etc. to
allow SSH login. Itis not used for new VPCs. (If created for an
existing VPC, assign it to an existing stepping stone, etc.)

attach-node-client

For inter-node communication.

sv-api

This is for APl nodes.

3000 port / for REST access.

7900 / For mijin node communication.
sv-peer

For PEER node.
7900 port / for mijin node communication.
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Security group (attach-ssm)| | Security group (attach-node Security group (sv-api) Security group (sv-peer)
porT | protocol PoRT | protocol | port | protocol | PORT | protocet ]
| | 22 TCP | attach-ssm_ssh-client | 22 | TP | atach-ssm_sshclent |
| 3000 TCP Public Location IP 7900 TCcP attach-node-client
l 3000 TcP | VPC CIDR 1 |
| 7900 TCP | attach-node-cllent | |
1 |
PORT | protocol destination PORT protocol destination PORT protocol | destination PORT | protocol destination
1 lcmp 0.0.0.00 1 lcmp. I 0.0.0.00 -1 lcmp 0.0.0.00 1 lemp 0.0.0.00
i 0.0.0.00 - AL | 0.0.0.00 AL AL 0.0.0.00 - ALL 0.0.0.00
|
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr y— ———
Sy F = o
: & Internet .
public public Amazon Route 53
— internal
NAT Gateway - NAT Gateway JAWS Systems Manager
| Publig & ) | Public Parameter Store
Amazon EC2 iAmazon EC2
API1 b API2
S I 't [
| b |
4 Private - ¢ Private
P . 5l
Amazon EC2 v Amazon EC2 [+ [
PEER1 Amazon EC2 PEER2 Amazon EC2 ‘
PEER4~7 : 1 private PEER4~7
b g Az ‘
VPC ‘
Region

Since EBS stores mijin’s data area, two EBSs are attached to the APl node in addition to the root

partition, and one EBS is attached to the PEER node.

VolumeType is fixed GP3 and no disk encryption.

The EBS is designed to be XFS formatted and disk mounted using cloud-init only when the EC2
instance is built for the first time.

The mijin data is stored in block, the APl node stores the block and the mongo data used by rest, but

can restore the mongo data if there is data in block.
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Amazon Amazon EC2 Amazon Amazon EC2
Elastic Block Store AP1 Node Elastic Block Store PEER Node
Ve Y e N s =\
root block mongo root  block

I XFS I XFS
Imnt/mijin/blocks XFS Jmnt/mijin/blocks XFS
Jmnt/mijin/mongo XFS

The EC2 instance is started using a custom AMI with the mijin package installed. UserData runs cloud-
init and executes the initial package configuration. It receives the results of the UserData execution and
rolls back if the configuration fails.

1. Unix user settings specified by parameter
Host Name Settings

OS package updates

Installing pip

Installing cloudformation helper script

o o~ N

Setup of mijin
1. EBS Format
2. mijin setup (apil uploads data to parameter store)

In addition, the order in which instances are created is as follows

1. Apilnstancel

2. Apilnstance2 PeerlnstanceX Concurrency

At Apilnstancel, create the configuration to be used for all nodes and store the data in the AWS
Systems Manager parameter store. Other instances will retrieve data from this parameter store
and create mijin.

The contents stored in the parameter store are as follows
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Parameter name Description
/Crown name specified at deploy time/shares/api_node.json Public key used by the APl node
/Crown name specified at deploy time/shares/generation_hash.json mijin Catapult(v.2) blockchain’s Genesis Hash

(GenerationHash)

/Crown name specified at deploy time/shares/harvest_fee_sink_public_key.jsatdress to receive Harvest (not required for mi-
jin)

/Crown name specified at deploy time/shares/init_host_count.json Number of nodes created during deployment
/Crown name specified at deploy time/shares/mosaic_rental_fee_sink_publidddrefoto receive Mosaic rental fees

/Crown name specified at deploy time/shares/namespace_rental_fee_sink |pAttcekeygseneive Namespace rental fees

/Crown name specified at deploy time/shares/nemesis_addresses.json Empty address not used in particular (can be
used)

/Crown name specified at deploy time/shares/nemesis_addresses_harvestingpdress to receive harvest, etc.
/Crown name specified at deploy time/shares/nemesis_addresses_harvestin@daitésg.jsed for authorization to finalize

/Crown name specified at deploy time/shares/nemesis_addresses_harvestin@dufé¢ssas for enhanced security (to obscure the
state in which blocks can be generated)

/Crown name specified at deploy time/shares/peer_node.json Public key used by the PEER node
/Crown name specified at deploy time/shares/rest_gateway_private_key.jsonAddress for REST used by API node
/Crown name specified at deploy time/shares/signer_private_key.json Address to sign Nemesis (Genesis) block
/Crown name specified at deploy time/shares/new-cert/each | SSL certificate to encrypt communications be-
node/CA/[*].pem tween nodes

Note:

The values in this parameter store are stored as the values to be created in the first block of the
blockchain and are not called from the parameter store after deployment.

Therefore, if you want to delete data as security, etc., you can delete this data.

In addition, if there is a failure or a need for a new expansion, etc., the data can be recovered from this
data.

loadbalanceNestStack

loadbalanceNestStack creates an ELB (load balancer).
If the parameter UseLoadBalancer is No, the stack (empty-elb) is called without creating the ELB.
The ELB distributes to the REST access port 3000 port of the API node.

The ELB Type uses NLB (Network Load Balancer) and the connection to the APl node is configured to
use the same node for a certain period of time for the same session by sticky session.

Note:

ELBs are created with Network Load Balancer (NLB) only.
To understand the NLB, please refer to the following
https://docs.aws.amazon.com/ja_jp/elasticloadbalancing/latest/network/introduction.html

TargetGroupAttributes:
- Key: stickiness.enabled
Value: 'true'

NLBs can be parameterized for inward placement for private use only or outward placement for con-
nection via the Internet.
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"""""""""""""""""""""""""" S o kit kit e
public public Amazon Route 53
internal
NAT ateway NAT aleway AWS Systems Manager
| Public Parameter Store
“] “]
i
Amazon EC2 Elastic Load Balancing Amazon EC2
API1 NLE API2
= | U I
m | ! .1 |
Private [ Private
V ! Internal ¢
Amazon EC2 AmazonEC2 | . Amazon EC2 (=
PEERT PEER3 Amazon EC2 E E PEER2 Amazon EC2
private  PEER4-7 - private PEER4~7
AZ P AZ
VPG
Region

Health checks are performed on the REST access port 3000 of the APl node under the following

conditions

Health checks are monitoring http://API-NODE:3000/chain/info for dead/ alive.

Properties:

HealthCheckIntervalSeconds: 10 # 10 MWEETF T v P93 Check at 10-second intervals.
UnhealthyThresholdCount: 3 # EE Y AW TEE Number of times considered abnormal
HealthyThresholdCount: 3 # IER & AR IEE Number of times considered normal
HealthCheckPath: /chain/info # NJLAF T WP %93 URL URL for health check

HealthCheckProtocol: HTTP

Port: 3000 # N AFTWPIR—b health check port
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2.2.5.3 AWS MarketPlace mijin Catapult(v.2) Recovery Strategy with Architectural Patterns

Deployed in AWS MarketPlace, mijin Catapult(v.2) has various architectural patterns depending on the
parameters used for deployment.

In this chapter, you will learn architectural patterns and describe recovery strategies through disaster
recovery and other BCP measures.

mijin Catapult(v.2) high availability and fault tolerance

mijin Catapult(v.2) keeps the same blockchain data on all nodes, so as long as there is at least one
PEER node, the blockchain will continue to update. (Decentralized Fault Tolerance)

Blockchain is characterized by the fact that data is not stored in units of records, such as RDB, but is
stored collectively in units of blocks.

Therefore, depending on the circumstances of the failure, the most recent blockchain data may not
always be the most current and correct data.

The reason is that the block data of the blockchain is generated in the approximate number of seconds
set during deployment, and is divided into nodes that generate blocks (harvesting nodes) and nodes
that receive the generated blocks.

The nodes that create blockchain data are pruned by a consensus algorithm (Proof-of-Stake Plus), and
the nodes that generate blocks (harvesting nodes) are pruned by a consensus algorithm
(Proof-of-Stake Plus).

To learn more about the consensus algorithm, see Symbol’s Document.

https://docs.symbol.dev/ja/concepts/consensus-algorithm.html

Although rewards through the block generation mechanism exist in mijin, they are not required in a
private blockchain, so the reward process is only running functionally.

The following diagram shows the blockchain being generated by PEER3 and the blockchain data being
sent to each node.
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Internet
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API1 API2

EI E . ﬁ Block Generate
(Harvesting)
PEERf PEER2 PEER3

If a failure occurs in a situation where only PEER2 remains without receiving the block data generated
from PEER3, there may be a difference of at least one block.

At that time, PEER2 cannot recognize PEER1 and PEER3, so it generates new blockchain data and turns
into an independent node.

However, if PEER1 and PEER3 are recovered immediately, PEER3 with the correct block data is rolled
back as positive and recovered to the normal blockchain data.

If all the API nodes are down, they cannot be accessed by programs, etc., but block generation will
proceed as long as the PEER nodes are present.

Multi-AZ Recovery Strategy

Recovery Time Objective (RTO) | Almost0
Recovery Point Objective (RPO) | Almost0

Deploying in Marketplace mijin Catapult(v.2) deploys each node in a multi-AZ environment.

Even if one AZ side fails, the distributed fault tolerance of mijin Catapult(v.2) allows the service to
continue.
If you want to keep the connection to the APl node, enable Elastic Load Balance to improve availability.
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Multi-region and recovery strategies

Inter-region backup

Recovery Time Objective (RTO) | oneday
Recovery Point Objective (RPO) | 2 hours

All of the mijin Catapult(v.2) deployed in Marketplace can be recovered by backing up the blockchain
data from one of the nodes.

Using AWS Backup, blockchain data on a node can be easily backed up to another region.

For backup instructions, see . /aws_tips_ebs_backup.

See below for information on how to restore until backed up.

https://docs.aws.amazon.com/ja_jp/aws-backup/latest/devguide/restore-resource.html
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Consortium chain with active/active

Recovery Time Objective (RTO) | Almost0
Recovery Point Objective (RPO) | Almost0

Warning:

Manually build mijin in a separate region to achieve 0 downtime by realizing a consortium chain.

The following diagram shows an example, but since the construction procedure varies depending
on the environment, we can provide paid support.

https://mijin.io/aws_contact/

The mijin Catapult(v.2) deployed on Marketplace can be located in 21 regions around the world, but
there is no mechanism for building nodes across regions.

By manually building mijin nodes outside of the main region, a multi-region disaster recovery strategy
can be established.

The APl nodes are also installed together to form a consortium chain, which is an active/active
configuration even between regions.
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2.2.6 mijin Catapult(v.2) AWS configuration after deployment

This chapter describes how to configure the mijin Catapult(v.2) provided by AWS MarketPlace after
deploying it.

2.2.6.1 mijin Catapult(v.2) EC2 instance login how to

This chapter describes how to log in to a node on mijin Catapult(v.2) on AWS.

mijin Catapult(v.2) is running on a Linux server, so this is the procedure for Linux login method.
However, since AWS has ‘Session Manager’that allows easy remote login from the management
console, we set up remote login with Session Manager when deploying.

To learn more about Session Manager, please see below.
https://docs.aws.amazon.com/ja_jp/systems-manager/latest/userguide/session-manager.html

Note:
This chapter is an example of the login procedure to EC2 when deploying mijin Catapult(v.2) in AWS
MarketPlace.

The connection can be established by changing the security group, etc. using SSH or other
conventional remote login methods.

2.2. AWS MarketPlace 81


https://docs.aws.amazon.com/ja_jp/systems-manager/latest/userguide/session-manager.html

mijin Deployment Guide, Release 1.3

Log in to AWS Management Console

Log in at the AWS Managed Console

https://aws.amazon.com/jp/console/

Move to EC2 Service

1. Click on ‘Services’at the top
2. Click on ‘Compute’from the menu that appears
3. Clickon ‘EC2.
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aws

~—

B EC2

Favorites

All services

Analytics

Application Integration

&

AR & VR

]

AWS Cost Management

Il
g

Blockchain

Business Applications

o B

Containers

EI"

Customer Enablement
PEIELERS
Developer Tools

| End User Computing
Front-end Web & Mobile

73 Game Development

Internet of Things
Machine Learning
Management & Governance
Media Services
Migration & Transfer

Networking & Content
Delivery

Quantum Technologies
Robotics
Satellite

[J Security, Identity, &
v Load Compliance

Recently visited

EC2

Virtual Servers in the Cloud
Console Home

AWS Organizations

Central governance and management across AWS accounts.

AWS Marketplace Subscriptions

Digital catalog where you can find, buy, and deploy software

CloudFront
Global Content Delivery Network

AWS Budgets

Set Custom Budgets and Receive Alerts

AWS Billing Conductor
Simplifying your billing practice

Service Catalog
Create and Use Standardized Products
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Select the instance you wish to log in to and connect

1. Click on ‘Instances’from the left menu
2. From the list of instances, click the check box for the node you wish to log in.

3. Press ‘Connect.’

aws HHES Q ¢ h L (©] Tokyo ¥

@ Resource Groups & Tag Editor

@ New EC2 Experience X Instances (1/5) info [ Connect lli Instance state v H Actions v ln
| |

Tell us what you think

‘ Q, Find instance by attribute or tag (case-sensitive) ‘

EC2 Dashboard ‘ Instance state = running ‘ X ‘ ‘ MUIN-CATAPULT ‘ X ‘ i Clear filters l
EC2 Global View
-] Name w | Instance ID | Instancestate ¥ | Instancetype ¥ | S
Events
T MIJIN-CATAPULT-peer3 i-08982d6d8b7a2b560 ©@Running @Q t4g.large 8
ags
Limits O MUJIN-CATAPULT-peer2 i-0cf94a69c97a84a06 ©@Running @Q t4g.large 8
O MIJIN-CATAPULT-peer1 i-00378b62c6f296b03 ©@Running @& tdg.large 3
¥ Instances -
J MUIN-CATAPULT-api2 i-069adcefc5666a4de ©@Running @& t4g.large [§
Instances
O MUJIN-CATAPULT-api1 i-0555de2cecf475348 ©@Running @& t4g.large 4
Instance Types

Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

¥ Images
AMls

AMI Catalog

Select Session Manager and connect

1. Make sure it is ‘Session Manager.’(If not selected, click on it)
2. Press ‘Connect.’

3. A separate console screen window opens.
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aws i services | Q Search

—

@ Resource Groups & Tag Editor

EC2 » Instances » i-08982d6d8b7a2b560 » Connect to instance

Connect to instance info
Connect to your instance i-08982d6d8b7a2b560 (MUIN-CATAPULT-peer3) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

Session Manager usage:

» Connect to your instance without SSH keys or a bastion host.

* Sessions are secured using an AWS Key Management Service key.

* You can log session commands and details in an Amazon 53 bucket or CloudWatch Logs log group.

+ Configure sessions on the Session Manager Preferences page.

Console screen operation

1. Confirm that ‘$’appears in the console screen window.
2. mijin Catapult(v.2) switch to the UNIX user catapult running

sudo su — catapult

3. Check to see if mijin Catapult(v.2) is working.

# PEER /J— RICEH LB (AETIX PEER /— RiEHiFF) When connected to a PEER
node (in this chapter, when connected to a PEER node)

cd mijin-catapult-package/package/peer/catapult/

docker—-compose ps

# APT /— RIC#EK LT When connected to an API node
cd mijin-catapult-package/package/api/catapult/
docker—-compose ps
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$

$ sudo su - catapult

catapult@peer3:~§

catapult@peer3:~$ cd mijin-catapult-package/package/peer/catapult/

catapult@peer3:~/mijin-catapult-package/package/peer/catapult$

catapult@peer3:~/mijin-catapult-package/package/peer/catapult§ docker-compose ps
Command

catapult_peer-node_1 bash -c¢ /bin/bash /scripts ... i) 0.0.0.0:7900->7900/tcp
catapult@peer3d:~/mijin-catapult-package/package/peer/catapult$ [

Note:

mijin Catapult(v.2) runs as one of the containers on docker.
Knowledge of docker is required for operation.

For knowledge of Docker, please refer to the following documents
https://docs.docker.jp/

Official (English)

https://docs.docker.com/get-started/overview/

2.2.6.2 mijin Catapult(v.2) encryption of node storage

This chapter describes the storage encryption used on the nodes of mijin Catapult(v.2) on AWS.

At the time of deployment, the EBS volumes mounted by each node are not encrypted.
To make it more secure, blockchain data and Mongo data can be encrypted.

This section describes the procedure for encrypting the EBS volume that contains mijin Catapult(v.2)
using PEER node 3 as an example.

Flow of encrypting a node’s blockchain data

1. Create KMS Key

. Stop one of the nodes. (In the production version, availability is maintained even if one node is
stopped.)

N

. Obtain a snapshot of a stopped node

. Create an encrypted snapshot by copying the snapshot created in 3.

. Create a volume from the encrypted snapshot created in step 4.

. Detach the volume of blockchain data on the PEER node stopped in 2.
. Attach the volume created in step 5 to the PEER node stopped in step 2
. Start the PEER node stopped in 2.

0 N o b~ W

Note: The same process is followed on the APl node, but in the case of the APl node, the mongo data
is also mounted, so the two volumes can be encrypted.
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Create KMS Key

To encrypt storage, use KMS to create encryption keys.
To learn more about key creation with KMS, please refer to the following
https://docs.aws.amazon.com/ja_jp/kms/latest/developerguide/create-keys.html

aws
@ Resol

Recently visited

Security, Identity, &

Favorites

All services AWS Artifact

Security compliance reports and agreements

7] Analytics AWS Audit Manager
v Ce s ind compliance
%] Application Integration

£ AR& VR Certificate Manager
Provi lanage, and Deploy SSL/TLS Certificates
AWS Cost Management
=2 Blockchain CloudHSM
5 . Managed Hardware Security Modules in the Cloud
) Business Applications
} Compute Cognito

& Containers Consumer Identity Management and AWS Credentials for Federated Identities

Al Customer Enablement Detective
S Database Investigate and analyze potential secus

3% Developer Tools 5 N
Directory Service

5] End User Computing Host and Manage Active Directory
Front-end Web & Mobile
AWS Firewall Manager

9 Game Development Central management of firewall rules

Internet of Things
) ) GuardDuty
Machine Learning
Intelligent Threat Detection to Protect Your AWS Accounts and Workloads
Management & Governance

1AM

Manage access to AWS resources

Media Services
Migration & Transfer

Networking & Content IAM Identity Center (successor to AWS Single Sign-On)
Delivery Manage workforce user access to multiple AWS accounts and cloud applications

¥ Quantum Technologies
Amazon Inspector
% Robotics Continual vulnerability management at scale
J satellite
Securely Generate and Manage AWS Encryption Keys

2 Storage Amazon Macie
‘Amazon Macie classifies and secures your business-critical content.

From Services, click Security, Identity, & Compliance,
then Key Management Service.

Key Management x KMs > Customer managed keys
Service (KMS)

Customer managed keys (3) Key actions v

Qa 0 matches

dis X Clear fitter
v Custom key stores
AWS CloudHSM key stores P o | oD Y s — P—
External key stores New
No matches
No results match your query
Clear filter

Click on a ‘Customer managed keys’and click on ‘Cre-
ate Key’.
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Set any name for the alias and click ‘Next’.

KMS > Customer managed keys > Create key

Step1
Configure key

Step4

Configure key

Key type relp me choose [

O symmetric Asymmetric
g and de
g HMAC codes

or encrypting and
ng me:

Key usage +elp me choose (2

O Encrypt and decrypt Generate and verify MAC
iy toer 0

Use the key o ncrypt and decrypt data Use the

» Advanced options

Cancel

Specify a key name (alias) and click ‘Next’.

KMS > Customer managed keys > Create key

step1
Configure key

Step2.

Add labels

step3

Step 4

Add labels

Alias

Vou can change the alias at any time. Learn more [4

Alias

mijin-ebs_encrypt_key

Vou can change the description at any time.

Description - optional

Tags - optional

You can use tags to categorize and identify your KMS keys and help you track your AWS costs. When you add tags
to AWS resources, AWS generates a cost allocation report for each tag. Lear more [4

This key has no

Add tag

You can add up to 50 more tags.

Cancel Previous

currently logged in to)

Select your own account as the key administrator and
click ‘Next’. (In this case, specify the account you are

KMS > Customer managed key:

Step 1
Configure key

Add labels
steps
Define key administrative

permissions

s > Create key

Define key administrative permissions

dministrators

5 and roles who can adrminister this ks
viniser this key from this console. Le

e KMS APL. You may

ed to add additional permissi

Q 1.2 3 4 5 6 8 9 >
2 Name Path Type v
/ User
/ User
/ User
/ User
/ User
/ User
/ User
/ User
/ User
/ User

Key deletion

Allow key administrators to delete this key.

Gancel | previous |
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Select the account for which you want to use the key
and click ‘Next’. (In this case, specify the account you
are currently logged in to)

KMS > Customer managed keys > Create key

Step1
Configure key

Define key usage permissions

Step2
Add labels This account
Select the and roles that can use the KMS key in cryptographic operations. Learn more [
step3
Define key administrative Q 12 3 45 6 7 8 9 >
permissions
— 2 Name Path Type v
Define key usage
permissions / User
Steps / User
/ User.
/ User
/ User
/ User
/ User
/ User.
/ User
/ User

Other AWS accounts

Specify the AWS accounts that can use this key. Administrators of the accounts you specify are responsible for
managing the permissions that allow their IAM users and roles to use this key. Learm more (2

Add another AWS account
Cancel Previous

Confirm the values and click ‘Finish’.

KMS > Customer managed keys > Create key

Configure key Review
step2
Add labels Key configuration
step3
Define key administrative Key type Key spec Key usage
T Symmetric SYMMETRIC_DEFAULT Encrypt and decrypt
o Origin Regionality
AWS KMS Single-Region k
Define key usage permissions ingle-Region key
Review @® You cannot change the key configuration after the key is created.

Alias and description

Alias Description
mijin/ebs_encrypt_key -

Tags
Key Value
No data
No tags to display
Key policy

To change this policy, return to previous steps or edit the text here.

{

“sid": "Allow access for Key Administrators”,
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Stop one of the nodes

Stopping one PEER or API node will not stop the mijin Catapult(v.2) blockchain network.
Here, we stop at PEER node 3 as an example.

Login to PEER node 3. . Jaws_tips_ssm_login and log in to the node.

$ sudo su - catapult
=$
:~$ cd mijin-catapult-package/package/peer/catapult/
1~/mijin-catapult-package/package/peer/catapult$
catapult@peerd:~/mijin-catapult-package/package/peer/catapult§ docker-compose ps
jcatapult_peer- /bin/bash /scripts ... up 0.0.0.0:7900->7900/tcp
catapult@peerl n-catapult-package/package/peer/catapult§ docker-compose down
Stopping catapult_peer-node_1 ...
[Removing catapult peer-ncde 1 ...
[Removing network catapult_default
catapult@peerl:~/mijin-catapult-package/package/peer/catapult$ docker-compose ps

catapult@peerl:~/mijin-catapult-package/package/peer/catapult$ exit
logout

$ sudo shutdown -h now

mijin Catapult(v.2) and stop the EC2 instance.

sudo su — catapult

cd mijin-catapult-package/
—»package/peer/catapult/
docker—compose down
docker—-compose ps

exit

sudo shutdown —-h now

Obtain a snapshot of a stopped node

To create an encrypted volume, you must first create a snapshot of the target volume.
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We will now check which availability zone this volume
belongs to.

Attached Instances
1-08982d6d8b722b560 (MUIN.
CATAPULT-peer3): /dev/sdf (attached)

Outpost

s ARN

MUIN-CATAPULT-peer3 1-08982d6d8b7a2b560 Ostopped @A taglarge . No ali
(] MUIN-CATAPULT-peer2 1-0cf94269c97284206 @Rumning @@ tdg.large @ 2/2 checks passed No ali
T]  MUIN-CATAPULT-peer1 1-00378b62¢6£296b03 Q@Rumning @@ tdg.large © 2/2 checks passed Noali
(] MUIN-CATAPULT-api2 i-069adcefc5666adde @rRunning @@ tdg.large © 2/2 checks passed No ali
[]  MUIN-CATAPULT-api1 i-0555de2cecf475348 Q@Rumning @@ tdg.large @ 2/2 checks passed  Noali
Instance: i-08982d6d8b7a2b560 (MIJIN-CATAPULT-peer3) @ X
‘¥ Root device details
@ /dev/sdal disabled
Q_ Filter block devices |
Volume ID Device name Volume size (GiB) | Attachmentstatus | Attachment time Encrypted | KMS key ID
1-0723249¢e9a36831 /dev/sdal 30 © Attached Tue Jan 17 2023 15:29:09 G. No -
Jdev/sdf 500 @ Attached Tue Jan 17 2023 15:29:09 G. No -
Select the stopped PEER node 3, click the Storage tab,
Here, the volumeld and device name (/dev/sdf)
Volumes (1/1) R create voume |
Q Search Modify volume 1
Name. v | VolumeID v Type v Size v | 1ops v | 7 | Created
. _—
Click the check box for the target volume and click ‘Cre-
ate snapshot’
Volume ID: vol-09cba65914936dfae
Details Status checks Monitoring Tags
Details
0l-09¢ba65914936dfae 500 GiE. 9p3 @ Okay
® Opt-in to AWS Compute Optimizer f @ In-use 3000 125
or recommendations. | Learn more [4
Encryption KMS key ID KMS key alias KMS key ARN
- ap-northeast-1a Tue Jan 17 2023 15:29:09 No
GMT+0900 (FAEHH)

Provide anamein the description thatis easy to under-

EC2 » Volumes » vol-09cba65914936dfae » Create snapshot

Create snapshot

Create a point-in-time snapshot to back up the data on an Amazon EBS volume to Amazon S3.

Details

Volume ID
vol-09cba65914936dfae

Description
Add a description for your snapshot

peer3-block-20230117|

255 characters maximum,

Encryption Info

Not encrypted

Tags info

Atag s a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter

your resources or track your AWS costs.

No tags associated with the resourc

Add tag

You can add 50 more tags.

e.

Cancel

+ 1 I ol + [E)
Sld WITETT STl CITITTE, alTU CUCR CIredieSITapsIiiot .
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Create an encrypted snapshot by copying the created shapshot

To create encrypted volumes from encrypted snapshots, encryption is performed when the snapshots
are copied.
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Click Snapshot in the menu, check the snapshot you
created, and click ‘Copy snapshot’.

% Snapshots (1/1) C |[ & reoyetemin

Ouneabyme v | | Q seorc

peer [ X a
@ weme v | snapshotid v | sie v | Desrption v | swnge.. v

= “rap ORZEAGRIASSTO 500GiB peers-bock 20230117 Standara

For the destination region, select the same region as the
node from which the snapshot was taken.

Check the ‘Encrypt this snapshot’and specify the KMS
created.

Click on ‘Copy Snapshot.’

EC2 ) Snapshots > snap-08264fdb3430e5570 > Copy snapshot

Copy snapshot

Copy a snapshot from one AWS Region to another, or within the same Region.

Settings

Snapshot ID
The ID of the original snapshot that is to be copied.

[ snap-08264fdb3430e5570
New snapshot settings

Description
A description for the snapshot copy.

[Copied snap-08264fdb3430e5570 from ap-northeast-1] peer3-block-

255 characters maximun.

Destination Region

The Region in which to create the snapshot copy.
| ap-northeast-1 i v

Encryption Info
Use Amazon EBS encryption as an encryption solution for your EBS resources.

Encrypt this snapshot

KMS key  Info

mijin/ebs_encrypt_key v |C

KMS key description

KMS key owner account
KMS key ID

40d4fa2-84b5-40f4-bd5c-f54583f19335

KMS key ARN
am:aws:kms:ap-northeast-1
£54583£19335

key/f40d4fa2-84b5-40f4-bdSc-

Cancel Copy snapshot

Make sure the snapshot has been completed.

‘Snapshots (2) C || & Recyctesin [EECRA et snapshot |

Ownedbyme v | | Q search 1 @
peer | X

Name v | SnapshotiD v | S v | Description v | Storge.. v v | started v | progr

398475 50068 Standard 003/01/17 1642GMT9 @

o0Gie Standard 20230117 16216100 @ v
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Create a volume from an encrypted snapshot

Create encrypted volumes from encrypted snapshots.
At this point, a volume is created that has not yet been mounted.
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Click on the encrypted snapshot and click ‘Create volume
from snapshot’.

Snapshots (1/2)
Ownedbyme v | | Q seach
peer | X Clear fitters

Name @ | Snapshot D N

Size

so0ci

Descrption
[Copied snap-082641db.

peers-block 20230117

C [ & recyctenin

T -

Copy snapshot
sorsge.. v | spsotsous v | BT

Standord © Completed Manage st snapshot rstore
Standord @ Completed Avchive snapshot

Delete snapshot

Manage ta:

Craste snaothot

I Create volume from snapshat u

Select the availability zone as the same availability zone as
the node from which the snapshot was taken.

Select the KMS key you created.
Click on ‘Create volume.’

EC2 > Snapshots > snap-08bdc4398475e6128 > Create volume

Create volume

Create an Amazon EBS volume to attach to any EC2 instance in the same Availability Zone.

Volume settings
Snapshot ID
snap-08bdc4398475e6128

Volume type  Info

General Purpose SSD (gp2)

Size (GiB)

500

Min: 1 GiE, Max: 16384 GiB. The value must be an integer.

10PS
1500 / 3000

Baseline of 3 IOPS per GiB with a minimum of 100 0P, burstable to 3000 IOPS.

Throughput (MiB/s) Info
Not applicable

Availability Zone Info

ap-northeast-1a

Fast snapshot restore Info

Not enabled for selected snapshot

Encryption  Info

Use Amazon EBS encryption as an encryption solution for your EBS resource:

ciated with your EC2 instances.

KMS key Info

mijin/ebs_encrypt_key

KMS key description

KMS key owner

KMS key ID

(@ f40d4fa2-84b5-40f4-bd5c-f54583119335

KMS key ARN

arn'aws*kmS'ap—northeast—-key/fAOdAFaZ—BAbS—ADfA—decr

5458319335

@® Volumes that are created from encrypted snapshots are automatically encrypted using the same key as X
the snapshot, or using a different key that you specify. Volumes that are created from unencrypted
snapshots are automatically unencrypted, but you can choose to encrypt them using a specific key. If no
snapshot is selected, you can choose to encrypt the volume and specify your own key. Learn More [4

Tags - optional info

Atag s a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter

your resources or track your AWS costs.

No tags associated with the resource.

Add tag

You can add 50 more tags.

Cancel

Note:
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Note that if you select a different availability zone than the node here, the volume will not appear

when attached to the node.

Check Obtain a snapshot of a stopped node for availability zone confirmation of the node.
If you would like to understand availability zones, please refer to the following
https://docs.aws.amazon.com/ja_jp/AWSEC2/latest/UserGuide/using-regions-availability-zones.

html#concepts-availability-zones

Detach the volume of blockchain data on the stopped PEER node

Remove any unencrypted volumes attached to the node.

Instances (1/5) info c

Q_Find instance by attribute or ¢

MUIN-CATAPULT [ X Clear flters

ntancestate v || ctors v [T
1 ®

2 Name v | instancelD Instancestate v | Instancetype v | Statuscheck | Alarm status
MLIN-CATAPULT-peer3 -08982464367a2b560 tglarge - No alarms
MUIN-CATAPULT-peer2 -0cf94269¢97a84206 tglarge ©2/2 checks passed o alarms

on the screen that pops up.

From Volume, click on ‘Detach volume’and press OK

Volume ID: vol-09cha65914936dfae

ST oos7snezcs206003 iglage o
O s o6 wgiage o
MUIN-CATAPULT.api1 055 taglarge @©2/2 checks passed  No alarms.
Instance: i-08982d6d8b7a2b560 (MIJIN-CATAPULT-peer3) @ X
betals | ety | Networkng | Storge | Stwschecks | Moniorng | Togs
Root devie type 85 optmizaton
s bl
| | Encrypted KMS key ID
30 © Attached Tue Jan 17 2023 15:29:09 G. No
500 © Attached Tue Jan 17 2023 15:28:09 G. No
Volumes (1/1) G [ perons | T
Q search Madify volu p ®
[ onmgsorssseatne | X Clear iers
Name v | Voumew v T vlsa  v|ior v Twougtt v via
VoL oaagsasieane 58 EE s ssaims w
FICIE
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Attach encrypted volume to PEER node

Attach the encrypted volume to the node

Select the encrypted volume and click ‘Attach volume’.

Volumes (1/1)
a

voL0966388619630045 | X

o Type v ism v i0ps v Thoughow v

o2 0068 1500

have noted down as the same path as the volume before
encryption.
Click on ‘Attach volume.’

Select instance as PEER node 3 and specify the device name you

EC2 > Volumes > vol-09663886ff96300d6 > Attach volume

Attach volume

Attach a volume to an instance to use it as you would a regular physical hard disk drive.

Basic details

@ This volume is encrypted and it can only be attached to
an instance that supports EBS encryption. Lear more

Volume ID
vol-096638861196300d6

Availability Zone

ap-northeast-1a

Instance Info

1-08982d68b7a2b560 v c

Only instances in the same Availability Zone as the selected volume are displayed.

Device name  Info

‘ /dev/sdf

Recommended device names for Linux: /dev/sdat for root volume. /dev/sdf-p] fpr data volumes.

® Newer Linux kernels may rename your devices to /dev/xvdf through
/dev/xvdp internally, even when the device name entered here (and shown in
the details) is /dev/sdf through /dev/sdp.

o

Verify that the encrypted volume is attached.

Instances (1/5) e G e v | acooms + | I
Qo byt or o s )
ooy x| | de e

8 weme

MUNCATAPULT: peer3
MUNCATAPULTpeer2
MUNCATAPULT-peer)

MUNCATAPULT352

MUNCATAPULT39

Instance: i-08982d68b7a2b560 (MUIN-CATAPULT-peer3) ® x
s assbiea
a
ot Device name Volume size 6i6) Attachment time Encypted | KMSkey 1D

Jseussaan 0

Joeussst s0

FH0da1a2-8405-4088 b 15+

Taskio Taskstae
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Note: The device name must be the name of the device noted in Obtain a snapshot of a stopped node.

Start up a stopped PEER node

Start up the stopped node and start up mijin Catapult(v.2) as well.
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From the list of instances, check PEER node 3 and
click ‘Start Instance’.

Instances (1/5) o

Q ose-sensiive] 1 [}
MNP X[ cleafiters [sinisone ]
= Name v | instancein Instance state Status check Alarm status
MUIN.CATAPULT-peer3 OBoB2dsdmb7aZbSE0  ©Stopped @ No alarms
MUIN-CATAPULT-peer2 Ocfa4a69c57384206 ©ruming e agarge ©2/2 checks passecNo alarms
MUIN.CATAPULT-peer1 0037806261296003  @FRumning @@ tdglarge ©2/2 checks passec No alarms
MUIN.CATAPULT-3pi2 Qruming @@ tglarge ©2/2 checks passec No alarms
MUIN.CATAPULT-3pi1 Qruming @@ tglarge ©2/2 checks passec No alarms
Instance: i-08982d6d8b7a2b560 (MLIN-CATAPULT-peer3) @ x
Detalls | Securty | Networking  Storage  Statuschecks | Monitoring | Tags
v Root device details
Root device name device type €85 optimization
@ fdeviscan dsabled
v Block devices
Q Fiter block devices
Volume 1D Device name | | Encrypted  KMSkey D
1-07252¢9ce923685 Jdev/sdat 50 © Attached Tue Jan 172023 1529096, No -
| votosse3ssetiossoods Idev/sdf 500 © Attached Tue Jan 17 2023 16:55:07 G. Yes. £40d4fa2-84b5-40

Login to PEER node 3.

Make sure the disk is mounted, and start up mijin
Catapult(v.2).

df -h

sudo su — catapult

cd mijin-catapult-package/package/
—peer/catapult/

docker—-compose up -d
docker—-compose ps

. /aws_tips_ssm_login and log in to the node.

Size Used Avail Uset Mounted on
1 e/
'+ /dev
Jdev/shn

nap/amazon-ssm-agent /5656
ssm-agent/2012
o

/anap/core/13425
snap/core20/1623
'+ /snap/corel8/1885

% /mnt/mijin/blocks

5 cd mijin-catapult-package/package/peer/catapult/
atapult-pack pecr/catapults
'mi] in-catapult-package/packag: catapults docker-conpose
network "catapult_default” with the default driver
croating catapult_poar-nods i ..
catapultBpeers:-/aiiin-catapult packas, § docker-conpose
Name ‘Com: to Ports

2022-09-09 07:06:15.304860 0x00007£83867£¢700; <info> (disruptor: :ConsumerDispatcher.cppldd) completing processing of element 1 (317 block
(heights 5027 - 5343) [AMF2CC16] from Remote Pull with size 116KB 7928), last consuner s 1 clenents behind

22-09-09 07:06:15. 0x00007£83867£c700: <info> (disruptor: iConsunerDispatcher.cppidd) completing processing of element 2 (1 blocks

te_Push with size 3768), last consuser is 0 elements behind

1336099
5344 - 5344) (FAI0SCEB) empty from

catapultepesr3i-/mijin-catapult-pac s
apultepeer3:-/aijin-catapult-p
attaching to catapult peer-node_1

2022-09-09 07 462063 0x00007£83867£c700: <info> (disruptor: :Consumerbispatcher.cppldd) completing processing of element 4 (1 blocks
eights 5346 - 5346) [7904AD27] empty from Remote_Push with size 3768), last consuner is 0 elements behind

ackag ag: catapults docker-conpose logs —-tail=lo

202 5 07 613352 0x00007£83867£c700: <info> (disruptor: :ConsumarDispatcher.cppldd) comploting processing of element 5 (1 blocks
eights 5346 - 5346) (7504AD27) from Remote_Push with size 3763), last consumer is 0 elements behind

209 07:06:52.387662 0x00007£83a5152700: <info> (ex workUtils.cpp125) accept re port 7900 £rom 10.0.3

06: Accepted

-09 07:06:56.123110 0x00007£83a5152700: <info> (ionet::PackstSockst.cppd8so) connected to peerl.nijin.internal [10.0.2.78:7900] (00
000000000007)

20 £56.127166 0x00007£8325953700: <info> (ionet::PacketSocket.cppd8s0) connocted to peer2.mijin.internal [10.0.3.206:7900] (0
0000000000008

catapult@peor3:-/aijin-catapult-package/package/peer/catapults
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2.2.6.3 mijin Catapult(v.2) periodic backup of nodes

This chapter describes the procedure for backing up data on a node of mijin Catapult(v.2) on AWS.
By backing up your nodes, you can recover from the blockchain data in the event of a region failure,

for example.

About AWS Backup Service

Easily back up the mijin Catapult(v.2) running on your EC2 instance Use ‘AWS Backup’to perform

backups on a regular basis.

To learn more about AWS Backup, please refer to the following

https://docs.aws.amazon.com/ja_jp/aws-backup/latest/devguide/whatisbackup.html

Creating a Backup Plan

Description

diagram

Click on Services on the top tab.
Click Storage.
Click on the ‘AWS Backup’service.

TNy o7y FTISVDER) 200w I LT,
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ore—
e —
e —

[EE# 7> a>]

Check Build a new plan.

Describe the Backup plan name.

[Nw o7y FI—ILORE]

Describe the Backup rule name.

Check Customize backup window.

Ny o7y TORBREEREL £9 (UTCERE).
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Note:
Although you can specify multiple nodes (EC2 instances) to be backed up

mijin Catapult(v.2) can recover everything from blockchain data on a single node, so regular backups
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are no problem if only one node is backed up, thus reducing costs.

*1 If the destination region is the same region, it can be recovered at Restore from a backed-up
snapshot.

Separate regions can also be used for disaster recovery and other anti-disaster measures.

2.2.6.4 mijin Catapult(v.2) Balance transfer of balance account when commissioned mode is enabled

This chapter explains how to move balances from one account with a balance of a mijin Catapult(v.2)
node on AWS to another.

The moved account is recommended as the account for the mijin Catapult(v.2) operation.

Note:

In a blockchain, there is always a base currency and transaction fees must be paid in operating the
blockchain.

mijin Catapult(v.2) also requires a fee to create a transaction if you enable the with fee mode, and you
must operate with an account that has a base currency balance for all transaction fees, Mosaic rental
fees, etc.

Conversely, the no-fee mode allows you to create transactions using accounts that do not carry a
balance.

Verify accounts with balance

Outstanding accounts are stored in nemesis_addresses_harvesting.json in the AWS Systems
Manager parameter store.

The list of accounts in this file is all tied to each node.
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AWS Systems Manager Parameter Store /MUIN-CATAPULT/shares/nemesis_addresses_harvesting.json

/MUIN-CATAPULT/shares/nemesis_addresses_harvesting.json

Overview History Tags

Name
/MUJIN-CATAPULT/shares/nemesis_addresses_harvesting.json

Tier

Type
String

Last modified date
Tue, 17 Jan 2023 06:26:05 GMT

Value

{
"api": [
{
"address": "MDBFPEAECQTM5CTDXWGAMEQQ5GRQ50RMXFNTA4A",
"public_key": "7D7C86B3229CC1B6551A1526 DB4ADF646CDOA3DAB1C7090DBE70798FA63E9BDS",
"private_key": "562B913CADD35D2FA18CA26BIF357966AFF6908DEFCBCEDA33535C1791D949E4"
3
{
"address": "MB6XYV4MNZ2BI7SYEVHQF2HWYUF3CBBB4SWAQ3I",
"public_key": "06358B47BF9A0DCB481A451E048A4880831CAF3160336A2F7555378C6107B75D",
"private_key": "7F54E66E6F83FF6CF75BA1F5444DF9904334FB58CEEFE0D03A68334543F29A2C"
3
{
"address": "MBWDZML7UN4TW3W30M3HYR6MYMLBUK2IZMCGMLQ",
"public_key": "A2C27604062DE3F2ECD554E6FF19292A85D52CB5E16193CB7FF86950A305E41F",
"private_key": "2EBA3EC82A2C2DEF7C01DD28908CBD2E346908E41C6351C9D2B149C3866270DC"
}
1
"peer”: [
{
"address": "MCLF2ATQK244CXTW452GENXSUNFND3A77N5SK4GA",
"public_key": "600F6TAB6CBAE4E205DF13933479E8F597 CE2F6E44EDA05228335CF074BEC397",
"private_key": "CFBOE3CE9Q7CEOAO9EAO800CBB7863C6C3C34ED6BCEDSFBEEDCAAAD82F783E31D"
3
{
"address": "MBUOACOIVGCYE4HTGD22KCYRQDTHDIKJ4UQEZAQ",
"public_key": "42203C105C56097EBFA73AFCA210FE64E798877C150D1A163E91AC76C84E4D05",
"private_key": "66F286751674BEBB002321AD3098D851A68A78F7434A8323CDE3F8EF349093D7"
3
{
"address": "MAKYTIBUEHQPXT6URA70343QAWGPGVQW2ZI4GJI",
"public_key": "233DBC5D4F40AAEF258F6E95A4F345A5884C2066B9DB815AA1D84D2F363E4AD2",
"private_key": "A46027A097CB264229E248F0B9DC9473FOF3CE202A84B49934CD9BIF8C27EIEE"
3,
{
"address": "MBY5AE5Z33TZK3LJKIYVAR6TOSAMBY43SSPZNEQ",
"public_key": "F7A7BF7C36CCC292C20C8B5EF7A9D 166BD64CEBC69E7CD1DT1C3EOD2A830B8C39",
"private_key": "AB30316D06C5DC8880E347B30COECAD55F2865876E25D97EEBC10E801D952406"
3
{
"address": "MDRHUCI4BUGBE2UPQHWS5YAU2RW4QXGF74YB2AKY",
"public_key": "35647B4814CDC693FBOCABSE19680977EEB1901BD91320153D957CDA31D7A9CF",
"private_key": "99BFCBD6492131C257FBD7528B23A92FC53324B0FBB74A5DFB2C37E13B73F044"
3
{
"address": "MB5VDICRGZUNLRDMBBIYDWVOZEJRTS2DZILZWPQ",
"public_key": "8E5E81270C7DCIECEB4EEA96C38559C51D73E3B52348937306E6119E82233B95",
"private_key": "B1CBE7C231509D4346DE44A67AC234B73AA7335CE077F53FBAS66ABD6B413DOE"
3
{
"address": "MAPVOVSBZ7BVV4K6JJ337BEEIMSTRIBCD64GYNY",
"public_key": "B2D198630DF58AAAB3AFFBDEFD3BEA1D844C7C0O0FA2D26777E3A219D6240CF27",
"private_key": "4EB84C95958A5EA7319E8D603CF648F5A80249F38FE3CBBAGBEA8592B60E3 773"
}
1
}
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All accounts have balances, but here we will check the following data at the top using
mijin-catapult-cli.

"address": "MDBFPEAECQTMSCTDXWGAMEQQS5GRQ50RMXENTA4A",
"public_key": "7D7C86B3229CC1B6551A1526DB4ADF646CD0OA3DABIC7090DBE70798FA63E9BDS",
"private_key": "562B913CADD35D2FAL18CA26BIF357966AFF6908DEFCBC6DA33535C1791D949E4"

by

Preparation Install nodejs and yarn

Install nodejs to use mijin-catapult-tools. Install nodejs using NodeSource

$ curl -fsSL https://deb.nodesource.com/setup_14.x | sudo -E bash - && sudo apt-get
install -y nodejs

$ node --version

$ sudo npm install -g yarn

Installing mijin-catapult-tools

Use yarn to install mijin-catapult-tools.

$ yarn global add @tech-bureau/mijin-catapult-tools
$ echo 'export PATH="$HOME/.yarn/bin:S$PATH"' >> ~/.bashrc && source ~/.bashrc

Import of balance accounts

Import balance accounts.
-u specifies the mijinLBENdpoint or mijinEndpoint URL in the CloudFormation output.
-p specifies the private_key of the balance account.

$ mijin-catapult-tools account generate -w aws.json -u http://XXXXXKXXKXXXXXKXXKXXKXXKKXK .
—elb.ap—northeast-1.amazonaws.com:3000 -s —-p
562B913CADD35D2FA18CA26BOF357966AFF6908DEFCBC6DA33535C1791D949E4

2023-01-17T07:35:12.266Z [info] : mijin URL: http://XXXXXXXXXXKXXKXXXXXKXXXX.elb.ap-
—northeast-1.amazonaws.com:3000
2023-01-17T07:35:12.268Z [info] : Network: 96
2023-01-17T07:35:12.2687Z [info] Mosaic Currency Id: 769E11974E2CAD76
2023-01-17T07:35:12.2697 [info] Mosaic Harvest Id: 792022E7945425E4
2023-01-17T07:35:12.2697 [info] Start Account Generate...
2023-01-17T07:35:12.3437Z [info] : Write Config File: aws.json
2023-01-17T07:35:12.3457Z [info] : New Account: {
"url": "http://XXXXXXXXKXKXXXKXKXXKXXKXX.elb.ap-northeast-1.amazonaws.com:3000",
"workAccount": {
"publicKey": "E28BF2A27FE64DF392CBF6D6883BE4858CF26790B4EABC3BCASEO8854BC6AORE",
"privateKey": "C3BE65EB9055405ED8CCB7AD568D1368067174F969E9321C0AB4379A7565C9C2",
"address": "MB2ZQXQQQHOVYU4GX2TKNNJK6XLZPIZV6LK62MY"

y

(continues on next page)
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(continued from previous page)

"balanceAccount": {
"publicKey": "7D7C86B3229CC1B6551A1526DB4ADF646CD0OA3DABIC7090DBE70798FAG3E9BDS",
"privateKey": "562B913CADD35D2FA18CA26BI9F357966AFF6908DEFCBC6DA33535C1791D949E4",
"address": "MDBFPEAECQTMS5CTDXWGAMEQQS5GRQ50ORMXENTA4A"

}I

"mainAccount": {
"publicKey": "DAF95081E2D816062108424CF2404B9C3B7C4CT7CD1DF6E1446158CC2A2D9B29R",
"privateKey": "ACF704D53457DF418E1784BACB6D0977B2626BC2847506C7D91B39CDD0O515FQF",
"address": "MD4J2ZVP2AW3BCH6O6UKZOJNNBGS35DBKTNS4KGVI"

Fy
"keylink": {

"vrf": {
"publicKey": "E3D05474D23B57EEFCF953EB7ALAF7A44F9BA338C83900AB0A72927D933CD56A",
"privateKey": "DOF48B1926ECA6C32C1D3A61AE25ATA483EF47B6DE96BI9B4E4970773F904CB73",
"address": "MBRSNJKKF66GVIOFQKCJOAOTRSKWEESAKWTVLOQ"

}I

"voting": {
"publicKey": "8A615FD6E66CBCB6361FAEO0L56CB6E22E0932F7157F04849551FCAE9CCOE494F ",
"privateKey": "1615F3484A2123131A624FA065E4B17A0CE916FF6D5A772501FBC83876B3B912",
"address": "MDWPSE2HLWAHFFTLSECCIMWQPFG6IKEPQAI76V3Y"

}
by
"testlAccount": {

"publicKey": "889E1705185A2138F4408D70C28A015536F05A69185392F8C683BB39A0BDBI51",
"privateKey": "8636D903270275A3A6459B41E73E8E7365A6A55ED2437AB25F3321230FD64C35",
"address": "MBRU2UKYC5C7J6MNQU7F3KYXFVMSIUKUZTPWEHI"

by
"test2Account": {

"publicKey": "24323D2D3594BF0A1993E018571EBD1175BD4B461EF3D15FE4EBO9FADABY95834",
"privateKey": "2A4F1Bl1E98BF4F91F6FE6D6F90844D9FCA78BCF198028AD8778CC85C409F6B5E",
"address": "MAWOT4JSX30YBMNGRM47ZQDDUHCJ3LLOKKOG6RKA"

Verify account information.
Mosaic Id 7T69E11974E2CAD76 with “currency”: true is the base currency.
Currency with “harvest”: true must be owned by the node entitled to generate the block.

Warning: Note that the Mosaic Id for the base currency is created at the time of deployment and is
not the same Id.

$ mijin-catapult-tools account info -r aws.Jjson -t balance

2023-01-17T07:36:16.4327Z [info] : mijin URL: http://XXXXXXXXXXXXKXXXKXXXXXX.elb.ap—
—northeast-1.amazonaws.com:3000
2023-01-17T07:36:16.4337Z [info] : Network: 96
2023-01-17T07:36:16.433Z [info] : Mosaic Currency Id: 769E11974E2CAD76
2023-01-17T07:36:16.4347Z [info] : Mosaic Harvest Id: 792022E7945425E4
2023-01-17T07:36:16.4347Z [info] : Start Account Info
2023-01-17T07:36:16.603Z [info] : balance Account: {
"publicKey": "7D7C86B3229CC1B6551A1526DB4ADF646CDOA3DABIC7090DBE70798FA63E9BDS",
"address": "MDBFPEAECQTMS5CTDXWGAMEQQS5GRQ50RMXENTA4A",

(continues on next page)
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(continued from previous page)

"mosaics": [

{
"id": "769E11974E2CAD76",
"amount": "1799799999600000",
"currency": true,
"harvest": false

}I

{
"id": "792022E7945425E4",
"amount": "3000000",
"currency": false,
"harvest": true

}
1y
"keylink": {

"vrf": {

"publicKey": "9CD207F9A6DE6D485D350C29B749590251924A29C0O0EFD8E38DDE24866D71F160"
}I
"voting": {

"publicKey": "E3822AA0720F610847E4BE2B740F8FFF9130BEC4E9140BA845150DC2D591D86D",

"startEpoch": 1,
"endEpoch": 26280

Create a new account

Create a new account with no balance.
Move the balance to address MDJMNVU47CWHTZBMX7B6M6WWT5NEEY4GTG66GLQ later.

$ mijin-catapult-tools account generate -r aws.json

2023-01-17T07:38:41.738Z [info] : mijin URL: http://XXXXXXXXXXKXXKXXXXXKXXXX.elb.ap-
—northeast-1.amazonaws.com:3000
2023-01-17T07:38:41.740Z [info] : Network: 96
2023-01-17T07:38:41.740Z [info] : Mosaic Currency Id: 769E11974E2CAD76
2023-01-17T07:38:41.740Z [info] : Mosailc Harvest Id: 792022E7945425E4
2023-01-17T07:38:41.740Z [info] : Start Account Generate...
2023-01-17T07:38:41.768Z [info] : New Account: {
"publicKey": "7437EB45A39AF335F08CABD203503632115CA1793902F5106BC03963C96AEEAF",
"privateKey": "708AB4973F37B89195340AEATEBD733ED16AE51B99EB648E7A3885869CBAF3CIO",
"address": "MDJMNVU47CWHTZBMX7BO6M6WWTSNEEY4GTG66GLQ"

Query the node for account information.
Verify that this account has a non-existent error because there is no record of a balance in the node.

$ mijin-catapult-tools account info -r aws.json -t other -a
MDJMNVU47CWHTZBMX 7B6M6WWTSNEEY4GTG66GLQ
2023-01-17T07:39:44.832Z [info] : mijin URL: http://XXXXXXXXXXKXXKXXXXXKXXXX.elb.ap-

(continues on next page)
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(continued from previous page)

—northeast-1.amazonaws.com:3000
2023-01-17T07:39:44.834Z [info] : Network: 96

2023-01-17T07:39:44.834Z [info] : Mosaic Currency Id: 769E11974E2CAD76
2023-01-17T07:39:44.8347 [info] : Mosaic Harvest Id: 792022E7945425E4
2023-01-17T07:39:44.8347 [info] : Start Account Info
2023-01-17T07:39:45.061Z [error] : Address Not Found

Balance transfers

Transfer the balance from the balance account to a new account
(MDJMNVU47CWHTZBMX7B6M6WWT5NEEY4AGTG66GLQ).

Here we will transfer 100,000 cat.currency.

Announce a transfer transaction from your balance account (mijin-have-currency-account).

$ mijin-catapult-tools transaction transfer -r aws.json —-f balance -d
MDJMNVU47CWHTZBMX7B6M6WWTSNEEY4GTG66GLY —a 100000

2023-01-17T07:41:40.559Z [info] : mijin URL: http://XXXXXXXXXXKXXKXXKXXXKXXXX.elb.ap-
—northeast-1.amazonaws.com:3000

2023-01-17T07:41:40.562Z [info] : Network: 96

2023-01-17T07:41:40.5627Z [info] : Start Transfer Account...
2023-01-17T07:41:40.585Z [info] : From Account Address:
MDBFPEAECQTM5CTDXWGAMEQQS5GRQ50RMXENTA4A

2023-01-17T07:41:40.585Z [info] : Dest Account Address:

MDJMNVU47CWHTZBMX 7B6M6WWTSNEEY4GTG66GLQ

2023-01-17T07:41:40.585Z [info] : Currecny Amount: 100000000000
2023-01-17T07:41:40.5947 [info] : Start Transfer Transaction...
2023-01-17T07:41:55.775Z [info] : End Transfer Transaction
2023-01-17T07:41:55.775Z [info] : http://XXXXXXXXXXXXXXXXXXXXX.elb.ap-northeast-1.

—amazonaws.com:3000/transactionStatus/
—ECS5FE12DBEFDIDF7DDE2D49287EC4DA1649546BB1EC43DE75641D5D4A7BEET770
2023-01-17T07:41:55.775Z [info] : http://XXXXXXXXXXXXXXXXXXXXX.elb.ap-northeast-1.
—amazonaws.com:3000/transactions/confirmed/
—ECS5FE12DBEFDIDF7DDE2D49287EC4DA1649546BB1EC43DE75641D5D4A7BEET770

Verify that the new account has a balance.

The account information that was in error earlier is recognized by mijin Catapult(v.2) and you can
confirm that you have a balance.

$ mijin-catapult-tools account info -r aws.json -t other -a
MDJMNVU47CWHTZBMX7B6M6WWTSNEEY4GTG66GLQ

2023-01-17T07:42:26.8027Z [info] : mijin URL: http://XXXXXXXXXXXXXXXXXXXXX.elb.ap—
—northeast-1.amazonaws.com:3000

2023-01-17T07:42:26.803Z [info] : Network: 96

2023-01-17T07:42:26.8047 [info] Mosaic Currency Id: 769E11974E2CAD76
2023-01-17T07:42:26.804Z [info] Mosaic Harvest Id: 792022E7945425E4
2023-01-17T07:42:26.8047 [info] Start Account Info

2023-01-17T07:42:26.9277 [info] get Account: {

(continues on next page)
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(continued from previous page)

"publicKey": "0000000000000000000000000000000000000000000000000000000000000000",
"address": "MDJMNVU47CWHTZBMX7BO6M6WWTS5NEEY4GTG66GLQ",
"mosaics": [
{

"id": "769E11974E2CAD76",

"amount™: "100000000000",

"currency": true,

"harvest": false

}
}V
"keylink": {
"vrf": {
"publicKey":
}I
"voting": {
"publicKey":
"startEpoch": "",
"endEpoch": ""
}

nn

nn
14

2.2.6.5 mijin Catapult(v.2) How to update a node’s voting rights file

This chapter describes how to deal with the expiration of node voting rights on a mijin Catapult(v.2)
node on AWS.

Voting rights for a node expire approximately 547~3285 days, depending on the block generation
interval.

Warning:
When the voting rights file expires, the finalization block stops.
Therefore, if you are using finalize blocks, you must update them.

How to calculate the expiration date of a voting node

The expiration date of a single voting file can be determined by the following formula

Warning: Note that blockGenerationTargetTime (block generation interval) is an approximate
value, for example, setting 15s does not mean that a block will be generated in a certain amount
of time.

(VotingSetGroup * maxVotingKeyLifetime) / ( 60 / blockGenerationTargetTime * 60 * 24)
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VotingSetGroup and maxVotingKeyLifetime are fixed values, so the value of
blockGenerationTargetTime

The expiration date will vary depending on the value of blockGenerationTargetTime.

# blockGenerationTargetTime 10s
(180 * 26280) / (60 /10 * 60 * 24) = 547 days
# blockGenerationTargetTime 15s

(180 * 26280) / (60 /15 * 60 * 24) = 821 days
# blockGenerationTargetTime 60s
(180 * 26280) / (60 /60 * 60 * 24) = 3285 days

Log in to AWS Management Console

Log in at the AWS Managed Console.

https://aws.amazon.com/jp/console/

Move to EC2 Service

1.8 TH—EX1 20w oI LET
2.RAENI=XZa—h5 MaAYa—Fa>J1 29Uy ILET
3. TEC21 %o UwoLZET,
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aws

~—

B EC2

Favorites

All services

Analytics

Application Integration

&

AR & VR

]

AWS Cost Management

Il
g

Blockchain

Business Applications

o B

Containers

EI"

Customer Enablement
PEIELERS
Developer Tools

| End User Computing
Front-end Web & Mobile

73 Game Development

Internet of Things
Machine Learning
Management & Governance
Media Services
Migration & Transfer

Networking & Content
Delivery

Quantum Technologies
Robotics
Satellite

[J Security, Identity, &
v Load Compliance

Recently visited

EC2

Virtual Servers in the Cloud
Console Home

AWS Organizations

Central governance and management across AWS accounts.

AWS Marketplace Subscriptions

Digital catalog where you can find, buy, and deploy software

CloudFront
Global Content Delivery Network

AWS Budgets

Set Custom Budgets and Receive Alerts

AWS Billing Conductor
Simplifying your billing practice

Service Catalog
Create and Use Standardized Products
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Select the instance you wish to log in to and connect

1LEAXZa—HD5 ARV 20y I LET
2AVRRRA=EHh 0TV LW/ —ROFTvIZI IV I LET,
3. T 2L E 9,

aws 5% Services | Q Search 2 L (0] Tokyo ¥

@ Resource Groups & Tag Editor

@ New EC2 Experience X Instances (1/5) info [ Connect lli Instance state ¥ H Actions w ln
)

Tell us what you think

‘ Q Find instance by attribute or tag (case-sensitive)

EC2 Dashboard ‘ Instance state = running ‘ X ‘ ‘ MUIN-CATAPULT ‘ X ‘ l Clear filters l
EC2 Global View
-] Name w | Instance ID | Instancestate v | Instancetype v | S
Events [r—
T MIJIN-CATAPULT-peer3 i-08982d6d8b7a2b560 ®@Running @& tdg.large [q
ags
Limite 0O MUJIN-CATAPULT-peer2 i-0cf94a69c97a84a06 ©@Running @& t4g.large [q
O MIJIN-CATAPULT-peer1 i-00378b62c6f296b03 ©@Running @& tdg.large [q
w Instances .
() MUJIN-CATAPULT-api2 i-069adcefc5666a4de @Running QA tdg.large G
Instances
O MIUJIN-CATAPULT-api1 i-0555de2cecfd75348 @Running @& t4g.large Q
Instance Types

Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

¥ Images
AMls

AMI Catalog

Select Session Manager and connect

1L Ty arIxr—Sv—) THAHIEZHEBLET, (BRSATULRITNES ) v D)
2. Tk 2L E Y,
3.AVYV—IILEAEDV Y RUDRTHEET,
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aws ii8 Services | Q Search

@ Resource Groups & Tag Editor

EC2 » Instances » i-08982d6d8b7a2b560 » Connect to instance

Connect to instance info
Connect to your instance i-08982d6d8b7a2b560 (MUIN-CATAPULT-peer3) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

Session Manager usage:

» Connect to your instance without SSH keys or a bastion host.

* Sessions are secured using an AWS Key Management Service key.

* You can log session commands and details in an Amazon 53 bucket or CloudWatch Logs log group.

+ Configure sessions on the Session Manager Preferences page.

Console screen operation

1. Confirm that ‘$’appears in the console screen window.

$

Installing mijin-catapult-tools

1. If nodejs is not installed, install it.

$ curl -fsSL https://deb.nodesource.com/setup_14.x | sudo -E bash - && sudo
apt—-get install -y nodejs

2. Switch to the catapult user and install mijin-catapult-tools.

$ yarn global add Q@tech-bureau/mijin-catapult-tools
$ echo 'export PATH="S$HOME/.yarn/bin:$PATH"' >> ~/.bashrc && source ~/.
—bashrc
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Check status of current voting rights file

Refers to the public key.
Here it is 402B6ECEOD1CF99A7F07B832477048C56F213A4F54ED4AEB35AE829507FBC4A6.
We can confirm that this voting file is valid from 1 to 26280.

$ mijin-catapult-tools votingkey info -u http://localhost:3000 -d mijin-
—catapult-package/package/api/catapult/userconfig/resources/votingkey
2023-01-26T05:22:29.833Z [info] : Start Voting Key Check Dir... mijin-
—catapult-package/package/api/catapult/userconfig/resources/votingkey
2023-01-26T05:22:29.83672 [info] : votingfile: indexO: {"publicKey":
—"402B6ECEODICF99ATF07B832477048C56F213A4F54ED4AEB35AE829507FBC4AG",
—"startEpoch":1, "endEpoch":26280, "filename":"private_key_treel.dat"}

Note:

Note that the finalizationEpoch must be updated before it reaches 26280.
$ curl -Ss http://localhost:3000/chain/info | jq -r
{
“scoreHigh”: “0”,
“scoreLow”: “16875391960469924”,
“height”: “310”,
“latestFinalizedBlock”: {
“finalizationEpoch™: 3,
“finalizationPoint”: 7,
“height”: “296”,
“hash”: “AC19CA6C89F87F70470BD84649A31E4FAOEOC5DD71A55E9ADAE25C1AED47882F”
}

Voting Rights File Update

The private key is retrieved from the public key obtained above, and a voting rights file is created.
A sequentially numbered file private_key_tree2.dat is created.

$ mijin-catapult-tools votingkey update \

-u http://localhost:3000 \

-d mijin-catapult-package/package/api/catapult/userconfig/resources/
—votingkey \

-p $(cat /mnt/mijin/shares/nemesis_addresses_harvesting_voting.json | jg -
—r '".[]].[]|select (.public_key ==
"402B6ECEODICF99ATF07B832477048C56F213A4F54ED4AEB35AES829507FBC4AG") | .private_
—key")
2023-01-26T06:06:16.472Z [info] : Start Voting Key Update...
2023-01-26T06:06:16.476Z [info] : votingSetGroup: 160
2023-01-26T06:06:16.476Z [info] : votingMaxEpoch: 26280
2023-01-26T06:06:16.477Z [info] : votingStartEpoch: 26281

(continues on next page)
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2023-01-26T06:06:16.477Z [info] : votingEndEpoch: 52560
2023-01-26T06:06:16.477Z [info] : blockGenerationTargetTime: 15
2023-01-26T06:06:42.716Z [info] : Voting Key file Create: SUCCESS mijin-

—catapult-package/package/api/catapult/userconfig/resources/votingkey/
—private_key_tree2.dat

Check status of voting rights file again.

If you see a voting rights file (private_key_tree2.dat) created with the same public key, the update file
has been created.

Next time you need to update the finalizationEpoch before it reaches 52560.

$ mijin-catapult-tools votingkey info —-u http://localhost:3000 -d mijin-
—catapult-package/package/api/catapult/userconfig/resources/votingkey

2023-01-26T06:10:00.625Z [info] : Start Voting Key Check Dir... mijin-
—catapult-package/package/api/catapult/userconfig/resources/votingkey
2023-01-26T06:10:00.630Z [info] : votingfile: indexO: {"publicKey":

—"402B6ECEODICF99ATF07B832477048C56F213A4F54ED4AEB35AE829507FBC4A6",
—"startEpoch":1, "endEpoch":26280, "filename":"private_key_treel.dat"}
2023-01-26T06:10:00.630Z [info] : votingfile: indexl: {"publicKey":
—"402B6ECEODICF99ATF07B832477048C56F213A4F54ED4AER35AE829507FBC4AG",
—"startEpoch":26281, "endEpoch":52560, "filename" :"private_key_tree2.dat"}

2.2.6.6 [Archive] mijin Catapult(v.2) Balance transfer of balance account when commissioned mode
is enabled

This chapter explains how to move balances from one account with a balance of a mijin Catapult(v.2)
node on AWS to another.

The moved account is recommended as the account for the mijin Catapult(v.2) operation.

Warning:

Symbol-cli has been archived, so symbol-cli may not be available.

From 1.0.3.4 and onwards, please refer to mijin Catapult(v.2) Balance transfer of balance account
when commissioned mode is enabled.

Note:

In a blockchain, there is always a base currency and transaction fees must be paid in operating the
blockchain.

mijin Catapult(v.2) But if you enable the with-fee mode, you will need to pay a fee to create a
transaction, and you will need to operate with an account that has a base currency balance for all
transaction fees, Mosaic rental fees, etc.

Conversely, the no-fee mode allows you to create transactions using accounts that do not carry a
balance.
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Verify accounts with balance

Outstanding accounts are stored in nemesis_addresses_harvesting.json in the AWS Systems
Manager parameter store.

The list of accounts in this file is all tied to each node.
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AWS Systems Manager Parameter Store /MUIN-CATAPULT/shares/nemesis_addresses_harvesting.json

/MUIN-CATAPULT/shares/nemesis_addresses_harvesting.json

Overview History Tags

Name
/MUJIN-CATAPULT/shares/nemesis_addresses_harvesting.json

Tier

Type
String

Last modified date
Tue, 17 Jan 2023 06:26:05 GMT

Value

{
"api": [
{
"address": "MDBFPEAECQTM5CTDXWGAMEQQ5GRQ50RMXFNTA4A",
"public_key": "7D7C86B3229CC1B6551A1526 DB4ADF646CDOA3DAB1C7090DBE70798FA63E9BDS",
"private_key": "562B913CADD35D2FA18CA26BIF357966AFF6908DEFCBCEDA33535C1791D949E4"
3
{
"address": "MB6XYV4MNZ2BI7SYEVHQF2HWYUF3CBBB4SWAQ3I",
"public_key": "06358B47BF9A0DCB481A451E048A4880831CAF3160336A2F7555378C6107B75D",
"private_key": "7F54E66E6F83FF6CF75BA1F5444DF9904334FB58CEEFE0D03A68334543F29A2C"
3
{
"address": "MBWDZML7UN4TW3W30M3HYR6MYMLBUK2IZMCGMLQ",
"public_key": "A2C27604062DE3F2ECD554E6FF19292A85D52CB5E16193CB7FF86950A305E41F",
"private_key": "2EBA3EC82A2C2DEF7C01DD28908CBD2E346908E41C6351C9D2B149C3866270DC"
}
1
"peer”: [
{
"address": "MCLF2ATQK244CXTW452GENXSUNFND3A77N5SK4GA",
"public_key": "600F6TAB6CBAE4E205DF13933479E8F597 CE2F6E44EDA05228335CF074BEC397",
"private_key": "CFBOE3CE9Q7CEOAO9EAO800CBB7863C6C3C34ED6BCEDSFBEEDCAAAD82F783E31D"
3
{
"address": "MBUOACOIVGCYE4HTGD22KCYRQDTHDIKJ4UQEZAQ",
"public_key": "42203C105C56097EBFA73AFCA210FE64E798877C150D1A163E91AC76C84E4D05",
"private_key": "66F286751674BEBB002321AD3098D851A68A78F7434A8323CDE3F8EF349093D7"
3
{
"address": "MAKYTIBUEHQPXT6URA70343QAWGPGVQW2ZI4GJI",
"public_key": "233DBC5D4F40AAEF258F6E95A4F345A5884C2066B9DB815AA1D84D2F363E4AD2",
"private_key": "A46027A097CB264229E248F0B9DC9473FOF3CE202A84B49934CD9BIF8C27EIEE"
3,
{
"address": "MBY5AE5Z33TZK3LJKIYVAR6TOSAMBY43SSPZNEQ",
"public_key": "F7A7BF7C36CCC292C20C8B5EF7A9D 166BD64CEBC69E7CD1DT1C3EOD2A830B8C39",
"private_key": "AB30316D06C5DC8880E347B30COECAD55F2865876E25D97EEBC10E801D952406"
3
{
"address": "MDRHUCI4BUGBE2UPQHWS5YAU2RW4QXGF74YB2AKY",
"public_key": "35647B4814CDC693FBOCABSE19680977EEB1901BD91320153D957CDA31D7A9CF",
"private_key": "99BFCBD6492131C257FBD7528B23A92FC53324B0FBB74A5DFB2C37E13B73F044"
3
{
"address": "MB5VDICRGZUNLRDMBBIYDWVOZEJRTS2DZILZWPQ",
"public_key": "8E5E81270C7DCIECEB4EEA96C38559C51D73E3B52348937306E6119E82233B95",
"private_key": "B1CBE7C231509D4346DE44A67AC234B73AA7335CE077F53FBAS66ABD6B413DOE"
3
{
"address": "MAPVOVSBZ7BVV4K6JJ337BEEIMSTRIBCD64GYNY",
"public_key": "B2D198630DF58AAAB3AFFBDEFD3BEA1D844C7C0O0FA2D26777E3A219D6240CF27",
"private_key": "4EB84C95958A5EA7319E8D603CF648F5A80249F38FE3CBBAGBEA8592B60E3 773"
}
1
}
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All accounts have balances, but here we will check the following data at the top using symbol-cli.

{
"address":
"public_key":
"private_key":
} 14

"MAL4SPKWUI3WGSNOWSDA3KKIBJG7QHMCXD7GZVA",
"FDA90ACBOB4DA564FBA3DI9D3A3E6T7AT146AT7TD2F5C246BC67AC044AAD578EL161",
"F36139408F597D2F0DAOCSE3CB1162E3D80EFEF188E21089284F57723676CC5C"

Installation of symbol-cli

Install symbol-cli from npm.

$ sudo npm i -g symbol-cli@1.0.0
/usr/local/bin/symbol-cli -> /usr/local/lib/node_modules/symbol-cli/bin/symbol-cli

+ symbol-cli@1.0.0
updated 1 package in 8.724s

Import of balance accounts

Import balance accounts.

item

Description

value

Select the network type

Specify the network.

CatapultNetwork value specified at
build time

MIJIN/MIJIN_TEST

Enter the Symbol node URL.

Specify the mijinLBENdpoint or miji-
nEndpoint URL on the Outouts tab in
the Cloudformation Stack.

<http://xxxxxxx:300>

Enter a profile name Specify a profile name to invoke the ac- | optional
count.

Enter your wallet password Specify the password for your account | optional

Do you want to set the account as the | Specify whether this account is to be | optional

default profile? used by Default.

Select an import type Specify the import method for saving | PrivateKey

again.

Enter your account private key

private_key in neme-
sis_addresses_harvesting.json.

Optional where the value starts with
F3613.

$ symbol-cli profile import
v Select the network type:
v Enter the Symbol node URL.

> MIJIN
(Example:

http://localhost:3000) :

- http://

OXXXXXXXXXXXXXXXXXXXXX.elb.ap-northeast-1.amazonaws.com:3000

v Enter a profile name:

v Select an import type:

* mijin-have-currency-account
v Enter your wallet password:
v Do you want to set the account as the default profile? -
> PrivateKey

* ok Kk ok kK kK

v Enter your account private key:
KK AR KA AR A AR A AR AR A A A A A A A A AR AR A AR A A KA A AR A AR AR A AR AR A A AR AR A AR A AR A Xk K

no

(continues on next page)
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(continued from previous page)

Account

[ T ]
| Property | value

| | |
[ I |
| Address | MAL4SP-KWUI3W-GSNOWS-DA3KKI-BJG7QH-MCXD7G-ZVA |
| | |
[ I |
| Public Key | FDA9OACBOB4DA564FBA3DID3A3E67AT146A7TD2F5C246BC67AC044AAD578E161 |
| | |
[ I |
| Private Key | F36139408F597D2F0DAOCS5E3CB1162E3D80EFEF188E21089284F57723676CC5C |
| |

[ I |
| Password | Test1234

L |

SUCCESS Stored mijin-have-currency-account profile

Verify account information.

The base currency is 1D8350FA8D4830FA with a high value of Amount in the Mosaic Id in the Balance
Information.

Warning: Note that the Mosaic Id for the base currency is created at the time of deployment and is
not the same Id.

$ symbol-cli account info --profile mijin-have-currency-account
! Processing
Account Information

Property | Value
| |
1 \
Address | MAL4SP-KWUI3W-GSNOWS—-DA3KKI-BJG7QH-MCXD7G—-ZVA
i 1
Address Height | 1
| |
T \

|

T
Public Key Height | 1

|

1

Importance | 2850000 |

[
\
|
[
\
|
[
|
}
| Public Key | FDA9OACBOB4DA564FBA3DID3A3E67TAT146A77D2F5C246BC67AC044AADS578EL161 |
|
[
\
|
[
|
|
[
|
L

|

T
Importance Height | 2600

I

Balance Information

Mosaic Id Relative Amount Absolute Amount Expiration Height

1799799999600000

01964E14621F06F6 3,000 3000000

[ |

\ \

1 {

| 1D8350FA8D4830FA | 1,799,799,999.6
| 1

\ | Never
| |

I
|
I
Never |
|
I
|
|
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Create a new account

Create a new account with no balance.
Move the balance to address MADIFG-N27CKA-6DY42J-UMEFJA-TOKXLO-NXLAEQ-XII later.

item Description value
Select the network type MIJIN/MIJIN_TEST
Specify the network.
CatapultNetwork value specified at
build time
Do you want to save the account? Save this account. yes
Select an import type Specify the import method for saving | PrivateKey
again.
Enter the Symbol node URL. Specify the mijinLBENdpoint or miji- | <http://xxxxxxx:300>
nEndpoint URL on the Outouts tab in
the Cloudformation Stack.
Enter a profile name Specify a profile name to invoke the ac- | optional
count.
Enter your wallet password Specify the password for your account | optional

$ symbol-cli account generate
v Select the network type: > MIJIN

v Do you want to save the account? ‘= yes

v Select an import type: > PrivateKey

v Enter the Symbol node URL. (Example: http://localhost:3000): ** http://
GXXXXXXXXXXXXXXXXXXXXX .elb.ap—northeast—-1.amazonaws.com:3000

v Enter a profile name: °** mijin-no-currency-account

v Enter your wallet password: ‘=+ **x*xx*xx

v Do you want to set the account as the default profile? *** no

Account

\ T

\ Property | value

\ |

\ T

| Address | MADIFG-N27CKA-6DY42J-UMEFJA-70KXLO-NXLAEQ-XII |
| |

| 1

| Public Key | B86CDD63C3BA820C4659CF7FC3D53DA035CF8370AC3EODBF025BEE691AED7DFA |
\ |

\ T

| Private Key | E911E779671BD33B26A9D424DB331A36BDD497BA62D91B27ADAA4B1350A52D43
\ |

\ T

| Password | Test1234

\ |

SUCCESS Stored mijin-no-currency-account profile

Query the node for account information.
Please confirm that this account is in error because the node does not have a record of the balance.

$ symbol-cli account info —--profile mijin-no-currency-account

(continues on next page)
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ERR {"statusCode":404, "statusMessage":"Not Found", "body":"{\"code\":\"ResourceNotFound\
—",\"message\":\"no resource exists with id 'MADIFGN27CKA6DY42JUMEFJA7OKXLONXLAEQXTITI"\
s n } " }

TIP The account has to receive at least one transaction to be recorded on the network

Balance transfers
Transfers balances from a balance account (mijin-have-currency-account) to a new account

(mijin-no-currency-account).
Here we will transfer 100,000 cat.currency.

Announce a transfer transaction from your balance account (mijin-have-currency-account).

item Description value
Enter your wallet password Please specify the password you have | optional
set
Mosaics to transfer | Thebase currency (cat.currency)issent | 3BF3AF8B22CB53D8::1
in the format (mosai- | 100,000. The base currency has a divis-

cld(hex)|@aliasName)::absoluteAmount | ibility of 6, so it has a 6-digit decimal
point, so add 6 zeros.

Enter the recipient address or @alias Specify the forwarding address for the | MADIFGN27CKA6DY42JUMEFJATOKXLON
new account

Enter a message A message can be added to the transfer | optional
transaction

Enter the maximum fee (absolute 0

amount)

Specifies the transaction fee. This
changes with the commission mode.
With commission 20000 or so
(0.2cat.currency) <br> Without fee 0
No fee 0

Select the transaction announce mode | Specifies how transactions are an- | normal
nounced.

XLAEQXII

$ symbol-cli transaction transfer —--profile mijin-have-currency-account

v Enter your wallet password: ‘=+ **x*xx%xx

v Mosaics to transfer in the format (mosaicId (hex) |QaliasName) ::absoluteAmount, (Ex:

sending 1 symbol.xym, @symbol.xym::1000000). Add multiple mosaics separated by commas:
* @cat.currency::100000000000

v Enter the recipient address or Qalias: *** MADIFGN27CKA6DY42JUMEFJA7OKXLONXLAEQXII
v Enter a message: °** test
v Enter the maximum fee (absolute amount): *=* 200000

v Select the transaction announce mode: > normal

TRANSFER

Network type: MIJIN

[ 1
\ |
} I
| Max fee: 200,000 |
| I
\ |
| |
[ 1

(continues on next page)
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Mosaic (1/1): 100,000,000,000 cat.currency (85BBEA6CC462B244)

Deadline: | 2022-10-01 23:57:37.489
|
I
Recipient: | MADIFG-N27CKA-6DY42J-UMEFJA—70KXLO-NXLAEQ-XII
I
Message: | test
|
1
|
|

Signature details

T
Payload: |
| 85ACTF6CF58092EAE743D5C754DC3C149E4ESEFA8E603851 9F8BAAFDDEF3B05BC
| 41B355638528AE03FDA90ACBOBADAS64FBA3DID3A3E6TAT146A7TTD2F5C246BC6
| 7AC044AAD578E1610000000001605441400D030000000000517F484B18000000
| 60068299BAF8940F0F1CD268C21520FB9575B9B758090BA10500010000000000
| 44B262C46CEABB8500E87648170000000074657374

|

1

|

|

1

|

I

Hash: 24FACA961CB1DF4D3F76DFFBE302D2CAAS512F7D1BD424CC4EOD14ACFAT7221FA4

Signer: FDA90OACBOB4DA564FBA3DOD3A3E67AT7146A7TD2F5C246BC67AC044AAD578EL161

\
|
I
\
|
[
|
|
[
\
|
I
\
|
[
|
\
\
|
\
\
|
I
\
|
[
|
L

|
|
|
|
|
|
|
|
|
|
|
|
|
I
B500000000000000496383B0C2AF6B3295D615336F48B2C299AAF38619399C40 |
|
|
|
|
|
|
|
|
|
|
|
J

v’ Do you want to announce this transaction? *** yes
SUCCESS Transaction announced correctly

TIP To check if the network confirms or rejects the transaction, run the command
—'symbol-cli transaction status'

Ensure that the new account has a balance.

The account information that was in error earlier is recognized by mijin Catapult(v.2) and you can
confirm that you have a balance.

$ symbol-cli account info —--profile mijin-no-currency-account
" Processing
Account Information

Property | value
|
I

Address | MADIFG-N27CKA-6DY42J-UMEFJA-70KXLO-NXLAEQ-XII |
|
[

Address Height | 2706 |
|
I

|
I
Public Key Height | 0 \
|
[

o

Importance |

[
\
|
[
|
|
\
\
}
| Public Key | 0000000000000000000000000000000000000000000000000000000000000000 |
|
[
|
|
\
\
|
[
\
L

|

1
Importance Height | 0

|

Balance Information

{ T | T |
| Mosaic Id | Relative Amount | Absolute Amount | Expiration Height |

(continues on next page)
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100000000000

|
I
Never \
|

=
()
(@]
~
(@]
o
(@]

|
[
| 1D8350FA8D4830FA
[

2.2.7 AWS Troubleshooting

Summarize the troubleshooting of mijin Catapult(v.2) launched on AWS Marketplace.

2.2.7.1 Restore from a backed-up shapshot

This chapter describes the procedure for restoring data on a mijin Catapult (v.2) node on AWS from a
backup from a Snapshot obtained with AWS Backup.

Note:

If you want to erase the blockchain data and restore it from another node instead of from Snaoshot,
you can use mijin Catapult(v.2) node resynchronization.

Stop the node completely

Blockchain data.
Here, we stop at PEER node 3 as an example.
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Login to PEER node 3.

mijin Catapult(v.2) EC2 instance login how to and login to the
node.

Note the availability zone where the volume is located.
Make sure it is GP3

Volume ID: vol-09cha65914936dfae

Status checks | Monitoring | Tags

Details

10p5 Throughput
3000 125

Availability Zone

Multi-Attach enabled
jan 17 2023 15:29:09 No
0800 (27TizEEs)

ap-northeast-1a

mijin Catapult(v.2) and stop the EC2 instance.

sudo su — catapult
cd mijin-catapult-package/package/peer/
—catapult/

docker—-compose down
docker—-compose ps
exit

sudo shutdown —-h now

o

$ sudo su - catapult

catapultepeer3:~$

catapult@peer3:~$ cd mijin-catapult-package/package/peer/catapult/
catapult@peer3:~/mijin-catapult-package/package/peer/catapults
catapult@peer3:-~/mijin-catapult-package/package/peer/catapult$ docker-compose ps

catapult_peer-node_1 bash -c /bin/bash /scripts ... Up 0 7900->7900/tcp
catapult@peer3:~/mijin-catapult-package/package/peer/catapult$ docker-compose down
stopping catapult_peer-node_1 ...
Removing catapult_peer-node_1 ...
Removing network catapult_default
catapult@peer3:~/mijin-catapult-package/package/peer/catapult$ docker-compose ps

State Ports

catapult@peer3:~/mijin-catapult-package/package/peer/catapult$

catapult@peer3:~/mijin-catapult-package/package/peer/catapult§ exit
logout

$ sudo shutdown -h now

Detach volume of stopped PEER node

Remove the volume attached to the node.
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nstances (1/5) o c nstance state v | [ acons v | [T
Q Find by atrbute o tag casesensitve) 1o e
MUN.CATAPULT | X Clear filtrs
©  Name v | instance D Instance state v | Instancetype v | Status check Aarm status
MUIN-CATAPULT-peers L08o82dsdsbTazbse0  OStopped @@ tdglarge - Noslarms
MUIN.CATAPULT-peer2 10c194269c57284306 @rming @@ uglrge © /2 checks passec No alarms.
MUIN-CATAPULT-peert L00s7EbG2s0EH0S  @Ruming Q@ tiolarge @22 checks passec No alarms.
MUN-CATAPULT-3pi2 .069cketesesGadde Qruming QQ  tiglrge @22 checkspassec No alarms.
MUIN.CATAPULT-3pi1 i 0ssSdezcect475348 @rming @@  uglarge @22 checkspasec No alarms
Instance: i-08982d6d8b7a2b560 (MLIIN-CATAPULT-peer3) @ x
Detsits | Security | Newworking | Storage | Statuschecks | Monitoring | Tags
 Root device detitz
Root device name Root devicetype €85 optimization
O fdevisaat Y disabled
v Block devices
Q Fter o
Volume 1D Device name Encryped | KMSkey 1D
Jdevisdat 50 © Attached Tue Jan 172025 1529096 No -
[dev/sd s00 © Attached Tue Jan 172025 1529096G...  No -
Volumes (1/1) <] [ create voume |
as Modify volume 1> @
Volume 10 = vol09cba65914936dfae | X Clearfiltrs Crete snapshot
Createsnapshot fecyce policy
Name | Volumeid v Twe vl Sz v |0 v | Thoughput v v | i
- [y — so0Gie 3000 125 529GMT apn
i —
Torce aetach voume
Manage auto-enabled /0
Manage tags
e ®

From Volume, click on ‘Detach volume’and press OK on the

screen that pops up.

Volume ID: vol-09cba65914936dfac.
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Create a volume from an AWS Backup Snapshot

For AWS Backup, select a Snapshot of mijin data from AMI.
Skip this step if you want to select a manually acquired Snapshot.

© it Amazon Machine Images (AME)

AMI1D: ami-0b7cadcS 468355157 (MUIN-CATAPULT-peer2)

Click on ‘Create volume from snapshot’.

snap-07ec5d742c20a6a95

Saapshot settings

o o0 o

o o o

Select volume type gp3
Select availability zone Stop the node completely.

EC2 > Snapshots ) snap-07ec5d742c20a6295 » Create volume
Create volume
Create an Amazon EBS volume t0 attach to any EC2 instance inthe same Availabilty Zone.

Volume settings

Snapshot ID
9 snap-07ec5d742c2026a95

Volume type info

General Purpose 55D (gp3) v I

size (GiB)
500

Min: 1 Gib, Max: 16354 GiB, The val

10ps.
3000

Mi: 3000 10PS, Max: 16000 10PS. The value must be an integer

Throughput (MIB/3) Info

125

5 Mg, Max: 1

Availability Zone
I ap-northeast-1a v I

Fast snapshot restore Info

Not enabled for selected snapshot

Encrypi
Use Amaz

KMS key. Info
(default) aws/ebs v ¢
KNS key description
Default master key that protects my EBS volumes when o other key s defined
KMS key owner
s account)
KNS key 10
@ e398ece9-f6c3-44d3-936a-d297c99¢2c0b
KMS key ARN

8 srmawskmsap-northeast | I <y c325eces focs. 4dd3-036a
a287c90c2c0n

Tags - optional

No tags associated with the resource.

Add tag

et
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Attach the restored volume to the PEER node

Attach the encrypted volume to the node

Select the encrypted volume and click ‘Attach volume’.

volume.
Click on ‘Attach volume.’

Select instance PEER node 3 and specify the same path as the detached

EC2 3 Volumes > vol-03663886ff26300d5 > Attach volume

Attach volume

Attach 3 volume to an instance to use it as you would a regular physical hard disk drive.

Basic details

(6]

pted and it can o
ports EBS encryption.

Volume ID
vol-09663886ff96300d6

Availability Zane
ap-northeast-1a

Instance. info

1-08952d6d8b7a2b560 v C
o e same Avalabilty Zone a5 the selcted volume are displayed.

rames for inux: /dev/sda for root volume. /dev/sd[F-p] fr data volumes.

r devices to /dev/xvdf through
Idev/xv

d devi
the details) is /dev/sdf through /dev/sdp.

ice name entered here (and shown in

]

Verify that the restored volume is attached.

tance: -089824648b7226560 (M

2.2. AWS MarketPlace
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Start up a stopped PEER node

Start up the stopped node and start up mijin Catapult(v.2) as well.

From the list of instances, check PEER node 3 and click ‘Start
Instance’.

Instances (1/5) 1o <]

Login to PEER node 3.

mijin Catapult(v.2) EC2 instance login how to and login to the
node.

Make sure the disk is mounted, and start up mijin
Catapult(v.2).

df -h

sudo su — catapult

cd mijin-catapult-package/package/peer/
—catapult/

rm -rf /mnt/mijin/blocks/data/*.lock
docker—-compose up -d

docker-compose ps

2.2. AWS MarketPlace
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2.2.7.2 How to respond to availability zone (AZ) failures

This chapter explains how to respond to a failure in the availability zone (AZ) of a mijin Catapult(v.2)
VPC on AWS.

mijin Catapult(v.2) Product Edition Configuration

mijin Catapult(v.2) In the production version, the VPC is located in one region and the nodes are
distributed across two availability zones (AZs).

By enabling ELB installation in the deployment parameters, service can continue even if one of the AZs
fails.

mijin Catapult(v.2) can update blockchain data with a single PEER node.
If you want to access it from a program, etc., a single APl node is all you need to continue accessing it.

For example, even if the entire service surrounded by the left AZ stops, as shown in the figure below,
mijin Catapult(v.2) will not stop.

. =
| r&]
N - Amazon Route 53
public public internal i
é___r___ .E __TE___& i i AWS Systems Manager I
' ' | Elastic Load Balancing : | i . Parameter Store
' Amazon EC2 || NLB i Amazon EC2 | '
! AF{\I.I ¥ ifiix‘lernal i A?I%ubuc : i
NAT Gateway | Public rh i | l NAT Gateway
| ! [ o L i 1 ' |
| : i |
: i 3.}5Intemal : !
y Private | | o y Private
— by
" Elastic Load Balancing |
+ Amazon EC2 | NLB Amazon EC2
_____ AP b APR2
Amazon EC2  Amazon EC2 Amazon EC2
SEEL SR Amazon EC2 i i SR Amazon EC2
private = PEER4~7 Lo private PEER4~7
Az . Az
VPG
Region
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How to respond after AZ restoration

After AZ restoration, the response is simple.

mijin Catapult(v.2) automatically connects to the node with the running blockchain data after
recovery (after the EC2 instance is started) and starts synchronizing the data.

Therefore, no special work is required for restoration.
To check if a node is restored, you can check by command or browser as follows.

http://{mijin endpoint}:3000/node/peers

$ curl http://mijin T2 RRA > F:3000/node/peers
[

"version": O,

"publicKey": "9073B0A623934996A9AAAC85C6DEC8540AE17258D6997E42E00100CCFE6848EF",

"networkGenerationHashSeed":
—"B319300B02B12264B7DF867F0EFD583CC3C6E65ED2732E3FD77BBC1DESEOOESS",

"roles": 70,
"port": 7900,
"networkIdentifier": 96,
"host": "apil.mijin.internal",
"friendlyName": "apil.mijin.internal"
}I
{
"version": O,
"publicKey": "82DA8AE358ACT7DF7BC97103A6ABEOF791A1655E20633CC387ACEL198A0B7E9AAO",

"networkGenerationHashSeed":
—"B319300B02B12264B7DF867F0EFD583CC3C6E65ED2732E3FD77BBC1DESEQOESS",

"roles": 69,
"port": 7900,
"networkIdentifier": 96,
"host": "peer2.mijin.internal",
"friendlyName": "peer2.mijin.internal"
}I
{
"version": O,
"publicKey": "4EE257A9DD6D3F19331A467C6C76BA86B50B1297181E32C7A83C1184B666996C",

"networkGenerationHashSeed":
—"B319300B02B12264B7DF867FO0EFD583CC3C6E65ED2732E3FD77BBC1IDESEOOESS",

"roles": 69,
"port": 7900,
"networkIdentifier": 96,
"host": "peerl.mijin.internal",
"friendlyName": "peerl.mijin.internal"
by
{
"version": O,
"publicKey": "C158D513266B2C04216CDCO3AD99036757A41AD2AFDF59D2A67F6D2D4F8CC84F ",

"networkGenerationHashSeed":
—"B319300B02B12264B7DF867F0EFD583CC3C6E65ED2732E3FD77BBC1DESEQOOESS",

"roles": 69,

"port": 7900,

"networkIdentifier": 96,

"host": "peer3.mijin.internal",
"friendlyName": "peer3.mijin.internal"

(continues on next page)
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(continued from previous page)

If a node cannot be confirmed above, the blockchain data may be corrupted by a sudden node.

In that case, the mijin Catapult(v.2) node resynchronization or Restore from a backed-up snapshot to

recover the node.

2.2.8 AWS MarketPlace mijin Catapult(v.2) FAQ List

This is a list of FAQs on mijin Catapult(v.2) deployed in AWS MarketPlace.

2.2.8.1 Product Version FAQ List

Q.Is it possible to carry over data from the Free Trial version?
A.Data cannot be transferred.

Q.Can | use it for commercial purposes?
A.Possible.

Q.Where is the mijin license fee included?
A.mijin license fees are charged by AWS.
As with the cost of EC2 instances, billing is added as an hourly usage fee.

Q.Is there an initial cost to start up?

AThere is noinitial cost. However, there is a pay-as-you-go mijin license fee and AWS usage fee.

Q.Is there a free trial period for the product version?
AThere is no free trial period for the product version.
We have a separate free trial version available on the . /about_aws trial board.

2.2. AWS MarketPlace
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Q.Who can | contact for support?
A.Please refer to the following for contact information, which varies depending on the case.

Technical inquiries about mijin or problems during construction (paid support)
For technical inquiries regarding mijin, please contact us from the following link, as it is

necessary to purchase a paid support ticket.
https://mijin.io/en/aws_contact

M Trouble on AWS.

https://aws.amazon.com/jp/premiumsupport/tech-support-guidelines/

Q.What is the version of mijin Catapult (v.2) product version?
A.

catapult-server: 1.0.3.8

catapult-rest: 2.5.0

(2025/6/10 Ef =)

Q.Is it possible to upgrade?
A.ltis possible to upgrade.
However, if there is a large version difference, it may not be possible to upgrade.
By purchasing paid support, you will receive support and announcements for version upgrades.

https://mijin.io/en/aws_contact

Q.I tried to set up a second mijin Catapult(v.2) in the same region and it failed.
A.Deployment parameters when launching a second or later version of mijin Catapult(v.2)
The value of ‘mijinStackAlreadyExist’should be set to YES.

Q. would like to build a disaster recovery environment.
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AThe product version is deployed in a multi-AZ environment with nodes distributed as standard.

See AWS MarketPlace mijin Catapult(v.2) Recovery Strategy with Architectural Patterns for more
information.

Q.l want to rotate the data in the AWS Systems Manager Parameter Store.
A.Data in the AWS Systems Manager Parameter Store is only used during initial deployment and is not
Saved as backup.

The Parameter Store contains the certificate data used for encrypted communication of the
node, so if you want to update it, use . /---/tech/troubles/replace_node_key.

Q.Does mijin work with arm(Graviton) instances?

A.AWS Marketplace provides both x86_64 and arm versions.
AWS MarketPlace Enterprise x86_64 Version
AWS MarketPlace Enterprise arm64 Version

Q.Is there any difference between the arm(Graviton) version and the x86_64 version?

A.As for mijin, it is optimized for each CPU architecture, but the speed is the same and the license fee is
the same.
Starting up in arm will reduce the running cost of AWS usage fees.
For price differences, please refer to the simulated data in each instance of the minimum
requirements.
(* Simulation data does not include mijin license fee)

x86_64 1Ak https://calculator.aws/#/estimate?id=3df2b4611ffde3cc598ffc6fec9aff49b8a986b2

arm64 configuration
https://calculator.aws/#/estimate?id=c3bdc61df9a07f9760fdb790680cec8d3807b0dc

2.2.8.2 Free Trial Version FAQ List

Q.Are there any functional limitations?

AThere are no restrictions on mijin functions, but the following restrictions apply.
1.the base currency is limited to a small amount of ‘2,000 cat.currency’.
2.Mosaic, Namespace, and transaction issuance fees are required.
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Q.Is there a limit to the length of use?

AThere is no set usage period in the system, but since this is a test license, it cannot be used for
commercial purposes, support inquiries cannot be made, and so on.

Q.Is there a commercial version available?
AThe commercial version is available for commercial use.
For more information, check . /about_aws for more information.

Q.To what extent can you provide support for mijin’s features?

AThe free trial version is a test license and does not provide support for mijin functions or
development.

If you need support, you can do so by using the commercial version and signing a support
contract.

Q.What is the version of mijin Catapult (v.2) free trial?
A.

catapult-server: 1.0.3.6

catapult-rest: 2.4.3

2.2.9 AWS MarketPlace mijin Catapult(v.2) ¥ & &R

AWS MarketPlace TRBI 9 % mijin Catapult(v.2) Tld. AWSDEC2 1 Y X Z > A= BHIGERT S &

NTEET,
Comparative table of server usage fees incurred outside of license fees.

Proces- EC2 EBS VPC Region Instance 12 monthly 3 Monthly Approx- estimate
sor Payment | months($) | amount($)| months Amount imate 3
Methods approxi- (yen) months
mate($) (yen)
x86 t3.large GP2 New us-east- Onde- 4914.00 409.50 1227 ¥57,330 ¥171,780 | RiE
*5 30GB 1 mand
us-east- Re- 3399.84 283.32 849 ¥39,665 ¥118,860 | Rf&E
1 served
1year

continues on next page
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Table 12 - continued from previous page

Proces- EC2 EBS VPC Region Instance 12 monthly 3 Monthly Approx- estimate
sor Payment | months($) | amount($)| months Amount imate 3
Methods approxi- (yen) months
mate($) (yen)
ap- Onde- 6385.32 532.11 1596 ¥74,495 ¥223440 | Ri&
north- mand
eastl
ap- Re- 4419.88 368.32 1104 ¥51,565 ¥154,560 | Ri&
north- served
eastl 1year
73 us-east- | Onde- 4124.64 | 343.72 1029 ¥48,121 | ¥144,060 | B
1 mand
us-east- Re- 2610.48 217.54 651 ¥30,456 ¥91,140 R
1 served
1year
ap- Onde- 5297.64 441.47 1323 ¥61,806 ¥185,220 | RiE
north- mand
eastl
ap- Re- 3332.20 277.68 831 ¥38,876 | ¥116,340 | Ri&
north- served
eastl 1year
New us-east- | Onde- 15474.96 | 1289.58 3867 ¥180,541 | ¥541,380 | Ri&
1 mand
API 101
c5n.2xlage I0PS100
*2 130GB *
PEER 2
c5n.xlargg 101
*3 I0PS100
80GB *
3
us-east- | Re- 10018.84 | 834.90 2502 ¥116,886 | ¥350,280 | Ri&
1 served
1year
ap- Onde- 19378.92 | 1614.91 4842 ¥226,087 | ¥677,880 | Ria
north- mand
eastl
ap- Re- 12506.88 | 1042.24 3126 ¥145,914 | ¥437,640 | BfE
north- served
eastl 1year
Bz us-east- Onde- 14685.60 | 1223.80 3669 ¥171,332 | ¥513,660 | BfE
1 mand
us-east- Re- 9229.48 769.12 2307 ¥107,677 | ¥322,980 | Bf&
1 served
1year
ap- Onde- 18291.24 | 1524.27 4572 ¥213,398 | ¥640,080 | Ri&
north- mand
eastl
ap- Re- 11419.20 | 951.60 2853 ¥133,224 | ¥399,420 | Rf&
north- served
eastl 1year
Arm tag.large | GP2 New us-east- | Onde- 4213.20 | 351.10 1053 ¥49,154 | ¥147,420 | Ri&
30GB 1 mand
us-east- Re- 2994.84 249.57 147 ¥34,940 ¥104,580 | Ri&E
1 served
1year
ap- Onde- 5404.20 | 450.35 1350 ¥63,049 ¥189,000 | Ri&E
north- mand
eastl
ap- Re- 3844.88 320.41 960 ¥44.857 | ¥134,400 | RfA
north- served
eastl 1year
373 us-east- | Onde- 3423.84 | 285.32 855 ¥39,945 | ¥119,700 | Ri&
1 mand
us-east- | Re- 2205.48 | 183.79 549 ¥25,731 | ¥76,860 | Ri&
1 served
1year
ap- Onde- 4316.52 359.71 1077 ¥50,359 ¥150,780 | Ri&
north- mand
eastl

continues on next page
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https://calculator.aws/#/estimate?id=9dc7df4f2a8ce45b663bcbb9e677b5fb1bd1bf8b
https://calculator.aws/#/estimate?id=ee866f627dd1cb0bd9f4c69242ee44154dcd93ba
https://calculator.aws/#/estimate?id=8a2129fcc6dedf4346e22c75aa8654c58cd32c35
https://calculator.aws/#/estimate?id=88cd53f7385d1c2dbcfe4bc174862a02ea73db59
https://calculator.aws/#/estimate?id=8ab9c13d5fa71c4f6458133768a7ba73eed40ad8
https://calculator.aws/#/estimate?id=20a4c6896133200d12102b87e3204f3e10f50269
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Table 12 - continued from previous page

Proces- EC2 EBS VPC Region Instance 12 monthly 3 Monthly Approx- estimate
sor Payment | months($) | amount($)| months Amount imate 3
Methods approxi- (yen) months
mate($) (yen)
ap- Re- 2987.20 248.93 744 ¥34,851 ¥104,160 | Ri&
north- served
eastl 1year
New us-east- Onde- 10569.36 | 880.78 2640 ¥123,309 | ¥369,600 | Bf&
1 mand
API 101
c6g.2xlage I0PS100
*2 130GB *
PEER 2
cog.xlarge 101
*3 I0PS100
80GB *
3
us-east- | Re- 7134.84 | 594.57 1782 ¥83,240 | ¥249,480 | RfE
1 served
1year
ap- Onde- 13197.86 | 1099.82 3297 ¥153,975 | ¥461,580 | &
north- mand
eastl
ap- Re- 8873.88 739.49 2217 ¥103,529 | ¥310,380 | Ri&
north- served
eastl 1year
BifF us-east- | Onde- 9780.00 | 815.00 2445 ¥114,100 | ¥342,300 | Rf&
1 mand
us-east- Re- 6345.48 528.79 1584 ¥74,031 ¥221,760 | RiE
1 served
1year
ap- Onde- 12110.18 | 1009.18 3027 ¥141,285 | ¥423,780 | BF&E
north- mand
eastl
ap- Re- 7786.20 648.85 1944 ¥90,839 ¥272,160 | Ri&
north- served
eastl 1year
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Technical

3.1 mijin Catapult(v.2) Basics

3.1.1 mijin Catapult(v.2) How to access

mijin Catapult(v.2) access to the APl Rest endpoint of the APl node allows blockchain operations.

Below you can check the current number of blocks in the blockchain with the command

$ curl -Ss http://mijin TV KR4 > :3000/chain/info | jgq -r
{

"scoreHigh": "8",
"scoreLow": "16778237146341708801",
"height": "2693365",

"latestFinalizedBlock": {
"finalizationEpoch": 8833,

"finalizationPoint": 5,

"height": "1413092",

"hash": "C6D03C81BC98C5152E429CA4D9IBO3BECIC1229DCESB79B267EA250A4D43BAADG"

}
}

item Description
height Current block height of blockchain
latestFinalizedBlock.height | Block height of the determined blockchain

You can also check it with Chrome or other browsers.
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@ mijin-demo.catapult.mijin.io:30 x +

€ C @ miinTy RiRry 0 o & rar

{"scoreHigh":"8", "scoreLow": "16786529396403717326" , "height":"2693549" , "latestFinalizedBlock":
{"finalizationEpoch": 8833, "finalizationPoint":5, "height": "1413092", "hash" : "C6D@3CR1BCI8C5152E429CA4DOBO3IBECIC1229DCESB79B267EAZSOA4D43BAADE "} }

Others can also be accessed via sdk or cli.
For access to CLI, please refer to mijin Catapult(v.2) manipulation.
3.1.2 mijin Catapult(v.2) How to check status

The status of each mijin node can be obtained from REST.
You can check it directly in your browser or curl.
You can also check the same in sdk.

As for the REST response, it will be the same as Symbol from Nem.

https://symbol.github.io/symbol-openapi/v1.0.0/

3.1.2.1 Check block height

/chain/info

$ curl -Ss http://mijin-catapult-1-nlb-rest-eeflOebffed9cdaal3.elb.ap-northeast-1.
—amazonaws.com:3000/chain/info | Jjgq -r
{

"scoreHigh": "O",
"scoreLow": "1400415221207545868",
"height": "12318",
"latestFinalizedBlock": {
"finalizationEpoch": 78,
"finalizationPoint": 8,
"height": "12300",
"hash": "7DE8B8052D35E29D0020EE7DB65BEQ75F0B6CEC69F17018447470E205B68175D"
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item Description
height Current block height
latestFinalizedBlock finalize block

finalizationEpoch

finalizationPoint

height

3.1.2.2 Check the REST version

/node/server

$ curl -Ss http://mijin-catapult-l-nlb-rest-eeflOebffed9cdaal3.elb.ap-northeast-1.
—amazonaws.com:3000/node/server | jg -r
{
"serverInfo": {
"restVersion": "2.3.5",
"sdkVersion": "2.3.5"

item Description
restVersion | version of rest
sdkVersion | version of catapult-sdk used by rest

3.1.2.3 Check node information

/node/info

$ curl -Ss http://mijin-catapult-l1-nlb-rest-eeflOebffed9cdaal3.elb.ap—northeast-1.
—amazonaws.com:3000/node/info | jg -r
{
"version": 16777216,
"publicKey": "03ECD9C1929E26ED53BEBCCCF17E6F32F37ED9C6474397F592C883F771AB6A0OS",
"networkGenerationHashSeed":
—"2DE20B93EBEO48A3BA132CC9874BCABBC21C87E18FE9836B8D5D002E57640D4B",

"roles": 70,

"port": 7900,

"networkIdentifier": 96,

"host": "api2.mijin.internal",

"friendlyName": "api2.mijin.internal",

"nodePublicKey": "5958AE940208CF8FDOD7FF2A584F8B234A3814AFC4D93F304A5CEA926EF6AT747"
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item Description

publicKey Public key used in Harvest
networkGenerationHashSeed | Blockchain-specific GenerationHash settings created
roles Node Roles (api/peer/dual/voting)

port Communication port between nodes
networkldentifier Network Type

host Host name of the node on which itis running
friendlyName Friendly name of node

nodePublicKey Public key for node

3.1.2.4 Check the connected node

/node/peers

$ curl -Ss http://mijin-catapult-l1-nlb-rest-eeflOebffed9cdaal3.elb.ap—northeast-1.
—amazonaws.com:3000/node/peers | jg -r

[

"version": O,

"publicKey": "DB8DI9DD59D78AE62E157824305DE31B9D415AA217EFEIDF14A7361E9D20E7456™",

"networkGenerationHashSeed":
—"2DE20B93EBE048A3BA132CC9874BCABBC21C87E18FE9836BR8D5D002E57640D4B",

"roles": 69,
"port": 7900,
"networkIdentifier": 96,
"host": "peerl.mijin.internal",
"friendlyName": "peerl.mijin.internal"
}I
{
"version": O,
"publicKey": "22722F1534AE77DA44A065CO0E2ACB125CB66FB45E80403A183EFEBE222BF3D90",

"networkGenerationHashSeed":
—~"2DE20B93EBE048A3BA132CC9874BCABBC21C87E18FE9836B8D5D002E57640D4B",

"roles": 69,
"port": 7900,
"networkIdentifier": 96,
"host": "peer2.mijin.internal",
"friendlyName": "peer2.mijin.internal"
}I
{
"version": O,
"publicKey": "239CC13A2B3D112C4146415EE532146D5338614BBBAD1IAIE2E8E4690638F07D9",

"networkGenerationHashSeed":
—"2DE20B93EBE048A3BA132CC9874BCABBC21C87E18FE9836B8D5D002E57640D4B",

"roles": 69,
"port": 7900,
"networkIdentifier": 96,
"host": "peer3.mijin.internal",
"friendlyName": "peer3.mijin.internal"
}I
{
"version": O,
"publicKey": "E4BF3706483B4D42243F3DCB2625021C3E3AE7C253CC466154EEDF9775012C20",

"networkGenerationHashSeed":
—"2DE20B93EBE048A3BA132CC9874BCABBC21C87E18FE9836B8D5D002E57640D4B",

(continues on next page)
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"roles": 70,

"port": 7900,

"networkIdentifier": 96,

"host": "apil.mijin.internal",

"friendlyName": "apil.mijin.internal"

¥
]

item Description
publickey Public key used in Harvest

networkGenerationHashSeed

Blockchain-specific GenerationHash settings created

roles Node Roles (api/peer/dual/voting)

port Communication port between nodes
networkldentifier Network Type

host Host name of the node on which it is running

friendlyName

Friendly name of node

nodePublicKey

Public key for node

3.1.2.5 Check the total number of transactions and total number of accounts

/node/storage

$ curl -Ss http://mijin-catapult-1-nlb-rest-eefOebffed49c4aa3.elb.ap—northeast-1.

—amazonaws.com:3000/node/storage | jg -r
{
"numBlocks": 12322,
"numTransactions": 34,
"numAccounts": 14
}
item Description
numBlocks Current block height
numTransactions | Total number of transactions issued in the past
numAccounts Total number of accounts used in the past

3.1.2.6 Check network type

/network

$ curl -Ss http://mijin-catapult-1-nlb-rest-eefOebffed9cdaal3.elb

.ap—northeast-1.

—amazonaws.com:3000/network | jg -r
{
"name": "mijin",
"description": "mijin network"
t
item Description
name The network name used mijin or mijin-test.
description | Network Description
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3.1.2.7 Check the status of a node’s container

/node/health
$ curl -Ss http://mijin-catapult-l1-nlb-rest-eefOebffed9cdaal3.elb.ap-northeast-1.
—amazonaws.com:3000/node/health | jg -r
{
"status": {
"apiNode": "up",
"db": "up"
}
}
item Description
apiNode | api-node container status up or down.
db db container status up or down.

3.1.2.8 Check the settings for the entire blockchain

/network/properties

$ curl -Ss http://mijin-catapult-1l-nlb-rest-eeflOebffed9cdaal3.elb.ap-northeast-1.

—amazonaws.com:3000/network/properties | jg -r
{
"network": {
"identifier": "mijin",

"nemesisSignerPublicKey":

—"12086D4CB80CB6461887427BD49ED22D3914117526F573CC6F9937FC19DB2F73",

"nodeEqualityStrategy": "host",
"generationHashSeed":

—"2DE20B93EBE048A3BA132CC9874BCABBC21C87E18FE9836B8D5D002E57640D4B",

"epochAdjustment": "1560294000s"

}I

"chain": {
"enableVerifiableState":
"enableVerifiableReceipts": true,
"currencyMosaicId": "Ox61D0'A72B'3C62'5448",
"harvestingMosaicId": "0x1248'680A'CB99'E205",
"blockGenerationTargetTime": "15s",
"blockTimeSmoothingFactor": "3000",
"importanceGrouping": "40",
"importanceActivityPercentage": "5",
"maxRollbackBlocks": "0O",
"maxDifficultyBlocks": "60",
"defaultDynamicFeeMultiplier": "O",

"24h",

"maxBlockFutureTime": "500ms",

true,

"maxTransactionLifetime":

"initialCurrencyAtomicUnits": "8'998'999'998'000'000",

"maxMosaicAtomicUnits": "9'000'000'000'000'000",
"totalChainImportance": "15'000'000",
"minHarvesterBalance": "1'000'000",
"maxHarvesterBalance": "15'000'000",
"minVoterBalance": "1'000'000",
"votingSetGrouping": "160",
"maxVotingKeysPerAccount": "3",

(continues on next page)

3.1. mijin Catapult(v.2) Basics

141




mijin Deployment Guide, Release 1.3

(continued from previous page)

by

"minVotingKeyLifetime": "72",

"maxVotingKeyLifetime": "26280",

"harvestBeneficiaryPercentage": "10",

"harvestNetworkPercentage": "5",

"harvestNetworkFeeSinkAddress": "MBVF6QLENKAXDBZLJYBPBT2YYKMJW7UE7GH7RTY",
"maxTransactionsPerBlock": "6'000"

"plugins": {

mil,

"accountlink": {
"dummy": "to trigger plugin load"

by
"aggregate": {

"maxTransactionsPerAggregate": "1'000",
"maxCosignaturesPerAggregate": "25",
"enableStrictCosignatureCheck": false,
"enableBondedAggregateSupport": true,
"maxBondedTransactionLifetime": "48h"

}l

"lockhash": {
"lockedFundsPerAggregate": "0",
"maxHashLockDuration": "2d"

}I

"locksecret": {
"maxSecretLockDuration": "30d4d",
"minProofSize": "1",
"maxProofSize": "1000"

}l

"metadata": {
"maxValueSize": "1024"

}l

"mosaic": {
"maxMosaicsPerAccount": "1'000",
"maxMosaicDuration": "3650d",
"maxMosaicDivisibility": "6",
"mosaicRentalFeeSinkAddress": "MBKRTIOKHE34GF7J5WZDW6VLXEDYFRFFURN2EZA",
"mosaicRentalFee": "0O"

}I

"multisig": {
"maxMultisigDepth": "3",
"maxCosignatoriesPerAccount": "25",
"maxCosignedAccountsPerAccount": "25"

}l

"namespace": {
"maxNameSize": "64",
"maxChildNamespaces": "256",
"maxNamespaceDepth": "3",
"minNamespaceDuration": "1im",
"maxNamespaceDuration": "36504d",
"namespaceGracePeriodDuration": "30d",
"reservedRootNamespaceNames": "xem, nem, user, account, org, com, biz, net, edu,

gov, info",
"namespaceRentalFeeSinkAddress": "MBWRFMKEJRDUZCSWEW2PFYG374AT444HL2WQX6A",
"rootNamespaceRentalFeePerBlock": "1",
"childNamespaceRentalFee": "Q"

}I

"restrictionaccount": {
"maxAccountRestrictionvValues": "512"

(continues on next page)
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y

"restrictionmosaic": {
"maxMosaicRestrictionValues": "20"
}I
"transfer": {
"maxMessageSize": "1024"

}

For this set value, see the

3.1.2.9 Check transaction fees

/network/fees/transaction

$ curl -Ss http://mijin-catapult-l1-nlb-rest-eeflOebffed9cdaal3.elb.ap-northeast-1.

—amazonaws.com:3000/network/fees/transaction | jg -r
{

"averageFeeMultiplier": O,

"medianFeeMultiplier": O,

"highestFeeMultiplier": 0,
"lowestFeeMultiplier": O,
"minFeeMultiplier": O

item Description

averageFeeMultiplier | Multiplier value of average (automatic)

medianFeeMultiplier | Median multiplier value (automatic)

highestFeeMultiplier | Maximum multiplier value used

lowestFeeMultiplier Minimum multiplier value used

minFeeMultiplier Minimum required multiplier value set for the node; if 0, no fee mode

3.2 mijin Catapult(v.2) manipulation

Symbol, a public blockchain and mijin, are originally the same and are OSS under a dual license. There-
fore, Symbol’s tools can also be used with mijin. In this example, we will operate a test for transferring
money with mijin Catapult(v.2).

Warning:

Symbol-cli is a Public Archive and may not work properly. Symbol-sdk must be a forked version
from the original symbol.

symbol-sdk is a custom sdk forked for mijin.
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3.2.1 mijin account creation

This chapter describes the account operations that must be performed in order to operate mijin.

Operation will be performed on Linux (Ubuntu 20.04), so a minimum understanding of Linux operation
is assumed.

Note: mijin Catapult(v.2) to operate, you create an account and use that account to submit transac-
tions.Also note that you must have a base currency (cat.currency) balance in your account if you are in
commissionable mode as specified during deployment.

3.2.1.1 Install nodejs and yarn

Install nodejs to use mijin-catapult-tools. Install nodejs using NodeSource

$ curl -fsSL https://deb.nodesource.com/setup_1l4.x | sudo -E bash - && sudo apt-get
install -y nodejs

$ node --version

$ sudo npm install -g yarn

3.2.1.2 Installing mijin-catapult-tools

Use yarn to install mijin-catapult-tools.

$ yarn global add @tech-bureau/mijin-catapult-tools
$ echo 'export PATH="$HOME/.yarn/bin:S$PATH"' >> ~/.bashrc && source ~/.bashrc

Verify that mijin-catapult-tools is available.

$ mijin-catapult-tools

3.2.1.3 Create an account

First, let’s create an account to be used for testing. Here we will use test1Account test2Account and
store them in mijin.json.

Create Account

$ mijin-catapult-tools account generate -u http://localhost:3000 -w mijin.json -s
2023-01-17T06:34:59.4127Z [info] : mijin URL: http://localhost:3000
2023-01-17T06:34:59.413Z [info] : Network: 96

2023-01-17T06:34:59.413Z [info] : Mosaic Currency Id: 268CF9B2D33FBD22

]
[ ]
[ ]
2023-01-17T06:34:59.4137Z [info] : Mosaic Harvest Id: 4C39D26C386E3182
[ ]
[ ]

2023-01-17T06:34:59.413Z [info Start Account Generate...
2023-01-17T06:34:59.475Z [info] : Write Config File: mijin.json
2023-01-17T06:34:59.4767Z [info] : New Account: {

"url": "http://localhost:3000",

"workAccount": {

(continues on next page)
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"publicKey": "425F06A8870381A00BD83E2D1083BB690F9FCR815F0919DFFA1AS3A68E144D06",
"privateKey": "9E9C660164AB344030DF5E77539952D9F5B380311C978369BA08923F577D8DARB",
"address": "MCS5VTRZO7IGJUG2VPQXBD4GDO4A74YLFUCVZZGI"

}I

"balanceAccount": {
"publicKey": "",
"privateKey": "",
"address": ""

}I

"mainAccount": {
"publicKey": "F2985009341A526B17E954EB6EA3EC77E1AOB33AE31EB29F86A69D9BB283AF6T7",
"privateKey": "FFI9A552ED35D930378F1E6B349A677771F19A06BCA0OC4DSDCAG21F354F5C6956",
"address": "MCV66SABR6MBWT2I56YI3ULCPYWREJFX5DHHGDQ"

by
"keylink": {

"vrf": {
"publicKey": "CO074A57A0EDF633414DDD764C6771926E91596481E0C2CAD4AD9C3EFAAA432BCE",
"privateKey": "CO07D9A63B8DD8BOE639AAAE6059D7FA6C554082677926B7CACF0514E3940692C",
"address": "MBLYBGODVGLT3HED6EXAQAXJE4CHHVRWGIAS45Y"

}I

"voting": {
"publicKey": "F6571CBC420A4EBAO9EO027AA53E5DD9486642911CDC11EOD3A6GDIB2E4BC228D1",
"privateKey": "FD5744779348F77F6EA6288232D0C8944E2F3C9E24D2EOFB1E93A8C4AF9DDI9BAS ",
"address": "MD2M6SDIE6406ZWF2IJ7R4R5RDKOT2FNJDUIYOQ"

}
by

"testlAccount": {

"publicKey": "CB51613497A40D9A256B17932579BC64D5037A04B29737B944965C1ADADDGEO4",
"privateKey": "8D5969EF1796F5F90256C92B5017396E40786ED87995169D4E26C9ES5E01D7F8C",
"address": "MAS36UGDCOGG6GYCBDPX3ROISABSNPZ6JQXMJISA"

}I

"test2Account": {
"publicKey": "5CC14799D5B2643914C8E574C8D073A7TEE9AE2RA405F1339A53612B566498AB1D",
"privateKey": "FDE625CI1D53AF04533FEBO06A3556679FC02C4C6246952D3A534ER3E19CF83C56",
"address": "MCS5AH4UGBPPHNCMPTVNSY6LRDPIMEDODS20373A"

At this point, test1Account and test2Account are checked and do not exist.

This is because there is no exchange of this address on the blockchain, so its existence cannot be
confirmed.

$ catapult@catapult:~$ mijin-catapult-tools account info -r mijin.Jjson -t testl
2023-01-17T06:36:26.600Z [info] : mijin URL: http://localhost:3000
2023-01-17T06:36:26.6017Z [info] : Network: 96
2023-01-17T06:36:26.6017Z [info] : Mosaic Currency Id: 268CF9B2D33FBD22
2023-01-17T06:36:26.601Z [info] : Mosaic Harvest Id: 4C39D26C386E3182
2023-01-17T06:36:26.6017Z [ ] Start Account Info

[ r

info] :
2023-01-17T06:36:26.620% 1 : Address Not Found

erro

$ mijin-catapult-tools account info -r mijin.json -t test?2
2023-01-17T06:36:43.387Z [info] : mijin URL: http://localhost:3000
2023-01-17T06:36:43.387Z [info] : Network: 96

(continues on next page)
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2023-01-17T06:36:43.3877 [info] Mosaic Currency Id: 268CF9B2D33FBD22
2023-01-17T06:36:43.387Z [info] Mosaic Harvest Id: 4C39D26C386E3182
2023-01-17T06:36:43.387Z [info] Start Account Info
2023-01-17T06:36:43.405Z [error] : Address Not Found

About Fees and Commissions

Fees are charged by transactions issued in the following items and must be paid in the base currency
(cat.currency).

« transaction fee
+ Mosaic Rental Fee
+ Namespace Rental Fees

+ Locked guarantee deposit

For mijin offered in the marketplace, the commission mode is set to none as standard.

With no fees, there is no need to have a base currency balance in the account, so there is nothing to be
aware of, but you will need to set the fee setting to 0 each time in the sdk, for example.

If you created a mijin with fees, refer to the (Extra)How to move the base currency when in
commissionable mode field and test1Account to send the base currency to the account in
testlAccount “

3.2.1.4 Create and transfer Mosaic

First, let’s create and transfer the basic Mosaic.

Create Mosaic

Issue one issue of Mosaic(Token) with the testl account as the owner.

$ mijin-catapult-tools transaction mosaic create -r mijin.json -o testl -s 1 -d 0

2023-01-17T06:42:51.9427Z [info] : mijin URL: http://localhost:3000
2023-01-17T06:42:51.9427 [info] : Network: 96

2023-01-17T06:42:51.9427 [info] : Create Mosaic...

2023-01-17T06:42:51.955Z2 [info] : Mosaic Owener Account:
MAS36UGDCOGG6GYCBDPX3ROISABSNPZ6JQXMJISA

2023-01-17T06:42:51.9557Z [info] : MosaicId: 3D86C9FE5D52DE6GFE
2023-01-17T06:42:51.955Z [info] : Mosaic Flags: supplymutable:true, transferable:true,
restrictable:true, revokable:false

2023-01-17T06:42:51.955Z [info] : Mosaic Supply: divisibility:0, supply:1
2023-01-17T06:42:51.9647Z [info] : Transaction Fee: 0

2023-01-17T06:42:51.9647 [info] Mosaic Rental Fee: 0

2023-01-17T06:42:51.9647Z [info] Start Aggregate Transaction...
2023-01-17T06:43:00.967Z [info] : End Aggregate Transaction
2023-01-17T06:43:00.967Z [info] : http://localhost:3000/transactionStatus/
H39BBE7E08346OC3B85EB7D5FA2FB486F9786CA3FF1EOF976214F5753E527383A
2023-01-17T06:43:00.9672 [info] : http://localhost:3000/transactions/confirmed/

—~39BBE7E083460C3B85EB7DSFA2FB486F9786CA3FF1EOF976214F5753E527383A
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Checking the information on account A, we can see that it has only 1 Mosaicld 3D86C9FE5D52DEG6F.

$ mijin-catapult-tools account info -r mijin.json -t testl
2023-01-17T06:43:43.349Z [info] : mijin URL: http://localhost:3000
2023-01-17T06:43:43.350Z [info Network: 96

]
[ ]
2023-01-17T06:43:43.350Z [info] : Mosaic Currency Id: 268CF9B2D33FBD22
[ ]
[ ]

2023-01-17T06:43:43.350Z [info Mosaic Harvest Id: 4C39D26C386E3182
2023-01-17T06:43:43.350Z [info] : Start Account Info
2023-01-17T06:43:43.365Z [info] : testl Account: {
"publicKey": "CB51613497RA40D9A256B17932579BC64D5037A04B29737B944965C1ADADD6GEO4",
"address": "MAS36UGDCOGG6GYCBDPX3ROISABSNPZ6JQXMJISA",
"mosaics": [
{
"id": "3D86CIOFE5SD52DEGE",
"amount": "1",
"currency": false,
"harvest": false

}
I
"keylink": {
"vrf": {
"publicKey": ""
br
"voting": {
"publicKey": "",
"startEpoch": "",
"endEpoch": ""

Transfer Mosaic

Transfer the Mosaic 3D86C9FE5D52DEGF you just created from test1 to test2.

$ mijin-catapult-tools transaction transfer -r mijin.json -f testl -d test2 -m
3D86CI9FE5SD52DEGE —a 1

2023-01-17T06:44:46.983Z [info] : mijin URL: http://localhost:3000
2023-01-17T06:44:46.9847 [info] : Network: 96

2023-01-17T06:44:46.9847 [info] : Start Transfer Account...
2023-01-17T06:44:46.9967Z [info] : From Account Address:
MAS36UGDCOGG6GYCBDPX3ROISABSNPZ6JQXMJISA

2023-01-17T06:44:46.9967 [info] : Dest Account Address:
MC5AH4UGBPPHNCMPTVNSY6LRDPIMEDODS20373A

2023-01-17T06:44:47.005Z [info] : Start Transfer Transaction...
2023-01-17T06:44:52.19772 [info] : End Transfer Transaction
2023-01-17T06:44:52.197Z [info] : http://localhost:3000/transactionStatus/
—454DFDC48F00852A3DE355D7D2AD4B581D718D999BA177E1BB392AECD1656C6A
2023-01-17T06:44:52.197Z [info] : http://localhost:3000/transactions/confirmed/

—~454DFDC48F00852A3DE355D7D2AD4B581D718D999BA177E1BB392AECD1656C6A

Check the status of the testl account.
The test2 account does not have Mosaic 3D86C9FE5D52DEGF.
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$ mijin-catapult-tools account info -r mijin.Jjson -t testl

2023-01-17T06:45:51.9317 [info] mijin URL: http://localhost:3000

2023-01-17T06:45:51.931Z [info] : Network: 96

2023-01-17T06:45:51.931Z [info] : Mosaic Currency Id: 268CF9B2D33FBD22

2023-01-17T06:45:51.93172 [info] Mosaic Harvest Id: 4C39D26C386E3182
[ ]

2023-01-17T06:45:51.9317Z [info] : Start Account Info
2023-01-17T06:45:51.9467Z [info] : testl Account: {
"publicKey": "CB51613497A40D9A256B17932579BC64D5037A04B29737B944965C1ADADDGAEQO4",
"address": "MAS36UGDCOGG6GYCBDPX3ROISABSNPZ6JQXMJISA",
"mosaics": [],
"keylink": {
"vrf": {
"publicKey": ""
}I
"voting": {
"publicKey": "",
"startEpoch": "",
"endEpoch": ""

Then check the status of the test2 account.
Confirm that the test2 account owns Mosaic 3D86C9FE5D52DEGF.

$ mijin-catapult-tools account info -r mijin.Jjson -t test2
2023-01-17T06:46:41.7377Z [info] mijin URL: http://localhost:3000
2023-01-17T06:46:41.738Z [info] : Network: 96
2023-01-17T06:46:41.738Z [info] : Mosaic Currency Id: 268CF9B2D33FBD22
[ ]
[ ]

2023-01-17T06:46:41.738Z [info Mosaic Harvest Id: 4C39D26C386E3182
2023-01-17T06:46:41.738Z [info] : Start Account Info
2023-01-17T06:46:41.7547Z [info] : testl Account: {
"publicKey": "0000000000000000000000000000000000000000000000000000000000000000",
"address": "MCS5AH4UGBPPHNCMPTVNSY6LRDPIMEDODS20373A",
"mosaics": [
{
"id": "3D86COFESDS52DEGE",
"amount": "1",
"currency": false,
"harvest": false

}
JV
"keylink": {
"vrf": {
"publicKey": ""
}I
"voting": {
"publicKey": "",
"startEpoch": "",
"endEpoch": ""
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3.2.1.5 (Extra)How to move the base currency when in commissionable mode

If you create a mijin in commissioned mode, all transaction transmissions, etc. will be charged a fee
from the base currency.

For this reason, we will explain the procedure for submitting the base currency balance when creating
an account.

Register for a key currency holding account

Note:

If you use | mijin | in AWS Marketplace, select the Outouts tab in the AWS Cloudformation Stack.
Please note the URL of the Key ‘mijinLBEndpint’or ‘mijinbEndpoint’.

Next, click on the URL for the Value of the Key ‘HarvestAddress’.

Please note the value of the private_key in the very first Vaule in the api. (In this case, the value begins
with 055E)

For more information, see Deploy mijin on an existing VPC or Create a new VPC and deploy mijin for
details.

Import the above private_key in symbol-cli.If you already have a mijin.json file, only balanceAccount
can be appended.

$ mijin-catapult-tools account generate -r mijin.json -w mijin.json -s -p
90EEBCB77A767F8F5CCCEI9DOF89A60CB2D7FCD5SFD8F469E2F8BDFCOCDD8B8AZF
2023-01-17T06:55:52.167Z [info] : mijin URL: http://localhost:3000
2023-01-17T06:55:52.167Z [info] Network: 96

2023-01-17T06:55:52.167Z [info] : Mosaic Currency Id: 268CF9B2D33FBD22
2023-01-17T06:55:52.167Z [info] : Mosaic Harvest Id: 4C39D26C386E3182
[ I
[ ]

2023-01-17T06:55:52.167Z [info Start Account Generate...
2023-01-17T06:55:52.2297Z [info] : Write Config File: mijin.json
2023-01-17T06:55:52.233Z [info] : New Account: {
"url": "http://localhost:3000",
"workAccount": {
"publicKey": "425F06A8870381A00BD83E2D1083BB690FI9FCB815F0919DFFALIAS3A68E144D06",
"privateKey": "9E9C660164AB344030DF5E77539952D9F5B380311C978369BA08923F577D8DARB",
"address": "MCS5VTRZO7IGJUG2VPQXBD4GDO4AT74YLFUCVZZGI"
}I
"balanceAccount": {
"publicKey": "4FAAC9BF9881893CB31BC2065E8A8D0B12364423E2A08DAF4FT77ELIFEFS5D5B2ES",
"privateKey": "90EEBCB77A767F8F5CCCE9DOF89A60CB2D7FCD5FD8F469E2F8BDFCOCDD8B8AZE",
"address": "MCPYNELDESQS63QBRZ2L70LNZ63YPQJSOCEWXQI"
}V
"mainAccount": {
"publicKey": "F2985009341A526B17E954EB6EA3EC77E1AOB33AE31EB29F86A69D9BB283AF67",
"privateKey": "FFI9A552ED35D930378F1E6B349A677771F19A06BCAOC4ADSDCAG21F354F5C6956",
"address": "MCV66SABR6MBWT2I56YI3ULCPYWREJFX5DHHGDQ"
}V
"keylink": {
"vrf": {
"publicKey": "CO074A57A0EDF633414DDD764C6771926E91596481E0C2CAD4D9C3EFARAA432BCE",
"privateKey": "9E9C660164AB344030DF5E77539952D9F5B380311C978369BA08923F577D8DAR",
"address": "MBLYBGODVGLT3HEDG6EXAQAXJE4CHHVRWGIASA5Y"

y

(continues on next page)
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"voting": {
"publicKey": "F6571CBC420A4EBAO9EO27AAS53E5DD9486642911CDC11EOD3A6GD1IB2E4BC228D1",
"privateKey": "FD5744779348F77F6EA6288232D0C8944E2F3CI9E24D2EOFB1IE93A8C4F9DDI9BAS",
"address": "MD2M6SDIE6406ZWF2IJ7R4R5RDKOT2FNJDUIYOQ"

}
tr

"testlAccount": {

"publicKey": "CB51613497A40D9A256B17932579BC64D5037A04B29737B944965C1ADADDGEO4",
"privateKey": "8D5969EF1796F5F90256C92B5017396E40786ED87995169D4E26CO9ESE01IDT7F8C",
"address": "MAS36UGDCOGG6GYCBDPX3ROISABSNPZ6JQXMJISA"

by

"test2Account": {

"publicKey": "5CC14799D5B2643914C8E574C8D073A7TEESIAE2A405F1339A53612B566498AB1D",
"privateKey": "FDE625CID53AF04533FEBO6A3556679FC02C4C6246952D3A534EB3E19CF83C56",
"address": "MC5AH4UGBPPHNCMPTVNSY6LRDPIMEDODS20373A"

You can now import into the balanceAccount.
Verify account information.
This account has two Mosaics initially.

Balance Information 268CF9B2D33FBD22 is the base currency (cat.currency) and 4C39D26C386E3182
is Mosaic for Harvest validity.

Warning: This ID will be a different value for each mijin created, and the base currency will be the
ID displayed as “currency”: true

$ mijin-catapult-tools account info -r mijin.json -t balance
2023-01-17T06:56:51.299Z [info mijin URL: http://localhost:3000
2023-01-17T06:56:51.299Z [info Network: 96

]
[ ]
2023-01-17T06:56:51.299Z [info] : Mosaic Currency Id: 268CF9B2D33FBD22
[ ]
[ ]

2023-01-17T06:56:51.299Z [info Mosaic Harvest Id: 4C39D26C386E3182
2023-01-17T06:56:51.299Z [info] : Start Account Info
2023-01-17T06:56:51.315Z [info] : balance Account: {
"publicKey": "4FAAC9BF9881893CB31BC2065E8A8D0B12364423E2A08DAF4F77ELIFEFS5D5B2ES",
"address": "MCPYNELDES5QS63QBRZ2L70LNZ63YPQJSOCEWXQI",
"mosaics": [
{
"id": "268CF9B2D33FBD22",
"amount": "8998977498000000",
"currency": true,
"harvest": false
}I
{
"id": "4C39D26C386E3182",
"amount": "15000000",
"currency": false,
"harvest": true

(continues on next page)
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"keylink": {

"vrf": {

"publicKey": "2A88BA2689D584B03A3D4B829347F0A8B63AF55A8E9F176F1D2327F9E87E22D8"
}I
"voting": {

"publicKey": "22BB9DCA05D483E4D4DDE764E8742E741ADA676F461D5F3E6663840C5290320F",

"startEpoch": 1,
"endEpoch": 26280
}
}

3.2.2 mijin Catapult(v.2) version up

This chapter describes how to do a minor upgrade of the mijin Catapult(v.2) node.

mijin Catapult(v.2) programs can be upgraded by updating the docker container version and, if
necessary, the Config file.
Version upgrade announcements are sent out for paid support customers.

Warning:
Synchronization may fail if there is a major version upgrade or version differences.
As 0f 2022/9/20 There will be no version upgrade.

3.2.2.1 Step.1

Remote login to the node.
If you want to log in to AWS MarketPlace’s mijin Catapult(v.2), you can use mijin Catapult(v.2) EC2
instance login how to.
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3.2.2.2 Step.2

Switch to the ‘catapult’user running mijin.

$ sudo su - catapult
catapult@apil:~$

3.2.2.3 Step.3

Go to the directory where the mijin startup files are located.
Note that the directories are different for APl and PEER nodes.

Node Directories
API/Dual | mijin-catapult-package/package/api/catapult/
PEER mijin-catapult-package/package/peer/catapult/

For API nodes, move as follows

catapult@apil:~$ cd mijin-catapult-package/package/api/catapult/
catapult@apil:~/mijin-catapult-package/package/api/catapults$

3.2.2.4 Step.4

Mijin launches multiple containers by docker.
Check multiple containers.

For API nodes

Four containers are running. Make sure that all States are Up. If there is something wrong, the state will
be Exit instead of Up and you will be in a down state.

catapult@apil:~/mijin-catapult-package/package/api/catapult$ docker-compose ps

Name Command State Ports
catapult_api-node-broker_1 bash -c /bin/bash /scripts ... Up
catapult_api-node_1 bash -c perl /scripts/wait ... Up 0.0.0.0:7900->
—7900/tcp
catapult_db_1 docker—-entrypoint.sh bash ... Up 27017/tcp
catapult_rest—-gateway_1 docker-entrypoint.sh ash - ... Up 0.0.0.0:3000—>
—3000/tcp
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For PEER node

One container is activated.
Make sure that all States are Up.
If there is some abnormality, it will be Exit instead of Up and will be in a down state.

catapult@peerl:~/mijin-catapult-package/package/peer/catapult$ docker-compose ps

Name Command State Ports
catapult_peer-node_1 bash -c /bin/bash /scripts ... Up 0.0.0.0:7900->7900/tcp
3.2.2.5 Step.5

Stop all mijin containers using docker-compose.

All containers stopped

catapult@apil:~/mijin-catapult-package/package/api/catapult$ docker-compose down

Stopping catapult_rest-gateway_1l ... done
Stopping catapult_api-node_1 ... done
Stopping catapult_db_1 ... done
Removing catapult_api-node-broker_1 ... done
Removing catapult_rest-gateway_1 ... done
Removing catapult_api-node_1 ... done
Removing catapult_db_1 ... done

Removing network catapult_default

After stopping, check the lock file and delete it if any.

catapult@apil:~/mijin-catapult-package/package/api/catapult$ 1ls -la /mnt/mijin/blocks/
—data/*.lock

7777777777 1 catapult catapult 0 Jul 14 02:17 /mnt/mijin/blocks/data/broker.lock
—————————— 1 catapult catapult 0 Jul 14 02:17 /mnt/mijin/blocks/data/server.lock

If a lock file exists after the stop as shown above, it is considered to have stopped abnormally.
Therefore, delete the lock file.

$ rm -rf /mnt/mijin/blocks/data/broker.lock /mnt/mijin/blocks/data/server.lock
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3.2.2.6 Step.6

Modify the docker-compose file.
As an example, we will replace 1.0.0.0 with 1.0.0.1.

catapult@apil:~/mijin-catapult-package/package/api/catapult$ sed -i -e s/gcc-1.0.0.0/
—gcc-1.0.0.1/g docker—-compose.yml

Note:

Config file may need to be modified.

The procedure will be made available at the time of the upgrade announcement. (No version as of
9/20/20/2022)

3.2.2.7 Step.7

catapult@apil:~/mijin-catapult-package/package/api/catapult$ docker-compose up -d
Creating network "catapult_ _default" with the default driver

Creating catapult_db_1 ... done

Creating catapult_rest-gateway_1 ... done
Creating catapult_api-node-broker_1 ... done
Creating catapult_api-node_1 ... done

After startup, execute the items in Step.4 and make sure all containers are Up.

3.2.3 [Archive] mijin account creation (>=1.0.0.0)

This chapter describes the account operations that must be performed in order to operate mijin.

Warning:

Symbol-cli has been archived, so symbol-cli may not be available.
From 1.0.3.4 and onwards, please refer to ./aws_tips_new_move_currency.

Note:

mijin Catapult(v.2) to operate, you create an account and use that account to submit transactions.

Also note that you must have a base currency (cat.currency) balance in your account if you are in
commissionable mode as specified during deployment.
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3.2.3.1 Installation of symbol-cli

Install symbol-cli from npm.

$ sudo npm i —-g symbol-cli@1.0.0

/usr/local/bin/symbol-cli —-> /usr/local/lib/node_modules/symbol-cli/bin/symbol-cli
+ symbol-cli@1.0.0

updated 1 package in 8.724s

3.2.3.2 Create an account

First, let’s create two accounts to be used for testing.

item Description value
Select the network type MIJIN/MIJIN_TEST
Specify the network.
CatapultNetwork value specified at
build time
Do you want to save the account? Save this account. yes
Select an import type Specify the import method for saving | PrivateKey
again.
Enter the Symbol node URL. Specify the mijinLBENdpoint or miji- | <http://xxxxxxx:300>
nEndpoint URL on the Outouts tab in
the Cloudformation Stack.
Enter a profile name Specify a profile name to invoke the ac- | optional
count.
Enter your wallet password Specify the password for your account | optional

Create the first account (Profile mijin-a)

$ symbol-cli account generate

? Select the network type: » - Use arrow-keys. Return to submit.
v Select the network type: > MIJIN

v Do you want to save the account? ' yes

v Select an import type: > PrivateKey

v Enter the Symbol node URL. (Example: http://localhost:3000): ** http://

S XRRXXKKXKXXXRKRKXKXKKXKXXXX .elb.ap-northeast-1.amazonaws.com:3000

v Enter a profile name: ‘*** mijin-a

v Enter your wallet password: ‘- ***xxxxx

v Do you want to set the account as the default profile? ' yes

Account

\ 1 \
| Property | value

\ | |
| 1 \
| Address | MA36BR-7DCFZT-65BQZP-TM5QND-EZKSB7-HNE4DU-6TI |
\ | |
I T \
| Public Key | 707902962A0A2E32226243D1E7B98D2DD40261E9D3649543E7C28A0F024D4A38 |
\ | |
\ 1 \
| Private Key | 2515EDCAAA3985F30D6E758ED139823290DARB11034BF4113849FF5CB9355B9CY

\ | |
\ 1 \
\ Password | Test1234

(continues on next page)
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SUCCESS Stored mijin-a profile

At this point, a check of the mijin-a account shows that it does not exist.
This is because there is no exchange of this address on the blockchain, so its existence cannot be
confirmed.

$ symbol-cli account info —--profile mijin-a

Processing(node:7718) [DEP0091] DeprecationWarning: crypto.DEFAULT_ENCODING is
deprecated.
(node:7718) [DEP0010] DeprecationWarning: crypto.createCredentials is deprecated. Use
tls.createSecureContext instead.
(node:7718) [DEP0011] DeprecationWarning: crypto.Credentials is deprecated. Use tls.
—~SecureContext instead.

ERR {"statusCode":404, "statusMessage":"Not Found", "body":"{\"code\":\"ResourceNotFound\
—",\"message\":\"no resource exists with id 'MA36BR7DCFZT65BQZPTM5QNDEZKSB7HNE4DUGTI "\

(ﬁn}n}

TIP The account has to receive at least one transaction to be recorded on the network

Create second account (Profile mijin-b)

$ symbol-cli account generate

v Select the network type: > MIJIN

v Do you want to save the account? °* yes

v Select an import type: > PrivateKey

v Enter the Symbol node URL. (Example: http://localhost:3000): ** http://
SHXXXXXXKXXXXXXXXXKXKXXXXX.elb.ap-northeast-1.amazonaws.com:3000

v Enter a profile name: ‘*** mijin-b

v Enter your wallet password: -+ **x*kkxx

v’ Do you want to set the account as the default profile? *** no

Account

\ T \
\ Property | Value

| | |
I T \
| Address | MCLO63-LBWG6V-PLJD40-MADZ37-W6QXQE-DPC3H3-EGQ |
| | |
\ T \
| Public Key 2D2ACOFF30FABEFC12CB3FBB2323F8CD079ED1055FAAF2581CA29697130292FA

\ | |
\ T \
| Private Key | 654065E33D00446F1FAAF2CF7D72CC287BDD91ES5E9489AEC42769EDDB7A9759

; i 1
| Password | Test1234

[ |

SUCCESS Stored mijin-b profile

Same as the first, no mijin-b account exists.
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$ symbol-cli account info —--profile mijin-b

' Processing(node:53) [DEP0091] DeprecationWarning: crypto.DEFAULT_ENCODING is
deprecated.

(node:53) [DEP0010] DeprecationWarning: crypto.createCredentials is deprecated. Use
tls.createSecureContext instead.

(node:53) [DEP0011] DeprecationWarning: crypto.Credentials is deprecated. Use tls.
—SecureContext instead.

ERR {"statusCode":404, "statusMessage":"Not Found", "body":"{\"code\":\"ResourceNotFound\
—",\"message\":\"no resource exists with id 'MCLO63LBWG6VPLJD4OMADZ37W6QXQEDPC3H3EGQ"\
t)"}"}

TIP The account has to receive at least one transaction to be recorded on the network

About Fees and Commissions

Fees are charged by transactions issued in the following items and must be paid in the base currency
(cat.currency).

« transaction fee
+ Mosaic Rental Fee
+ Namespace Rental Fees

+ Locked guarantee deposit

For mijin offered in the marketplace, the commission mode is set to none as standard.

Without commissions, there is no need to have a base currency balance in your account, so there is
nothing to be aware of, but <span style="color: #d61b09”>you will need to set the commission setting
to 0 in symbol-cli or sdk each time.</span>

If you have created a mijin with commissions, please refer to the section ‘How to move the base
currency in the mode with commissions’and send the base currency to Profile mijin-a.

3.2.3.3 Create and transfer Mosaic

First, let’s create and transfer the basic Mosaic.

Create Mosaic

Issue lamount of Mosaic(Token) in profile mijin-a account.
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nounced.

item Description value
Enter your wallet password Please specify the password you have | optional
set
Do you want a non-expiring mosaic Specify whether Mosaic is to expire or | yes
indefinitely; Yes to indefinitely; No to in-
definitely; No to indefinitely.
Enter the mosaic divisibility Specifies the divisibility of Mosaic,0to | 0
none.
Do you want this mosaic to have a mu- | Specifies whether the maximum num- | no
table supply? ber of Mosaic issues can be changed.
None.
Do you want this mosaic to be transfer- | Specifies whether Mosaic forwardingis | yes
able? allowed.
Do you want this mosaic to be re- | Specifies whether Mosaic restrictions | yes
strictable? are allowed.
Amount of mosaics units to create Specify the number of Mosaicissues. In | 1
this case, 1 is issued.
Enter the maximum fee (absolute 0
amount) i . .
Specifies the transaction fee. This
changes with the commission mode.
With commission 20000 or so
(0.2cat.currency)
No commission 0
Select the transaction announce mode | Specifies how transactions are an- | normal

Listing 1: Symbol CLI IZ& 32 EH' 1 UV E&E

$ symbol-cli transaction mosaic —--profile mijin-a

Do you want a non-expiring
Enter the mosaic
Do you want this
Do you want this mosaic to
Do you want this mosaic to
Amount of mosaics units to
Enter the maximum fee

mosaic to

NN NN

Enter your wallet password:

* ok Kk k kK k Kk

mosaic? - yes

divisibility: = O

have a mutable supply? *** no
be transferable? - yes

be restrictable? - yes
create: -+ 1

(absolute amount): =+ 0
Select the transaction announce mode:
Do you want to announce this transaction?

> normal
* yes

SUCCESS Transaction announced correctly

TIP To check if the network confirms or rejects the transaction,
—'symbol-cli transaction status'

When | check the mijin-a account again, | can see that it has only one Mosaicld 3BF3AF8B22CB53D8 in

the Balance Information.

$ symbol-cli account info —--profile mijin-a

' Processing(node:7795)
deprecated.
(node:7795) [DEP0010]

[DEP0091]

DeprecationWarning:

DeprecationWarning:

tls.createSecureContext instead.

(node:7795) [DEP0011]

DeprecationWarning:

crypto.DEFAULT_ENCODING is
crypto.createCredentials is deprecated. Use

crypto.Credentials is deprecated. Use tls.
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—SecureContext instead.
i Processing
Account Information

Property | Value \
|
1

Address | MA36BR-7DCFZT-65BQZP-TM5QND-EZKSB7-HNE4DU-6TI
|
1

Address Height | 959 |
|
1

|
I
Public Key Height | 959 |
|
I

o

Importance |

[
\
|
[
\
|
[
\
%
| Public Key | 707902962A0A2E32226243D1E7B98D2DD40261E9D3649543E7C28A0F024D4A38 |
|
[
\
|
[
\
|
[
\
|

|
1

Importance Height | 0 \
1

Balance Information

Relative Amount Absolute Amount Expiration Height

3BEF3AF8B22CB53D8 1 Never

]
\
|
[
|
|

Transfer Mosaic

Transfer the Mosaic 3BF3AF8B22CB53D8 you just created from Profile mijin-a to mijin-b.

item value

Mosaic 3BF3AF8B22CB53D8

transfer amount 1

Destination address (Profile mijin-b address) | MCLO63-LBWG6V-PLJD40-MADZ37-W6QXQE-DPC3H3-EGQ

item Description value
Enter your wallet password Please specify the password you have set optional
Mosaics to transfer | X9 B3 EH 12 ID (F7ldTr 1) 7X) (C3 | 3BF3AF8B22CB53D8::1
in the format (mosai- | O>%&ZDEBML 7%, &% amount Z8E L £
cld(hex)|@aliasName)::absoluteAmauii,
Enter the recipient address or | Specify the forwarding address MCLO63-LBWG6V-PLJD4O-
@alias MADZ37-W6QXQE-DPC3H3-EGQ
Enter a message A message can be added to the transfer transac- | optional
tion
Enter the maximum fee (absolute 0
amount) NS S 3 ERMEEIEELET (BRI
£DEBDFT),
-FHEEIHO: " 720000 " (=0.2cat.currency)
-FHERL: 0
Select the transaction announce | Specifies how transactions are announced. normal
mode
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$ symbol-cli transaction transfer --profile mijin-a

? Enter your wallet password: > (node:97) [DEP0091] DeprecationWarning: crypto.DEFAULT_

—ENCODING is deprecated.

(node:97) [DEP0010] DeprecationWarning: crypto.createCredentials is deprecated. Use

tls.createSecureContext instead.

(node:97) [DEP0011] DeprecationWarning: crypto.Credentials is deprecated. Use tls.

—SecureContext instead.

v Enter your wallet password: ‘-+ **xkxxkxx

v Mosaics to transfer in the format (mosaicId(hex) |@aliasName) ::absoluteAmount, (Ex:

sending 1 symbol.xym, @symbol.xym::1000000). Add multiple mosaics separated by commas:
3BF3AF8B22CB53D8::1

v Enter the recipient address or Qalias: *** MCLO63-LBWG6V-PLJD40-MADZ37-W6QXQE-DPC3H3—
—EGQ

v Enter a message:

v Enter the maximum fee (absolute amount): ** 0

v Select the transaction announce mode: > normal

TRANSFER

Network type: MIJIN

Deadline: 2021-05-17 16:40:45.212
Recipient MCLO63-LBWG6V-PLJD40-MADZ37-W6QXQE-DPC3H3-EGQ
Message N/A

1 3BF3AF8B22CB53D8

Signature details

I
| BO0O0D000000000000639B3F893989DC6IFA3DF8DIBA294FD787F7644D68918FAS8
| FS5E6AL162FE57CD34B03E944AA48F4B22790A50ECEA4A130EBB89299BDB173A4
| 556BBAFF8092A20B707902962A0A2E32226243D1E7B98D2DD40261E9D3649543
| E7C28A0F024D4A38000000000160544100000000000000009C1F80300E000000
| 6096EF6D61B1BD57AD23E39801E77FB7A178106F16CFB21A0000010000000000
| D853CB228BAFF33B0100000000000000

|

[

|

|

I

|

|

0CAB966BOE7090AA19AE4D4F2BD2334A7F7466E5661107A15F8831EA48A5CESS

707902962A0A2E32226243D1E7B98D2DD40261E9D3649543E7C28A0F024D4A38

v Do you want to announce this transaction? - yes
SUCCESS Transaction announced correctly

TIP To check if the network confirms or rejects the transaction, run the command
—'symbol-cli transaction status'

Check the status of the profile mijin-a.
We can verify that it does not have Mosaic 3BF3AF8B22CB53DS8.

3.2. mijin Catapult(v.2) manipulation 160




mijin Deployment Guide, Release 1.3

symbol-cli account info —--profile mijin-a

' Processing(node:108) [DEP0091] DeprecationWarning: crypto.DEFAULT_ENCODING is
deprecated.

(node:108) [DEP0010] DeprecationWarning: crypto.createCredentials is deprecated. Use
tls.createSecureContext instead.

(node:108) [DEP0011] DeprecationWarning: crypto.Credentials is deprecated. Use tls.
—SecureContext instead.

i Processing

Account Information

Property [ Value
Address “ MA36BR-7DCFZT-65BQZP-TM5QND-EZKSB7-HNE4DU-6TI
|
Address Height E 959
Public Key “ 707902962A0A2E32226243D1E7B98D2DD40261E9D3649543E7C28A0F024D4A38 |

|

1
Public Key Height | 959

|

1

o

Importance |

[
\
|
I
\
|
[
|
|
[
\
|
I
\
|
[
|
|
[
\
L

|
|
Importance Height | 0
|

Then check the status of Profile mijin-b.
We can verify that it has Mosaic 3BF3AF8B22CB53DS8.

symbol-cli account info —--profile mijin-b

' Processing(node:119) [DEP0091] DeprecationWarning: crypto.DEFAULT_ENCODING is
deprecated.

(node:119) [DEP0010] DeprecationWarning: crypto.createCredentials is deprecated. Use
tls.createSecureContext instead.

(node:119) [DEP0011] DeprecationWarning: crypto.Credentials is deprecated. Use tls.
—SecureContext instead.

T Processing

Account Information

Property | value
|
I

Address | MCLO63-LBWG6V-PLJD40-MADZ37-W6QXQE-DPC3H3-EGQ |
|
I

Address Height | 17912 |
|
I

|

1
Public Key Height | 0

|

1

o

Importance |

[
\
|
[
\
\
[
|
i
| Public Key | 0000000000000000000000000000000000000000000000000000000000000000 |
|
[
\
\
[
|
|
[
\
L

|
|
Importance Height | 0
|

Balance Information

(continues on next page)
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Mosaic Id Relative Amount Absolute Amount Expiration Height

\ | \ |
| | | |
3BF3AF8B22CB53D8 | 1 | 1 | Never \
| | | |

\
|
I
\
L

3.2.3.4 (Extra)How to move the base currency when in commissionable mode

If you create a mijin in commissioned mode, all transaction transmissions, etc. will be charged a fee
from the base currency.

For this reason, we will explain the procedure for submitting the base currency balance when creating
an account.

Register for a key currency holding account

Note:

If you use | mijin | in AWS Marketplace, select the Outouts tab in the AWS Cloudformation Stack.
Please note the URL of the Key ‘mijinLBEndpint’or ‘mijinbEndpoint’.

Next, click on the URL for the Value of the Key ‘HarvestAddress’.

Please note the value of the private_key in the very first Vaule in the api. (In this case, the value begins
with 055E)

For more information, see Deploy mijin on an existing VPC or Create a new VPC and deploy mijin for
details.

Import the above private_key in symbol-cli.

item Input value
Select the network type

Specify the network.
BEBFICIEE L7 catapultNetwork DIE
MIJIN £7z|& MIJIN_TEST

Enter the Symbol node URL

X TWemijinEndpoint B L I&
O—RNZ OB —DEBEHTHNIE mijinLBEndpoint D URL ZAH

Enter a profile name Enter any profile name
Enter your wallet password Enter any password

Do you want to set the account as | DefaultProfile ICF 2D 5D T I Tl Yes ZiFER
the default profile

Select an import type PrivateKey
Enter your account private key X TWeprivate_key ZAN]

$ symbol-cli profile import

v Select the network type: > MIJIN
v Enter the Symbol node URL. (Example: http://localhost:3000): ** http://MIJIN-
—CATAPULT-El-nlb-rest-XXXXXXXXX.elb.ap-northeast-1.amazonaws.com:3000

(continues on next page)
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v Enter a profile name: *** mijin-harvest

v Enter your wallet password: :-+ ***kxxkkxx

v Do you want to set the account as the default profile? *** no
v Select an import type: > PrivateKey

v Enter your account private key:
LR R S R S S S S I S I S S I S I S S S b S S

Account

[ I |
| Property | value

| | |
[ I |
| Address | MAQUY5-KOJVPE-DDCTD6-3SZYHM-EQOFF4-HTUYZU-3WQ

| | |
[ I |
| Public Key | 29800CBI9DF988622AD4B940F578569321F4B7F08127C478A0C0OC28ACC61BSA2C \
| | |
[ I |
| Private Key | 2EC8FF52B5B922E0F509FBEE6CE3C4B3512E9347DB800A76A6EF993C43C0D5BC |
| | |
[ I |
| Password | Test1234

| |

SUCCESS Stored mijin-harvest profile

Now you are ready to import.
Verify account information.
This account has two Mosaics initially.

Balance Information 04A125F887094D2A is the base currency (cat.currency) and 49DB43B9FA3T4EF2
is Mosaic for Harvest validity.

Warning: This ID will be different for each creation, and the base currency will be the ID with the
largest Amount.

$ symbol-cli account info --profile mijin-harvest

' Processing(node:141) [DEP0091] DeprecationWarning: crypto.DEFAULT_ENCODING is
deprecated.

(node:141) [DEP0010] DeprecationWarning: crypto.createCredentials is deprecated. Use
tls.createSecureContext instead.

(node:141) [DEP0011] DeprecationWarning: crypto.Credentials is deprecated. Use tls.
—SecureContext instead.

! Processing

Account Information

[

| Property | value

| |

[ I

| Address | MAQUY5-KOJVPE-DDCTD6-3SZYHM-EQOFF4-HTUYZU-3WQ |
| |

[ I

| Address Height | 1

| |

[ I

| Public Key | 29800CB9DF988622AD4B940F578569321F4BT7F08127C478A0C0C28ACC61BBA2C |
|

[

(continues on next page)
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Public Key Height | 1

\
1
| Importance | 2850000 |
|
[
\
[

|

1
Importance Height | 18080

I

Balance Information

Mosaic Id Relative Amount Absolute Amount Expiration Height

[ |
\ \
% %
| 04A125F887094D2A | 1,799,799,999.6
| |
| \
| |

I
|
I
Never |
|
I
|
|

1799799999600000
49DB43BI9FA374EF2 3,000 3000000 Never
Confirmation of base currency
item Description value
Enter the mosaic id in hexadecimal for- | Information on the target mosaic can
mat be obtained by specifying the mosaic
ID. In the example here
04A125F887094D2A
Divisibility can be checked at Divisibility.
In the following, divisibility is 6.
symbol-cli mosaic info
? Enter the mosaic id in hexadecimal format: > (node:163) [DEP0091] DeprecationWarning:
crypto.DEFAULT_ENCODING is deprecated.
(node:163) [DEP0010] DeprecationWarning: crypto.createCredentials is deprecated. Use

tls.createSecureContext instead.

(node:163) [DEP0011] DeprecationWarning: crypto.Credentials is deprecated. Use tls.
—SecureContext instead.

v Enter the mosaic id in hexadecimal format: - 04A125F887094D2A

Mosaic Information

i Property i Value

i Record Id i 609DEB554D4B851AA429AE2C i
i Mosaic Id i 04A125F887094D2A

i Divisibility i 6 i
\ | |
i Transferable i true i
i Supply Mutable i false i
i Height i 1 i

(continues on next page)
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Expiration Never

Owner MAOS5AR-GSMLGK-ZCDV35-IJWDVL-JFOCZT-XHM3KJ-RHA

Supply (Absolute) 8998999998000000

8,998,999,998

|
|
|
|
|
|
|
|
|
|
Supply (Relative) |
|

Send the base currency

Try to send the base currency 1000cat.currency to the registered account (Profile mijin-a).

item value

Mosaic cat.currency

transfer amount 1000000000(1000.000000 since divisibility is 6)
Forwarding address (Profile mijin-a) | MA36BR-7DCFZT-65BQZP-TM5QND-EZKSB7-HNE4DU-6TI

item Description value
Enter your wallet password Please specify the password you have | optional
set
Mosaics to transfer | After adding two colons to the mosaic | @cat.currency::1000000000
in the format (mosai- | ID (or alias) to be transferred, specify
cld(hex)|@aliasName)::absoluteAmount| the transfer AMOUNT.
Enter the recipient address or @alias Specify the forwarding address MA36BR-7DCFZT-65BQZP-TM5QND-
EZKSB7-HNE4DU-6TI
Enter a message A message can be added to the transfer | optional
transaction
Enter the maximum fee (absolute 0
amount) . . .
Specifies the transaction fee. This
changes with the commission mode.
With commission 20000 or so
(0.2cat.currency)
No commission 0
Select the transaction announce mode | Specifies how transactions are an- | normal
nounced.

Here the transaction fee is set to 0, but if there is a fee, the transaction fee will be charged, so you will
need about 200000 instead of 0.

The fee calculation method will be the same as for Symbol.

<https://docs.symbol.dev/concepts/fees.html#transaction-fee>

$ symbol-cli transaction transfer —--profile mijin-harvest

? Enter your wallet password: > (node:196) [DEP0091] DeprecationWarning: crypto.
—DEFAULT_ENCODING is deprecated.
(node:196) [DEP0010] DeprecationWarning: crypto.createCredentials is deprecated. Use

(continues on next page)
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tls.createSecureContext instead.

(node:196) [DEP0011] DeprecationWarning: crypto.Credentials is deprecated. Use tls.

—SecureContext instead.

v Enter your wallet password: ‘- ***xxxxx

v Mosaics to transfer in the format (mosaicId(hex) |@aliasName) ::absoluteAmount, (Ex:

sending 1 symbol.xym, @symbol.xym::1000000). Add multiple mosaics separated by commas:
@cat.currency::1000000000

v Enter the recipient address or Qalias: *** MA36BR-7DCFZT-65BQZP-TM5QND-EZKSB7-HNE4DU-
—06TI
v Enter a message:
v Enter the maximum fee (absolute amount): ** 0
v Select the transaction announce mode: > normal
TRANSFER
Max fee: 0
Network type: MIJIN

Deadline: 2021-05-17 17:46:42.643
Recipient: MA36BR-7DCFZT-65BQZP-TM5QND-EZKSB7-HNE4DU-6TI
Message: N/A

Mosaic (1/1): 1,000,000,000 cat.currency (85BBEA6CC462B244)

Signature details

BO0O0O0O0O0O0O0O0O0O00O00071EOE34240C563025C466C31BFAS95D6DA4CADFFBOAD29A3
B2EFF280AD596BDA4CF5DC01B3654D9C34F56346B5DF41112EF27858C0EDLIFCE
CF409B5A450FC30E29800CB9DF988622AD4B940F578569321F4B7F08127C478A
0COC28ACC61B8A2C000000000160544100000000000000005382BC300E000000
6037E0C7E311733F7430CBE6CEC1IA3265520FCED27074F4D0000010000000000
44B262C46CEABB8500CASA3B00000000

Payload:

Hash: 864EF99D58E8DA837879D85DE08DF29398766E04F967F09732A2FD02115469FB

Signer: 29800CBI9DF988622AD4B940F578569321F4B7F08127C478A0C0C28ACC61B8A2ZC

[
|
|
[
\
|
I
\
|
[
|
|
[
\
|
I
\
|
[
|
|
[
|
|
I
\
|
|
\
|
|
|
[
|
|
I
\
L

v Do you want to announce this transaction? ' yes
SUCCESS Transaction announced correctly

TIP To check if the network confirms or rejects the transaction, run the command
—'sympbol-cli transaction status'

Check your profile mijin-a account.
You can confirm that you have 1000cat.currency.

symbol-cli account info —--profile mijin
' Processing(node:207) [DEP0091] DeprecationWarning: crypto.DEFAULT_ENCODING is
deprecated.

(continues on next page)
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(node:207) [DEP0010] DeprecationWarning: crypto.createCredentials is deprecated. Use
tls.createSecureContext instead.

(node:207) [DEP0011] DeprecationWarning: crypto.Credentials is deprecated. Use tls.
—SecureContext instead.

! Processing

Account Information

Property | Value
| |
1 \
Address | MA36BR-7DCFZT-65BQZP-TM5QND-EZKSB7-HNE4DU-6TI
| |
1 \
Address Height | 959
| |
1 \

|
I
Public Key Height | 959 |
|
I

Importance | 0

[
\
|
[
\
|
[
\
%
| Public Key | 707902962A0A2E32226243D1E7B98D2DD40261E9D3649543E7C28A0F024D4A38 |
|
[
\
|
[
\
|
[
\
|

|
1
Importance Height | 0
!

Balance Information

Mosaic Id Relative Amount Absolute Amount

04A125F887094D2A 1000000000

T
\
|
[
|
|

3.3 Troubleshooting

mijin Catapult(v.2) troubleshooting is summarized here.

3.3.1 mijin Catapult(v.2) node resynchronization

mijin Catapult(v.2) node has stopped synchronizing for some reason, etc. This section describes the
resynchronization procedure.

3.3.1.1 target

+ Node blocking is not progressing.
» No longer able to check in /node/peers.

« Some containers are Exit in the docker-compose ps command and cannot be recovered.
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3.3.1.2 Step.1
Remote login to the node.

If you want to log in to AWS MarketPlace’s mijin Catapult(v.2), you can use mijin Catapult(v.2) EC2
instance login how to.

3.3.1.3 Step.2

Switch to the ‘catapult’user running mijin.

$ sudo su - catapult
catapult@apil:~$

3.3.1.4 Step.3

Go to the directory where the mijin startup files are located.
Note that the directories are different for APl and PEER nodes.

Node Directory
API/Dual | mijin-catapult-package/package/api/catapult/
PEER mijin-catapult-package/package/peer/catapult/

For APl nodes, move as follows

catapult@apil:~$ cd mijin-catapult-package/package/api/catapult/
catapult@apil:~/mijin-catapult-package/package/api/catapult$

3.3.1.5 Step.4

Mijin launches multiple containers by docker.
Check multiple containers.

For API nodes

Four containers are running. Make sure that all States are Up. If there is something wrong, the state will
be Exit instead of Up and you will be in a down state.

catapult@apil:~/mijin-catapult-package/package/api/catapult$ docker-compose ps

Name Command State Ports
PR
catapult_api-node-broker_1 bash -c /bin/bash /scripts ... Up
catapult_api-node_1 bash -c perl /scripts/wait ... Up 0.0.0.0:7900—>
—7900/tcp
catapult_db_1 docker-entrypoint.sh bash ... Up 27017/tcp
catapult_rest—-gateway_1 docker—-entrypoint.sh ash - ... Up 0.0.0.0:3000—>
—3000/tcp
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In the case of PEER node

One container is activated.
Make sure that all States are Up.
If there is some abnormality, it will be Exit instead of Up and will be in a down state.

catapult@peerl:~/mijin-catapult-package/package/peer/catapult$ docker-compose ps

Name Command State Ports
catapult_peer-node_1 bash -c /bin/bash /scripts ... Up 0.0.0.0:7900->7900/tcp
3.3.1.6 Step.5

Stop and re-start all mijin containers using docker-compose.

All containers stopped

catapult@apil:~/mijin-catapult-package/package/api/catapult$ docker-compose down

Stopping catapult_rest-gateway_1l ... done
Stopping catapult_api-node_1 ... done
Stopping catapult_db_1 ... done
Removing catapult_api-node-broker_1 ... done
Removing catapult_rest-gateway_1 ... done
Removing catapult_api-node_1 ... done
Removing catapult_db_1 ... done

Removing network catapult_default

After stopping, check the lock file and delete it if any.

catapult@apil:~/mijin-catapult-package/package/api/catapult$ 1ls -la /mnt/mijin/blocks/
—data/*.lock

7777777777 1 catapult catapult 0 Jul 14 02:17 /mnt/mijin/blocks/data/broker.lock
—————————— 1 catapult catapult 0 Jul 14 02:17 /mnt/mijin/blocks/data/server.lock

If a lock file exists after the stop as shown above, it is considered to have stopped abnormally.
Therefore, delete the lock file.

$ rm -rf /mnt/mijin/blocks/data/broker.lock /mnt/mijin/blocks/data/server.lock
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re-start

$ docker-compose up -d

Creating network "catapult default" with the default driver
Creating catapult_db_1 ... done

Creating catapult_rest-gateway_1 done

Creating catapult_api-node-broker_1 done

Creating catapult_api-node_1 done

After startup, execute the items in Step.4 and make sure all containers are Up.
If you are in a similar situation, go to Step.9.

3.3.1.7 Step.6

Reset and recover block data on anode. Ifin aredundant state, data can be automatically retrieved and
recovered from other nodes.

All containers stopped

S docker-

Stopping
Stopping
Stopping
Removing
Removing
Removing
Removing
Removing

compose down
catapult_rest—-gateway_1
catapult_api-node_1

catapult_db_1 ...

catapult_api-node-broker_ 1
catapult_rest-gateway_1
catapult_api-node_1
catapult_db_1

network catapult_default

done

done

done
done
done
done
done

Delete block data and mongo data

The catapult user that mijin is running as does not have sudo privileges and cannot delete directories.
Therefore, grant the catapult user sudo privileges.
This sudo setting is required only for the first time.

catapult A—H—|T sudo VER% {593 Grant sudo privileges to the catapult user

# catapult A—H—NSOJFT b+ Log out of catapult user

$ logout

# root A—H—|ZXAYF Switch to root user

$ sudo su -

#

# echo "catapult ALL=(ALL) NOPASSWD:ALL" > /etc/sudoers.d/catapult
# catapult A—Y—ICXAwF Switch to catapult user

# su — catapult

Delete block data with sudo privileges.

$ sudo rm -rf /mnt/mijin/blocks/data

If API nodes are targeted, mongo data deletion is also required
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$ sudo rm -rf /mnt/mijin/mongo/db

Execute recovery commands

Go to the file with docker-compose and run the RECOVER script.
When the API node is the target

catapult@apil:~$ cd mijin-catapult-package/package/api/catapult/
catapult@apil:~/mijin-catapult-package/package/api/catapults$

When the PEER node is the target

catapult@peerl:~$ cd mijin-catapult-package/package/peer/catapult/
catapult@peerl:~/mijin-catapult-package/package/peer/catapults$

Execute scripts. (Common)

catapult@apil:~/mijin-catapult-package/package/api/catapult$ bash scripts/recover.sh
2021/07/14 02:52 Start: mijin Recovery

2021/07/14 02:52 Check: /home/catapult/mijin-catapult-package/package/api/catapult
2021/07/14 02:52 Check: /home/catapult/mijin-catapult-package/package/api/catapult OK
2021/07/14 02:52 Check: Started docker?

2021/07/14 02:52 Check: Started docker Stop OK

2021/07/14 02:52 Check: Block Directory

2021/07/14 02:52 Check: Block Directory Empty OK

2021/07/14 02:52 Start: Make Block Directory

2021/07/14 02:52 Check: mongo Directory

2021/07/14 02:52 Check: mongo Directory OK

2021/07/14 02:52 Start: Make mongo Directory

2021/07/14 02:52 Start: Create mongo Init Data

about to fork child process, waiting until server is ready for connections.

forked process: 10

child process started successfully, parent exiting

[+] Preparing db

MongoDB shell version v4.2.5

connecting to: mongodb://localhost:27017/catapult?compressors=disableds&
—gssapiServiceName=mongodb

Implicit session: session { "id" : UUID("c296d026-dfdf-4ea2-ba03-91d7404e21c9") 1}
MongoDB server version: 4.2.5

Loading LockHash

Loading LockSecret

Loading Metadata

Loading Mosaic

Loading Multisig

Loading Namespace

Loading RestrictionAccount

Loading RestrictionMosaic

===== accountRestrictions INDEXES =====
{ "_id" : 1 }

{ "accountRestrictions.address" : 1 }
===== agccounts INDEXES =====

{ "_id" : 1 }

{ "account.publicKey" : 1 }

{ "account.address" : 1 }

===== addressResolutionStatements INDEXES =====

(continues on next page)
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{ "_id" 1}
{ "statement.height" 1, "statement.unresolved" : 1 }
===== blocks INDEXES =====
{ "_id" 1}
{ "block.signerPublicKey" : 1 }
{ "block.timestamp" -1}
{ "block.height" -1}
{ "block.type" 1, "block.height" -1 }
{ "block.signerPublicKey" : 1, "block.height" -1}
{ "block.beneficiaryAddress" : 1, "block.height" -1 }
===== finalizedBlocks INDEXES =====
{ "_id" 1}
{ "block.finalizationEpoch" -1}
{ "block.height" -1 }
===== hashLocks INDEXES =====
{ "_id" 1}
{ "lock.hash" 1}
{ "lock.ownerAddress" : 1 }
===== metadata INDEXES =====
{ "_id" 1}
{ "metadataEntry.compositeHash" : 1 }
{
"metadataEntry.sourceAddress" 1,
"metadataEntry.metadataType" 1,
"metadataEntry.scopedMetadataKey" : 1
}
{
"metadataEntry.targetAddress" 1,
"metadataEntry.metadataType" 1,
"metadataEntry.scopedMetadataKey" : 1
i3
===== mosaicResolutionStatements INDEXES =====
{ "_id" 1}
{ "statement.height" : 1, "statement.unresolved" : 1 }
===== mosaicRestrictions INDEXES =====
{ "_id" 1}
{ "mosaicRestrictionEntry.compositeHash" : 1 }
===== mosaics INDEXES =====
{ "_id" 1}
{ "mosaic.id" 1}
{ "mosaic.ownerAddress" : 1 }
===== multisigs INDEXES =====
{ "_id" : 1}
{ "multisig.accountAddress" : 1 }
===== namespaces INDEXES =====
{ "_id" : 1}
{ "namespace.levelO" 1, "meta.index" : 1, "namespace.depth" 1}
{
"meta.latest" -1,
"meta.index" 1,
"namespace.levelO" 1,
"namespace.depth" : 1
}
{ "meta.latest" -1, "namespace.levell” 1, "namespace.depth" 1}
{ "meta.latest" -1, "namespace.level2" 1, "namespace.depth" 1}
{ "meta.latest" -1, "namespace.ownerAddress" 1}
===== partialTransactions INDEXES =====

(continues on next page)

3.3. Troubleshooting

172




mijin Deployment Guide, Release 1.3

(continued from previous page)

"oign 1 }

"transaction.signerPublicKey" 1,

1,

{

{ "oid"
{ "transaction.recipientAddress" "oid"
{ "meta.hash" 1}

{ "meta.addresses" : 1 }

{ "meta.aggregateId" : 1

{ "meta.aggregateHash"

secretLocks TNDEXES
{ "_id" 1}

{ "lock.compositeHash" : 1 }
{ "lock.ownerAddress" 1}

{ "7id" l }

"statement.height" 1,
"statement.source.primaryId"
"statement.source.secondaryId" : 1

transactionStatuses INDEXES
{ "_id" 1}

{ "status.hash" 1 3

{ "status.deadline" -1 }
transactions INDEXES
"oid" 1}
"transaction.signerPublicKey"
"transaction.recipientAddress"
"meta.hash" 1}
"meta.addresses" : 1
"meta.aggregateId"
"meta.height" -1}

1,
1,

"7id"
Hiid"

[EN
-

"transaction.deadline" -1 }
"transaction.cosignatures.signerPublicKey"
"transaction.id" : 1, "transaction.type"
===== unconfirmedTransactions INDEXES =====
{ "_id" 1}
{ "transaction.signerPublicKey" 1, "_id"
{ "transaction.recipientAddress" 1, "_id"
{ "meta.hash" 1}
{ "meta.addresses" : 1 }
{ "meta.aggregateId" : 1 }
{ "meta.aggregateHash" 1}
bye
[.] (exit code: 0)
/

[+] db prepared, checking account indexes
MongoDB shell version v4.2.5

connecting to: mongodb://localhost:27017/catapult?compressors=disableds

—gssapiServiceName=mongodb

Implicit session: session { "id"
MongoDB server version: 4.2.5
[
{
"v" 2,
llkey" . {
"_id" o 1

ty

UUID ("a9d9d654-d0c9-4760-b£f52-94138£4c6871") }

(continues on next page)
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"name" "_id_",
"ns" "catapult.accounts"
}I
{
"v" o 2,
"key" : {
"account .publicKey" : 1
}I
"name" "account.publicKey_1",
"ns" "catapult.accounts"
}I
{
"v" o 2,
"unique" true,
"key" : {
"account.address" : 1
}I
"name" "account.address_1",
"ns" "catapult.accounts"

]

2021-07-14T02:52:54.345+0000 I

force-enable TLS

NetworkInterface startup

killing process with pid: 10
mijin docker-compose

2021/07/14 02:52 Start:

1.0 specify —--sslDisabledProtocols
2021-07-14T02:52:54.349+0000 W ASIO

CONTROL [main]

[main]

Automatically disabling TLS 1.0, to
'none’'
No TransportlLayer configured during

Creating network "catapult_default" with the default driver
Creating catapult_db_1 done
Creating catapult_api-node-broker_1 done
Creating catapult_rest-gateway_1 done
Creating catapult_api-node_1 done
2021/07/14 02:52 End: ALL Success
3.3.1.8 Step.7
Check the operation.
Confirmation of container operation
Make sure that all States are Up.
$ docker-compose ps
Name Command State Ports
i ———
catapult_api-node-broker_1 bash -c /bin/bash /scripts Up
catapult_api-node_1 bash —-c perl /scripts/wait Up 0.0.0.0:7900—>
—7900/tcp
catapult_db_1 docker-entrypoint.sh bash Up 27017/tcp
catapult_rest-gateway_1 docker-entrypoint.sh ash - Up 0.0.0.0:3000->

—3000/tcp
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Check to see if the block is progressing.

Check to see if the blocks are stacked.
Run it on other nodes to see if they are progressing in the same block.

For APl nodes

catapult@apil:~/mijin-catapult-package/package/api/catapult$ docker-compose logs —-—
—~tail=20 api-node| grep heights

api-node_1 | 2021-07-14 02:59:36.958509 0x00007£95631c8700: <info>
(chain::ChainSynchronizer.cpp@217) peer returned 1 blocks (heights 400 - 400)
api-node_1 | 2021-07-14 02:59:36.958645 0x00007£95631c8700: <debug>

(disruptor::Disruptor.cpp@43) disruptor queuing element 27 (1 blocks (heights 400 -
400) [00000000] from Remote_Pull with size 424B)

api-node_1 | 2021-07-14 02:59:37.046493 0x00007£953bfff700: <info>
(disruptor::ConsumerDispatcher.cpp@44) completing processing of element 27 (1 blocks
(heights 400 - 400) [F15ACAAQ0] from Remote_Pull with size 424B), last consumer is 0
elements behind

In the case of PEER node

$ docker—-compose logs --tail=20 peer-node| grep heights

peer-node_1 | 2021-07-14 03:00:26.168343 0x00007£fb1c396a700: <debug>
(disruptor::Disruptor.cpp@43) disruptor queuing element 942 (1 blocks (heights 403 -
403) [00000000] from Remote_Push with size 376B)

peer-node_1 | 2021-07-14 03:00:26.257224 0x00007fbla57fa700: <info>
(disruptor::ConsumerDispatcher.cpp@44) completing processing of element 942 (1 blocks
(heights 403 - 403) [5C675B6B] empty from Remote_Push with size 376B), last consumer is
0 elements behind

peer-node_1 | 2021-07-14 03:00:26.317777 0x00007£fb1c3169700: <debug>
(disruptor::Disruptor.cpp@43) disruptor queuing element 943 (1 blocks (heights 403 -
403) [00000000] from Remote_Push with size 376B)

peer-node_1 | 2021-07-14 03:00:26.368263 0x00007fbla57fa700: <info>
(disruptor::ConsumerDispatcher.cpp@44) completing processing of element 943 (1 blocks
(heights 403 - 403) [5C675B6B] from Remote_Push with size 376B), last consumer is 0
elements behind

For API nodes, check if rest can connect

Check if node information can be obtained.

$ curl -Ss http://localhost:3000/node/info | jg -r
{
"version": 16777216,
"publicKey": "E4BF3706483B4D42243F3DCB2625021C3E3AE7C253CC466154EEDEF9775012C20",
"networkGenerationHashSeed":
—"2DE20B93EBEO048A3BA132CC9874BCABBC21C87E18FE9836B8D5D002E57640D4B",

"roles": 70,

"port": 7900,

"networkIdentifier": 96,

"host": "apil.mijin.internal",

"friendlyName": "apil.mijin.internal",

"nodePublicKey": "27E7EEAF5819493D60CA848BAA48145A1A97TDF63596ED41394563C791303C778"
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3.3.2 Check the node log for mijin Catapult(v.2).

mijin Catapult(v.2) This is the procedure up to checking the logs of a node.

3.3.2.1 target

+ Node blocking is not progressing.

+ Thereisan errorand | can’t figure out the cause.
3.3.2.2 Step.1
Remote login to the node.

If you want to log in to AWS MarketPlace’s mijin Catapult(v.2), you can use mijin Catapult(v.2) EC2
instance login how to.

3.3.2.3 Step.2

Switch to the ‘catapult’user running mijin.

$ sudo su — catapult
catapult@apil:~$

3.3.2.4 Step.3

Go to the directory where the mijin startup files are located.
Note that the directories are different for APl and PEER nodes.

Node Directory
API/Dual | mijin-catapult-package/package/api/catapult/
PEER mijin-catapult-package/package/peer/catapult/

For API nodes, move as follows

catapult@apil:~$ cd mijin-catapult-package/package/api/catapult/
catapult@apil:~/mijin-catapult-package/package/api/catapults$

3.3.2.5 Step.4

Mijin launches multiple containers by docker. Check multiple containers.
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For API nodes

Four containers are activated.
Make sure that all States are Up.

catapult@apil:~/mijin-catapult-package/package/api/catapult$ docker-compose ps

Name Command State Ports
P
catapult_api-node-broker_1 bash -c¢ /bin/bash /scripts ... Up
catapult_api-node_1 bash -c perl /scripts/wait ... Up 0.0.0.0:7900—>
—7900/tcp
catapult_db_1 docker-entrypoint.sh bash ... Up 27017/tcp
catapult_rest—gateway_1 docker—-entrypoint.sh ash - ... Up 0.0.0.0:3000—>
—3000/tcp

For PEER node

One container is activated.
Make sure that all States are Up.

catapult@peerl:~/mijin-catapult-package/package/peer/catapult$ docker-compose ps

Name Command State Ports
catapult_peer—-node_1 bash -c¢ /bin/bash /scripts ... Up 0.0.0.0:7900->7900/tcp
3.3.2.6 Step.5

The logs can be checked with the following command using docker-compose.

docker—-compose logs

To learn more about docker-compose, please visit the following sites
https://docs.docker.com/compose/

Below is an example of how to check.
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Check the last XX line logs for each container

docker—-compose logs —--tail=10

catapult@apil:~/mijin-catapult-package/package/api/catapult$ docker-compose logs —-—
—tail=10

Attaching to catapult_rest-gateway_1, catapult_api-node_1, catapult_api-node-broker_1,
catapult_db_1

api-node-broker_1 | 2021-06-14 00:41:32.447154 0x00007£59efb66700: <debug>
(subscribers: :BrokerMessageReaders.h@R90) preparing to process 1 messagesfrom /data/
—spool/block_change

api-node-broker_1 | 2021-06-14 00:41:32.447137 0x00007£59e£365700: <debug>
(subscribers: :BrokerMessageReaders.h@R90) preparing to process 2 messagesfrom /data/
—spool/state_change

api-node-broker_1 | 2021-06-14 00:41:50.955992 0x00007£59efb66700: <debug>
(subscribers: :BrokerMessageReaders.h@90) preparing to process 1 messagesfrom /data/
—spool/block_change

api-node-broker_1 | 2021-06-14 00:41:50.955975 0x00007£59e£f365700: <debug>
(subscribers: :BrokerMessageReaders.h@90) preparing to process 2 messagesfrom /data/
—spool/state_change

api-node-broker_1 | 2021-06-14 00:42:05.963816 0x00007£59efb66700: <debug>
(subscribers: :BrokerMessageReaders.h@90) preparing to process 2 messagesfrom /data/
—spool/state_change

api-node-broker_1 | 2021-06-14 00:42:05.966239 0x00007£59ef365700: <debug>
(subscribers: :BrokerMessageReaders.h@90) preparing to process 1 messagesfrom /data/
—spool/block_change

api-node-broker_1 | 2021-06-14 00:42:23.972546 0x00007£59efb66700: <debug>
(subscribers: :BrokerMessageReaders.h@R90) preparing to process 2 messagesfrom /data/
—spool/state_change

api-node-broker_1 | 2021-06-14 00:42:23.972928 0x00007£59e£365700: <debug>
(subscribers: :BrokerMessageReaders.h@90) preparing to process 1 messagesfrom /data/
—spool/block_change

api-node-broker_1 | 2021-06-14 00:42:41.982065 0x00007£59e£f365700: <debug>
(subscribers: :BrokerMessageReaders.h@90) preparing to process 1 messagesfrom /data/
—spool/block_change

api-node-broker_1 | 2021-06-14 00:42:41.982048 0x00007£59efb66700: <debug>
(subscribers: :BrokerMessageReaders.h@90) preparing to process 2 messagesfrom /data/
—spool/state_change

api-node_1 | 2021-06-14 00:42:41.523496 0x00007f1bdad429700: <debug>
(chain::CompareChains.cpp@l119) comparing chain scores: 7676859692801638166 (local) vs
7676974281840495032 (remote)

api-node_1 | 2021-06-14 00:42:41.523569 0x00007f1bdad429700: <debug>
(chain::CompareChains.cpp@l145) comparing hashes with local height 67006, starting height
66976, max hashes 1440

api-node_1 | 2021-06-14 00:42:41.529042 0x00007flbdac2a700: <debug>
(chain::ChainSynchronizer.cpp@309) pulling blocks from remote with common height 67006
(fork depth = 0) from DECI1EF1767E76BC31DF2FDADC75C23F6FDAGECCB22554E4F4C790F81F869F797
@ 10.0.3.199

api-node_1 | 2021-06-14 00:42:41.618591 0x00007flbdac2a700: <info>
(chain::ChainSynchronizer.cpp@217) peer returned 1 blocks (heights 67007 - 67007)
api-node_1 | 2021-06-14 00:42:41.618764 0x00007fl1lbdac2a700: <debug>

(chain::ChainSynchronizer.cpp@223) completing chain synchronization withl blocks (fork
depth = 0)

api-node_1 | 2021-06-14 00:42:41.618805 0x00007flbdac2a700: <debug>
(disruptor::Disruptor.cpp@43) disruptor queuing element 66554 (1 blocks (heights 67007
- 67007) [00000000] from Remote_ Pull with size 376B)

api-node_1 | 2021-06-14 00:42:41.618960 0x00007flbdac2a700: <info>

(continues on next page)
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(chain::RemoteApiForwarder.h@69) completed 'synchronizer task' (peer2.mijin.internal @
peer2.mijin.internal:7900) with result Success

api-node_1 | 2021-06-14 00:42:41.676588 0x00007£f1bb0f£9700: <debug>
(cache::SupplementalDataStorage.cpp@32) wrote last recalculation height 67000 last
finalized height 66976 dynamic fee multiplier 0 total transactions 34 (score = [0,
7676974281840495032], height = 67007)

api-node_1 | 2021-06-14 00:42:41.714555 0x00007£f1bb07£8700: <info>

(disruptor::ConsumerDispatcher.cpp@44) completing processing of element 66554 (1 blocks
(heights 67007 - 67007) [833B95DA] from Remote_Pull with size 376B), last consumer is 0
elements behind

api-node_1 | 2021-06-14 00:42:50.247964 0x00007flbdac2a700: <debug>
(chain::RoundContext.cpp@89) not completable - Erv == g(Vrv) and descendant can reach
g(Crv) (total weight 15000000, cumulative precommit weight 3000000)

db_1 | 2021-06-02T09:37:24.913+0000 I NETWORK [listener] connection
accepted from 172.20.0.9:47924 #16 (15 connections now open)

db_1 | 2021-06-02T09:37:24.9134+40000 I NETWORK [connl6] received client
metadata from 172.20.0.9:47924 connl6: { driver: { name: "nodejs", version: "3.6.0" },
os: { type: "Linux", name: "linux", architecture: "x64", version: "5.4.0-1029-aws" },
platform: "'Node.js v12.18.1, LE (legacy)" }

db_1 | 2021-06-02T09:39:05.968+0000 I NETWORK [listener] connection
accepted from 172.20.0.9:47942 #17 (16 connections now open)

db_1 | 2021-06-02T09:39:05.969+0000 I NETWORK [connl7] received client
metadata from 172.20.0.9:47942 connl7: { driver: { name: "nodejs", version: "3.6.0" },
os: { type: "Linux", name: "linux", architecture: "x64", version: "5.4.0-1029-aws" },
platform: "'Node.js v12.18.1, LE (legacy)" }

db_1 | 2021-06-02T09:42:43.866+0000 I NETWORK [listener] connection
accepted from 172.20.0.9:47948 #18 (17 connections now open)

db_1 | 2021-06-02T09:42:43.869+0000 I NETWORK [connl8] received client
metadata from 172.20.0.9:47948 connl8: { driver: { name: "nodejs", version: "3.6.0" },
os: { type: "Linux", name: "linux", architecture: "x64", version: "5.4.0-1029-aws" },
platform: "'Node.js v12.18.1, LE (legacy)" }

db_1 | 2021-06-08T05:37:00.594+0000 I NETWORK [listener] connection
accepted from 172.20.0.9:58874 #19 (18 connections now open)

db_1 | 2021-06-08T05:37:00.596+0000 I NETWORK [connl19] received client
metadata from 172.20.0.9:58874 connl9: { driver: { name: "nodejs", version: "3.6.0" },
os: { type: "Linux", name: "linux", architecture: "x64", version: "5.4.0-1029-aws" },
platform: "'Node.js v12.18.1, LE (legacy)" }

db_1 | 2021-06-12T02:52:21.3054+0000 I NETWORK [listener] connection
accepted from 172.20.0.9:37814 #20 (19 connections now open)

db_1 | 2021-06-12T02:52:21.310+0000 I NETWORK [conn20] received client
metadata from 172.20.0.9:37814 conn20: { driver: { name: "nodejs", version: "3.6.0" },
os: { type: "Linux", name: "linux", architecture: "x64", version: "5.4.0-1029-aws" },
platform: "'Node.js v12.18.1, LE (legacy)" }

rest—-gateway_1 | > node _build/index.js "/userconfig/rest.json"

rest—-gateway_1

rest-gateway_1 | [winston] Attempt to write logs with no transports {"message":
—"loading config from /userconfig/rest.json","level":"info"}

rest—-gateway_1 | info: loading config from /userconfig/rest.json

rest-gateway_1 | verbose: finished loading rest server config {"network":{"name":
—"mijin", "description":"mijin network"}, "port":3000, "crossDomain":{"allowedHosts": ["*
—~"],"allowedMethods": ["GET", "POST", "PUT", "OPTIONS"] }, "extensions": ["accountLink",
—"aggregate", "lockHash", "lockSecret", "mosaic", "metadata", "multisig", "namespace",
—"receipts","restrictions", "transfer"], "db":{"url":"mongodb://db:27017/", "name" :
—"catapult", "pageSizeMin":10, "pageSizeMax":100, "maxConnectionAttempts":7,
—"baseRetryDelay":750}, "apiNode":{"host":"api-node", "port":7900,
—"tlsClientCertificatePath":"/userconfig/resources/cert/node.crt.pem",
—"tlsClientKeyPath":"/userconfig/resources/cert/node.key.pem","tlsCaCertificatePath":

(continues on next page)
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—"/userconfig/resources/cert/ca.cert.pem", "timeout":1000, "networkPropertyFilePath":"/
—api-node-config/config-network.properties", "nodePropertyFilePath":"/api—-node-config/
—config-node.properties"}, "websocket":{"mg":{"host":"api—-node-broker", "port":7902,

—"monitorInterval":500, "connectTimeout":10000, "monitorLoggingThrottle":60000},
—"allowOptionalAddress":true}, "throttling":{"burst":100, "rate":30},"logging":{"console
—":{"formats":["colorize","simple"],"level":"verbose", "handleExceptions":true},"file":
—{"formats": ["prettyPrint"],"level":"verbose", "handleExceptions":true,"filename":
—"catapult-rest.log", "maxsize":20971520, "maxFiles":100}}, "numBlocksTransactionFeeStats
—":300, "timestamp":"2021-06-02T09:27:19.3362"}

rest-gateway_1 | info: connecting to mongodb://db:27017/ (database:catapult) {
—"timestamp":"2021-06-02T09:27:19.4072"}
rest—-gateway_1 | (node:24) DeprecationWarning: current Server Discovery and

Monitoring engine is deprecated, and will be removed in a future version. To use the new
Server Discover and Monitoring engine, pass option { useUnifiedTopology: true } to the
MongoClient constructor.

rest-gateway_1 | verbose: connected to mongo at mongodb://db:27017/catapult {
—"timestamp":"2021-06-02T09:27:19.4432"}

rest—-gateway_1 | info: registering routes {"timestamp":"2021-06-02T09:27:19.4452"}
rest-gateway_1 | info: listening on port 3000 {"timestamp":"2021-06-02T09:27:19.4627%

oy n}

Checks for each specified container

By specifying the hostname of a container, the log output is focused on a specific container.
Host names are fixed.

api-node

peer-node

api-node-broker
« db

rest-gateway

docker—-compose logs [])7_'7'% Container name]

catapult@apil:~/mijin-catapult-package/package/api/catapult$ docker-compose logs rest-—
—gateway

Attaching to catapult_rest-gateway_1

rest—-gateway_1

rest-gateway_1 | > catapult-api-rest@0.0.0 start /app/catapult-rest/rest
rest-gateway_1 | > node _build/index.js "/userconfig/rest.json"

rest—-gateway_1

rest-gateway_1 | [winston] Attempt to write logs with no transports {"message":
—"loading config from /userconfig/rest.json","level":"info"}

rest-gateway_1 | info: loading config from /userconfig/rest.json

rest-gateway_1 | verbose: finished loading rest server config {"network":{"name":
—"mijin", "description":"mijin network"}, "port":3000, "crossDomain":{"allowedHosts":["*
—"],"allowedMethods": ["GET", "POST", "PUT", "OPTIONS"]}, "extensions":["accountLink",

—"aggregate", "lockHash", "lockSecret", "mosaic", "metadata", "multisig", "namespace",
—"receipts","restrictions", "transfer"], "db":{"url":"mongodb://db:27017/", "name" :
—"catapult", "pageSizeMin":10, "pageSizeMax":100, "maxConnectionAttempts":7,
—"baseRetryDelay":750}, "apiNode":{"host":"api—-node", "port":7900,

(continues on next page)
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—"tlsClientCertificatePath":"/userconfig/resources/cert/node.crt.pem",
—"tlsClientKeyPath":"/userconfig/resources/cert/node.key.pem", "tlsCaCertificatePath":
—"/userconfig/resources/cert/ca.cert.pen", "timeout":1000, "networkPropertyFilePath":"/
—api-node-config/config-network.properties", "nodePropertyFilePath":"/api-node-config/
—config-node.properties"}, "websocket":{"mg":{"host":"api-node-broker", "port":7902,
—"monitorInterval":500, "connectTimeout":10000, "monitorLoggingThrottle":60000},
—"allowOptionalAddress":true}, "throttling":{"burst":100, "rate":30},"logging":{"console
<":{"formats":["colorize","simple"],"level":"verbose", "handleExceptions":true},"file":
—{"formats": ["prettyPrint"],"level":"verbose", "handleExceptions":true,"filename":
—"catapult-rest.log", "maxsize":20971520, "maxFiles":100}}, "numBlocksTransactionFeeStats
—":300, "timestamp":"2021-06-02T09:27:19.3362"}

rest-gateway_1 | info: connecting to mongodb://db:27017/ (database:catapult) {
—"timestamp":"2021-06-02T09:27:19.4072"}
rest-gateway_1 | (node:24) DeprecationWarning: current Server Discovery and

Monitoring engine is deprecated, and will be removed in a future version. To use the new
Server Discover and Monitoring engine, pass option { useUnifiedTopology: true } to the
MongoClient constructor.

rest—-gateway_1 | verbose: connected to mongo at mongodb://db:27017/catapult {
—"timestamp":"2021-06-02T09:27:19.4432"}

rest-gateway_1 | info: registering routes {"timestamp":"2021-06-02T09:27:19.4452"}
rest—gateway_1 | info: listening on port 3000 {"timestamp":"2021-06-02T09:27:19.462%

<4>"}

3.3.3 Update encrypted communication between nodes

This chapter describes how to update certificates used for inter-node communication.

Note:

When you deploy mijin Catapult(v.2) via AWS MarketPlace, the initial data is backed up in the AWS
Systems Manager Parameter Store.

Note that the following parameter values are subject to update and will differ between the node and
the AWS Systems Manager Parameter Store.

The difference does not affect the operation.
« /Crown name specified at deploy time/shares/new-cert/each node/CA/[*].pem
- /Crown name specified at deploy time/shares/nemesis_addresses_harvesting.json
+ /Crown name specified at deploy time/shares/nemesis_addresses_harvesting_voting.json
+ /Crown name specified at deploy time/shares/nemesis_addresses_harvesting_vrf.json

3.3.3.1 mijin Catapult(v.2) encrypted communication between nodes

mijin Catapult(v.2) communicates between nodes using SSL encryption with TLS1.3 at TCP port/7900,
and only recognized nodes are communicated with as correct nodes.

For SSL communication, a self-signed certificate is applied to each node, and the node pre-registers
the KeyPair public key of every node’s self-signed certificate.

The KeyPair created from this self-signed certificate is also used as the authorized account that can
generate the blockchain.
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3.3.3.2 How to renew a node’s SSL certificate

The procedure for updating SSL certificates used between nodes is as follows

1. CAand signing node SSL certificate creation (used for communication between nodes)

2. Retrieve the private key from the KeyPair of the SSL certificate of 1 and issue a transaction to en-
able block generation for the node on the mijin Catapult(v.2) blockchain

3. Create a private key and a dat file for finalization tied to the private key of 2, and issue a transaction
to tie it to the private key of 2.

4. Replace the SSL certificate and dat file on the relevant node.

5. Replace the public key of the target node in the configurations of all nodes with the key of 2.

Warning:

As 0f 2022/10, the procedure for renewing SSL certificates is complex and varies from environment
to environment, so please contact mijin Support.

In the future, we plan to provide an easy way to update the data with tools.

3.4 mijin Catapult(v.2) data directory structure

This section describes the data structure of mijin.
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3.4.1 Directory of data placement

Directory Description

/home/catapult/mijin-catapult-package | Directories related to mijin config files and other packages
/mnt/mijin/blocks mijin’s block data directory

/mnt/mijin/mongo mijin’s mongo data directory

3.4.2 Structure of mijin package

3.4.2.1 API Node

/home/catapult/mijin-catapult-package

F— default

# mijin WBEREFICERTZToLI M) (T—RELTIEFRE) pirectory to be used when

building mijin (not required as data)
\ — catapult

li

T 1

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
[

e
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|
\
\
\
\
\
\
\
\
\
\
|
\
\
|
\
\
|
\
\
|
\
\
|
\
\
|
\
\
|
|
F—— package
L— api
L

\
\
\
to start docker container
\
\
\

bin-mount

F— await

F— wait

L— waitmongo

mongo

— mongoDbDrop.js

— mongoDbPrepare.js

F— mongoDeploy.sh

— mongoLockHashDbPrepare.js
— mongoLockSecretDbPrepare.js
}—— mongoMetadataDbPrepare.js
— mongoMosaicDbPrepare.ds

F— mongoMultisigDbPrepare.js
}—— mongoNamespaceDbPrepare.js
— mongoRestrictionAccountDbPrepare.ds
— mongoRestrictionMosaicDbPrepare.ds
L— mongors.sh

nemgen

L— nemgen.sh

scripts

— prepare.sh

— runServerRecover.sh

— startApiServer.sh

— startBroker.sh

L— startServer.sh

tools

F— clean-all.sh

L— clean-data.sh

catapult

L— bin-mount

# mijin WEINYT— package for building mijin
# api /J—RRBAD/INvT— Package for api node

catapult
— docker-compose.yml # docker AVTFTZHENT S compose 774 I compose file

F— scripts
\ F—— prepare.sh
| F— recover.sh # 7Oy ULy MEIZERT S XIS Script to be used when

(continues on next page)
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resetting the block
\ runServerRecover.sh

startApiServer.sh

startBroker.sh

startServer.sh

waitmongo.pl

userconfig

block-properties-file.properties # ZAXAYRX (VT xTRA) TOvI%{ERT
BBICERTSSIO/NT« 7 71)L Property file used to create the Nemesis (Genesis) block

F— resources
|
|
|
|
|
|

[TTTT

|
|
|
|
L

T

F— cert # /—F®D3AAE Node Certificates
| ca.cert.pem

| ca.pubkey.pem

| node.crt.pem

| node.full.crt.pem
| node.key.pem

— config-database.properties # T —HN—X|ZT ZHKE Database

[TTTT

Settings
| | — config-extensions-broker.properties # broker ./ —RICET 2KE
Broker node settings

| | — config-extensions-recovery.properties # JOwZUA/NUIZET 2EE
Settings for block recovery

| | — config-extensions-server.properties # ./ — R TCiCE# T DIL5REEHET 2
RIE Settings related to the extension area to be activated in the node

| | F— config-finalization.properties # 774774 AT 2EE
Finalization Settings

| | F— config-inflation.properties # 1> 7L —> 3 VICET 3&E Inflation-
—related settings

| | — config-logging-broker.properties # broker DOV ICEET 25KE
Settings for broker logging

| | — config-logging-recovery.properties # UANUDOYICET ZHEE
Recovery log settings

| | F— config-logging-server.properties # Y —/NOJI|ZET ZHKE Server log
settings

| | — config-messaging.properties # MO |CBAT BEE MO-related settings
| | — config-network.properties # mijin Fv FDJ—2JICBT 2E mijin
network settings

| | — config-networkheight.properties # %W cT7—0DTOvIE%EHB=HD
J — REDRE Set the number of nodes to know the block height of the network

| | — config-node.properties # /— RIZBT 25E Node-related settings

| | — config-pt.properties # Partial b VH O3 VI 2H|E Partial
Transaction Settings

| | — config-task.properties # XXV T ZE Task-related settings

| | F— config-timesync.properties # BFEICEAT D5E Time-related settings
| | — config-user.properties # A ML —TICEAT B/E Storage Settings

| | — peers-api.json # APT /J—RICEAT 3E API Node Settings

| | F— peers-p2p.json # PEER /—RI|ZBI T B®E PEER Node Settings

| | L— votingkey # Voting |ICfEFAS 27 71)L Files used for Voting

| | L— private_key_treel.dat

| — rest.json # rest \ICBA9 BE Settings for REST

| — transactions # Nemesis 7OV IERFICT IO YRTBMZ0H 03>
Transaction to be announced at the time of Nemesis block creation

| F— voting_tx0.bin

| | — voting_txl.bin

| | F— voting_tx2.bin

| | F— voting_tx3.bin

| | — voting_tx4.bin

(continues on next page)
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vrf_tx0
vrf_ txl
vrf_tx2
vrf_tx3
vrf_ tx4
vrf_ tx5
vrf_tx6
vrf_ tx7
vrf_tx8
vrf_ tx9

[TTTTTTTTITITTT

(

R

T

CTTT T TTE CTT

T e R R

voting_ tx5.bin
voting_tx6.bin
voting_tx7.bin
voting_ tx8.bin
voting_tx9.bin
.bin
.bin
.bin
.bin
.bin
.bin
.bin
.bin
.bin
.bin
otingkeys # £/ —R® voting 77AJl Voting files for all nodes

private_key_treel.
private_key_treel.

private_key_treel.

private_key_treel.
private_key_treel.
private_key_treel.
private_key_treel.
private_key_treel.
private_key_treel.

private_key_treel.

dat

dat

dat

dat

dat

dat

dat

dat

dat

dat

L— address.py # 7 RLZX{EHBFICE#R T 3V —)L Tools to convert when creating addresses

3.4.2.2 PEER Node

/home/catapult/mijin-catapult-package

F— default # mijin WEREICFERTZTLI N

building mijin (not required as
| L— catapult
F— bin-mount
| F— await
F— wait

L— waitmongo

F— mongoDbDrop.js

data)

— mongoDbPrepare.js

\

\

\ |

\ |

| — mongo
\ |

\ |

\ |

— mongoDeploy.sh

(?-@KL,'CU?FE) Directory to be used when

(continues on next page)
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mongoLockHashDbPrepare. js
mongoLockSecretDbPrepare.js
mongoMetadataDbPrepare.js
mongoMosaicDbPrepare.js
mongoMultisigDbPrepare.js
mongoNamespaceDbPrepare. js
mongoRestrictionAccountDbPrepare. js
mongoRestrictionMosaicDbPrepare. js
mongors.sh
gen

nemgen.sh
cripts

prepare.sh

runServerRecover.sh
startApiServer.sh

startBroker.sh

startServer.sh
1s

clean—-all.sh

clean-data.sh

[TTTTTTTT

[ 8

T
[TTTTS

o
O
O

T

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

\

F— package
L— peer

L— catapult
F— docker-compose.yml # docker AVTFZiCE#N TS compose 774 )L compose file
o start docker container
F— scripts
\ prepare.sh

|

\

|

t

|

| | recover.sh # JAv ULy MFIZHERT SR U T+ Script to be used when
resetting the block
|

|

\

|

|

|

\

1T

\ — runServerRecover.sh

| — startApiServer.sh

\ — startBroker.sh

\ I—— startServer.sh

| L— waitmongo.pl

L— userconfig
— block-properties-file.properties # RZAVRAX (V%P R) TOvI%ERT

BBICERT D TONT« 7 71)L Property file used to create the Nemesis (Genesis) block
— resources

| F— cert # /—R®DIBAZE Node Certificates

| | ca.cert.pem

| | ca.pubkey.pem

| | node.crt.pem

| | node.full.crt.pem

| | node.key.pem

| — config-database.properties # 7—XN—X|CEAT BKE Database

[TTTT

ettings

| — config-extensions-recovery.properties # JOwZUH/NUICET ZEE
ettings for block recovery

| — config-extensions-server.properties # ./ — R CiCE#T ZILRMEEHFET S
SXTE Settings related to the extension area to be activated in the node

| — config-finalization.properties # 774754 AT ZHKE
inalization Settings

| — config-harvesting.properties # /\—~NZNCET 2E Harvest—
—related settings
| | — config-inflation.properties # 1> 7L —> 3 VICE T 2%E Inflation-
—related settings
\ | — config-logging-recovery.properties # J7A/NJDOJICEEYT ZKE

n—n———————

M

—y —

(continues on next page)
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Recovery log settings

| | F— config-logging-server.properties # H—N\OJIZE T BRE Server log
settings

| | — config-messaging.properties # MO |ZBE S B25E MO-related settings
| | — config-network.properties # mijin Fv FT7—2JICBT 2E mijin
network settings

| | — config-networkheight.properties # #w c7—0DTOvIE%H22HD
J — REDERE Set the number of nodes to know the block height of the network

| | — config-node.properties # /—RICEAT 3E Node-related settings
| | F— config-pt.properties # Partial oYU a3 VICEATSKE Partial
Transaction Settings

| — config-task.properties # X RVICEAT BRE Task-related settings
| — config-timesync.properties # BFEICEAT 25KE Time-related settings
| — config-user.properties # AL —TICETB®E Storage Settings

| — peers-api.json # API /—RICEAd BEE API Node Settings

| — peers-p2p.json # PEER /— RICBIT BEKE PEER Node Settings

| L— votingkey # Voting ICfEFAS 27 71)L Files used for Voting

| L— private_key_treel.dat

— transactions # Nemesis 7AYVIERRICT OR300 3>
Transaction to be announced at the time of Nemesis block creation

voting_tx0.bin

voting_ txl.bin

voting_tx2.bin

voting_tx3.bin

voting_ tx4.bin

voting_tx5.bin

voting_tx6.bin

voting_ tx7.bin

voting_tx8.bin

voting_tx9.bin

vrf_tx0.bin

vrf_txl.bin

vrf_tx2.bin

vrf_tx3.bin

vrf_tx4.bin

vrf_tx5.bin

vrf_tx6.bin

vrf_tx7.bin

vrf_tx8.bin

vrf_tx9.bin

[TTTTTTTTTITITITTTTTT

L— votingkeys # £/ —R® voting 7 74J)l Voting files for all nodes
F— api
I el
| | L— private_key treel.dat
[
| | L— private_key_treel.dat
| =2
| L— private_key_treel.dat
L— peer
— o
\ L— private_key_treel.dat
— 1
| L— private_key_treel.dat
— 2
| L— private_key_treel.dat
— 3
‘ L

private_key_treel.dat

(continues on next page)
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| L— private_key_treel.dat

\ L— private_key_treel.dat
L— 6

L— private_key_treel.dat

L— address.py # 7 RLZX{EHBFICE#RT 3V —)L Tools to convert when creating addresses

3.4.3 Block Data Structure

/mnt/mijin/blocks/

F— data # 7OV IFz—>DF—4XFT« LU ) Blockchain Data Directory
— 00000

audit
catapult_server0000.log
commit_step.dat
importance

index.dat

logs

proof.index.dat
server.lock

spool

startup

state

statedb

summary.txt
transfer_message

voting
voting_status.dat

eed # Nemesis 7MWY Nemesis block
00000

index.dat
proof.index.dat
summary.txt

[TTTTTTTTTITITITT

L

]

[TTT

3.4.4 Mongo Data Structure

/mnt/mijin/mongo/

L— db # mongo DT—RT+« LT K mongo data directory
WiredTiger

WiredTiger.lock

WiredTiger.turtle

WiredTiger.wt

WiredTigerLAS.wt

_mdb_catalog.wt
collection-0--1310205274663118138.wt
collection-0--3714664905013916938.wt
collection-108--1310205274663118138.wt
collection-115--1310205274663118138.wt
collection-122--1310205274663118138.wt
collection-129--1310205274663118138.wt

TTTTTITTTTTT

(continues on next page)
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collection-138--1310205274663118138.wt
collection-145--1310205274663118138.wt
collection-150--1310205274663118138.wt
collection-162--1310205274663118138.wt
collection-167--1310205274663118138.wt
collection-2--1310205274663118138.wt
collection-28--1310205274663118138.wt
collection-35--1310205274663118138.wt
collection-4--1310205274663118138.wt
collection-56--1310205274663118138.wt
collection-61--1310205274663118138.wt
collection-66--1310205274663118138.wt
collection-71--1310205274663118138.wt
collection-78--1310205274663118138.wt
collection-8--1310205274663118138.wt
collection-9--1310205274663118138.wt
collection-93--1310205274663118138.wt
diagnostic.data
index—-1--1310205274663118138.wt
index-1--3714664905013916938.wt
index-10--1310205274663118138.wt
index-102--1310205274663118138.wt
index—-104--1310205274663118138.wt
index-106--1310205274663118138.wt
index-109--1310205274663118138.wt
index-11--1310205274663118138.wt
index—-110--1310205274663118138.wt
index-113--1310205274663118138.wt
index-116--1310205274663118138.wt
index—-117--1310205274663118138.wt
index—-120--1310205274663118138.wt
index-123--1310205274663118138.wt
index—-124--1310205274663118138.wt
index—-127--1310205274663118138.wt
index-13--1310205274663118138.wt
index—-130--1310205274663118138.wt
index—-131--1310205274663118138.wt
index—-134--1310205274663118138.wt
index—-136--1310205274663118138.wt
index—-139--1310205274663118138.wt
index—-140--1310205274663118138.wt
index—-143--1310205274663118138.wt
index-146--1310205274663118138.wt
index—-147--1310205274663118138.wt
index—-151--1310205274663118138.wt
index—-152--1310205274663118138.wt
index-154--1310205274663118138.wt
index—-156--1310205274663118138.wt
index-158--1310205274663118138.wt
index-16--1310205274663118138.wt
index—-160--1310205274663118138.wt
index-163--1310205274663118138.wt
index—-164--1310205274663118138.wt
index—-168--1310205274663118138.wt
index-169--1310205274663118138.wt
index-19--1310205274663118138.wt
index—-22--1310205274663118138.wt

TTTITITTTITI T I T I eI T I T T T T T T T T T T T T T T I TT I T ITT T
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index-25--1310205274663118138.wt
index-29--1310205274663118138.wt
index—-3--1310205274663118138.wt
index—-30--1310205274663118138.wt
index-32--1310205274663118138.wt
index—-36--1310205274663118138.wt
index—-37--1310205274663118138.wt
index—-39--1310205274663118138.wt
index-41--1310205274663118138.wt
index-44--1310205274663118138.wt
index-46--1310205274663118138.wt
index-48--1310205274663118138.wt
index—-5--1310205274663118138.wt
index-50--1310205274663118138.wt
index—-52--1310205274663118138.wt
index—-54--1310205274663118138.wt
index—-57--1310205274663118138.wt
index—-58--1310205274663118138.wt
index-6--1310205274663118138.wt
index-62--1310205274663118138.wt
index-63--1310205274663118138.wt
index-67--1310205274663118138.wt
index-68--1310205274663118138.wt
index-72--1310205274663118138.wt
index-73--1310205274663118138.wt
index-75--1310205274663118138.wt
index-79--1310205274663118138.wt
index-80--1310205274663118138.wt
index-82--1310205274663118138.wt
index—-84--1310205274663118138.wt
index—-87--1310205274663118138.wt
index-89--1310205274663118138.wt
index—-91--1310205274663118138.wt
index—-94--1310205274663118138.wt
index-95--1310205274663118138.wt
index—-97--1310205274663118138.wt
index—-99--1310205274663118138.wt
journal

mongod. lock

sizeStorer.wt

storage.bson

[TTTTTTTTIT I T I T I T I T T I T T TI T I ITTIITTITT

3.5 mijin Catapult(v.2) environment building options table

We typically use Ansible to build mijin environments, and the ansible option in the Playbook is shown
here.

No | item name Default value Input value Bl
1 service peer peer,api

Specify the mode in which ansible is to be
built.

[peer] Build in peer mode
[api] Build in api mode

continues on next page
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No | item name Default value Input value B

2 share_mode dir dir,ssm,s3
Places the initial address used when creating
the Nemesis block.
[dir] Stored only in share_directory.
[ssm] Store in AWS SSM parameter store.
[s3] Save to AWS S3.

3 aws_region ap-northeast-1 String
Specify the AWS region. Specifying the region
will be used to retrieve to S3 and SSM.
<https://docs.aws.amazon.com/ja_jp/
AWSEC2/latest/UserGuide/
using-regions-availability-zones.html#
concepts-available-regions>

4 ssm_ps_name share_mode: For ssm, specify the path to be
stored in the SSM parameter store.

5 s3_bucket_name share_mode: For s3, specify the S3 bucket
name.

6 api_dual_mode FALSE true,false
service: api ®H A dual E— R TREET 5 H
ZHERELFY.
[Yes] Start in dual mode. (Enable Harvest)
[No] Starts in normal mode.

7 api_hosts [192.168.96.131] Array[String, Specify the host name or IP address of the API

String] node as an array.
8 peer_hosts [192.168.96.132, Array[String, Specify the hostname or IP address of the PEER
192.168.96.133] String] node as an array.
9 unix_user catapult String Specify the user who will launch mijin.
10 | repo_name mijin-catapult- String
ackage
P & Specify the directory where the mijin

application is located.
/home/[unix_user]/[repo_name]

11 | catapult_version v10038 v10038,v10037
Specifies the version of catapult.
v10038

12 | network_identifier mijin mijin,mijin- Specify the network type to be built with mijin.

test

13 | mongo_docker_version 425 String
Specifies the version of the mongo container
image used by the APl node.
<https://hub.docker.com/_/mongo?tab=tags>

14 | mongo_host db String Specify the mongo container name for the API
node.

15 | mongo_max_connection 7 Int Specify the APl node’s connection limit to
mongo.

16 | mongo_base_retry_delay 750 Int Specify the connection retry time to mongo for
the APl node.

17 | python_docker_version 3.9.0 String Specify the docker version of python.

18 | enable_pip_install FALSE true,false Specify whether to run pip install.

19 | share_directory /opt/mijin/shares String
Nemesis 7Oy VERIFICT KL X T — 2 %R
BIT3TLIMIEIBELET,
s3/ssm ZIBEL TH. —FHREZBAE LTHER
TNFET,

20 | block_directory /opt/mijin/blocks String Specify the directory where block data is stored
for each node.

21 | mongo_directory /opt/mijin/mongo String Specify the directory where mongo data is
stored for the API node.

22 | docker_network_range 172.20.0.0/24 String Specifies the network range used by docker.

continues on next page
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No | item name Default value Input value B
23 | rest_ip_address 172.20.0.9 String docker v kT —2 £ T rest-gateway 1>
TFTDIP7RLRATY,
24 | domain mijin.internal String £/ —FHEOBETHERATYT 3 SSLEAZD CN
ZHEELET,
25 | node_port 7900 Int Specifies the TCP port number to be used for
communication between each node.
26 | enable_cache_database_storage TRUE true,false
FryiaTr—REZEMLLET,
Disabling it may improve processing
performance.
27 | enable_auto_sync_cleanup TRUE true,false Specifies automatic deletion of temporary syn-
chronization files.
28 | base_namespace cat String Specifies the root namespace to be used for the
base currency.
29 | base_currency_name currency String Specifies the subnamespace to be used for the
base currency.
30 | base_harvest_name harvest String Harvest EH 1 VDR —LAR—AEIBELF
31 | currency_supply 8’9987999°998°000°000 String Specifies the amount of base currency issued.
With quotes.
32 | harvest_supply 15’000°000 String Specifies the amount of Harvest mosaic issued.
33 | block_generation_target_time 15s String JOvoEREREIEELEY (B 155)
34 | rest_gateway_private_key_num 1 Int rest_gateway O 7 K L X{Epi#=ziEEL £ 9,
35 | nemesis_generation_hash_num 1 Int Nemesis @ GenerationHash 77 K L X{ERE,
36 | nemesis_addresses_harvesting_num 4 Int Number of addresses created for Harvest (same
number as number of nodes required)
37 | nemesis_signer_private_key_num 1 Int Nllljml;er of addresses created for cosign (usu-
ally 1
38 | nemesis_addresses_num 10 Int Number of empty (unused) addresses created.
39 | transaction_selections_trategy oldest String fSelect from oldest, maximize-fee, minimize-
ee, etc.
40 | max_time_behind_pull_transaction_start| 5m String Maximum allowable delay for Pull transac-
tions.
41 | min_fee_multiplier 100 Int Minimum commission multiplier. 0 for free.
42 | default_dynamic_fee_multiplier 1°000 String Base coefficient for dynamic fees.
43 | root_namespace_rental_fee_per_block 1 Int Rental fee per block of root namespace.
44 | child_namespace_rental_fee 100 Int FEL—LAR—ZADL VA ILEL,
45 | mosaic_rental_fee 500 Int EHI1IDL>RILEL,
46 | rest_throttling_burst 100 Int I\b/laximum number of REST connections during
urst.
47 | rest_throttling_rate 30 Int Normal REST connection processing rate.
48 | unconfirmd_cache_max_response_size | 20MB String FERESOH I 3 VREORAT 1 X,
49 | unconfirmd_cache_max_size 5MB String 51%]?(%’3 cSoH oo aroxryy>agAkyo
50 | cache_max_response_size 20MB String (BN=2 a>@Eld) RER X OIERAY A
51 | cache_max_size 50’000 String (IBN—=Ta>@Els) Fvvya X ORAE.
52 | block_disruptor_slot_count 4096 Int JOv 0ROy MK,
53 | block_element_trace_interval 1 Int JOvIEBROD kL — kR
54 | block_disruptor_max_memory_size 300MB String JOvIT4 RS TEA—DEAXE,
55 | transaction_disruptor_slot_count 8192 Int SO a vEBRIOY M
56 | transaction_element_trace_interval 10 Int cSoH O a3 VBRO ML —IRR.
57 | max_transaction_per_block 6’000 String Maximum number of transactions in one block.
58 | min_transaction_failures_count_for_ban | 8 Int ~Z BT 3 U RKEIED BAN BfE,
59 | min_transaction_failures_percent_for_bam 10 Int cS UL 3 VREED BAN FifE,
60 | partial_cache_max_response_size 5MB String Maximum partial transaction response size.
61 | partial_cache_max_size 20MB String iﬁ;ﬁ cSoHILavErvy P aKORRY
62 | enable_finalization TRUE true,false 7773"(7'541:"‘—*‘/3 VITSTAEREHMLET
3h%
63 | max_rollback_blocks 0 Int Maximum number of blocks that can be rolled
back (definitive at 0).
64 | enable_voting TRUE true,false Voting HEEEBRICT D
65 | voting_set_grouping 160 Int Voting 27 > R JOw v # (impor
tance_grouping Df&#K) .
continues on next page
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66 | votingkey_start_epoch 1 Int VotingKey O &/NVERIHERRE (TR & BfI),

67 | votingkey_end_epoch 26280 Int Maximum validity period of the VotingKey (e.g.,
approximately 821 days).

68 | voting_key_dilution 128 Int Voting key dilution level (reuse interval).

69 | enable_revote_on_boot FALSE true,false Do they automatically re-poll on startup

70 | importance_grouping 40 Int Number of Importance rounds (impact score
update interval).

71 | max_transaction_lifetime 24h String Transaction validity period (e.g., 24h).

72 | max_block_future_time 500ms String Maximum allowable time for future block re-
ception.

73 | max_transactions_per_aggregate 1°000 String Maximum number of Tx to be included in the
aggregate Tx (100 in Symbol).

74 | max_cosignatures_per_aggregate 25 Int Maximum number of signatures that can cosign
an aggregate Tx.

75 | max_bonded_transaction_lifetime 48h String Aggregate bonded Tx validity period.

76 | locked_funds_per_aggregate 10°000°000 String Aggregate Tx lock deposit.

77 | max_hash_lock_duration 2d String The validity period of the hash lock.

78 | max_secret_lock_duration 30d String Thekmaximum validity period of the Secret
Lock.

79 | min_proof_size 1 Int =Ly b TI—TDmINNA S,

80 | max_proof_size 1000 Int =Ly RTIL—TDRR/NT ML

81 | max_meta_value_size 1024 Int Maximum size (in bytes) of the metadata Value.

82 | max_cosignatories_per_account 25 Int ThOY EDEEERD LR, ‘

83 | max_cosigned_accounts_per_account 25 Int 17HhOY EPEETESRT7HD Y D LR,

84 | max_multisig_depth 3 Int Ur;])per limit on the depth of the multisig hierar-
chy.

85 | max_mosaics_per_account 1°000 String The number of mosaics an account can hold.

86 | max_mosaic_duration 3650d String l\j/laxi;num validity period of the mosaic (in

ays

87 | max_mosaic_divisibility 6 Int quimum number of decimal places in the mo-
saic.

88 | max_name_size 64 Int Maximum length (characters) of the names-
pace name.

89 | max_child_namespaces 256 Int Number of child namespaces that the parent
namespace can have.

90 | max_namespace_depth 3 Int Maximum depth of the namespace hierarchy.

91 | min_namespace_duration im String Minimum validity period of the namespace.

92 | max_namespace_duration 3650d String Maximum validity period of the namespace.

93 | namespace_grace_period_duration 30d String Srace period after the namespace expiration

ate.

94 | max_account_restriction_values 512 Int Maximum number of values that can be set for
account limits.

95 | max_mosaic_restriction_values 20 Int Maximum number of values that can be set for
the mosaic limit.

96 | max_message_size 1024 Int cSoH oS arXytE—SDRANA MG

3.5. mijin Catapult(v.2) environment building options table

193



	About
	About mijin Catapult(v.2)
	What is mijin Catapult(v.2)?
	Use Cases
	Differences from the public blockchain Symbol

	Comparison with major database products and applications
	Comparison with major database products

	Architecture and Specification Requirements
	mijin Catapult(v.2) configuration
	PEER node roles and specification requirements
	API node roles and specification requirements


	Deploy
	mijin Catapult(v.2) How to Deploy
	How to deploy mijin
	Deployment using AWS MarketPlace
	Built by Tech Bureau


	AWS MarketPlace
	Preparing to Deploy with AWS MarketPlace
	Prepare AWS account
	Knowledge of AWS
	Account authorization to deploy to AWS
	mijin Catapult(v.2) license in AWS
	AWS Usage Fees
	AWS Marketplace Product Description

	Trial Version
	Production version
	About Paid Support
	Limitations due to AWS service quotas

	Create a new VPC and deploy mijin
	List of services to be built on AWS by deployment
	View Network
	Step.1
	Step.2
	Step.3
	Step.4
	Step.5
	Step.6
	Step.7
	Step.8
	Step.9
	Step.10
	Step.11
	Step.12
	mijin endpoints and checkpoints

	Deploy mijin on an existing VPC
	List of services to be built on AWS by deployment
	Creation of subnets for existing VPCs
	View Network
	Step.1
	Step.2
	Step.3
	Step.4
	Step.5
	Step.6
	Step.7
	Step.8
	Step.9
	Step.10
	Step.11
	Step.12

	Deploying a trial version of mijin
	Services using AWS
	View Network
	Step.1
	Step.2
	Step.3
	Step.4
	Step.5
	Step.6
	Step.7
	Step.8
	Step.9
	Step.10
	Step.11

	AWS MarketPlace Technical Documentation
	AWS Marketplace Cloudformation Parameter Comparison Table
	Cloudformation Parameter Comparison Table

	AWS MarketPlace Cloudformation Specifications
	macroNestStack
	vpcNestStack
	iamNestStack
	s3NestStack
	mijinNestStack
	loadbalanceNestStack

	AWS MarketPlace mijin Catapult(v.2) Recovery Strategy with Architectural Patterns
	mijin Catapult(v.2) high availability and fault tolerance
	Multi-AZ Recovery Strategy
	Multi-region and recovery strategies
	Inter-region backup
	Consortium chain with active/active



	mijin Catapult(v.2) AWS configuration after deployment
	mijin Catapult(v.2) EC2 instance login how to
	Log in to AWS Management Console
	Move to EC2 Service
	Select the instance you wish to log in to and connect
	Select Session Manager and connect
	Console screen operation

	mijin Catapult(v.2) encryption of node storage
	Flow of encrypting a node’s blockchain data
	Create KMS Key
	Stop one of the nodes
	Obtain a snapshot of a stopped node
	Create an encrypted snapshot by copying the created snapshot
	Create a volume from an encrypted snapshot
	Detach the volume of blockchain data on the stopped PEER node
	Attach encrypted volume to PEER node
	Start up a stopped PEER node

	mijin Catapult(v.2) periodic backup of nodes
	About AWS Backup Service
	Creating a Backup Plan

	mijin Catapult(v.2) Balance transfer of balance account when commissioned mode is enabled
	Verify accounts with balance
	Preparation Install nodejs and yarn
	Installing mijin-catapult-tools
	Import of balance accounts
	Create a new account
	Balance transfers

	mijin Catapult(v.2) How to update a node’s voting rights file
	How to calculate the expiration date of a voting node
	Log in to AWS Management Console
	Move to EC2 Service
	Select the instance you wish to log in to and connect
	Select Session Manager and connect
	Console screen operation
	Installing mijin-catapult-tools
	Check status of current voting rights file
	Voting Rights File Update
	Check status of voting rights file again.

	[Archive] mijin Catapult(v.2) Balance transfer of balance account when commissioned mode is enabled
	Verify accounts with balance
	Installation of symbol-cli
	Import of balance accounts
	Create a new account
	Balance transfers


	AWS Troubleshooting
	Restore from a backed-up snapshot
	Stop the node completely
	Detach volume of stopped PEER node
	Create a volume from an AWS Backup Snapshot
	Attach the restored volume to the PEER node
	Start up a stopped PEER node

	How to respond to availability zone (AZ) failures
	mijin Catapult(v.2) Product Edition Configuration
	How to respond after AZ restoration


	AWS MarketPlace mijin Catapult(v.2) FAQ List
	Product Version FAQ List
	Free Trial Version FAQ List

	AWS MarketPlace mijin Catapult(v.2) 利用料金比較表


	Technical
	mijin Catapult(v.2) Basics
	mijin Catapult(v.2) How to access
	mijin Catapult(v.2) How to check status
	Check block height
	Check the REST version
	Check node information
	Check the connected node
	Check the total number of transactions and total number of accounts
	Check network type
	Check the status of a node’s container
	Check the settings for the entire blockchain
	Check transaction fees


	mijin Catapult(v.2) manipulation
	mijin account creation
	Install nodejs and yarn
	Installing mijin-catapult-tools
	Create an account
	Create Account
	About Fees and Commissions

	Create and transfer Mosaic
	Create Mosaic
	Transfer Mosaic

	(Extra)How to move the base currency when in commissionable mode
	Register for a key currency holding account


	mijin Catapult(v.2) version up
	Step.1
	Step.2
	Step.3
	Step.4
	For API nodes
	For PEER node

	Step.5
	All containers stopped
	After stopping, check the lock file and delete it if any.

	Step.6
	Step.7

	[Archive] mijin account creation (>=1.0.0.0)
	Installation of symbol-cli
	Create an account
	Create the first account (Profile mijin-a)
	Create second account (Profile mijin-b)
	About Fees and Commissions

	Create and transfer Mosaic
	Create Mosaic
	Transfer Mosaic

	(Extra)How to move the base currency when in commissionable mode
	Register for a key currency holding account
	Confirmation of base currency
	Send the base currency



	Troubleshooting
	mijin Catapult(v.2) node resynchronization
	target
	Step.1
	Step.2
	Step.3
	Step.4
	For API nodes
	In the case of PEER node

	Step.5
	All containers stopped
	After stopping, check the lock file and delete it if any.
	re-start

	Step.6
	All containers stopped
	Delete block data and mongo data
	Execute recovery commands

	Step.7
	Confirmation of container operation
	Check to see if the block is progressing.
	For API nodes, check if rest can connect


	Check the node log for mijin Catapult(v.2).
	target
	Step.1
	Step.2
	Step.3
	Step.4
	For API nodes
	For PEER node

	Step.5
	Check the last XX line logs for each container
	Checks for each specified container


	Update encrypted communication between nodes
	mijin Catapult(v.2) encrypted communication between nodes
	How to renew a node’s SSL certificate


	mijin Catapult(v.2) data directory structure
	Directory of data placement
	Structure of mijin package
	API Node
	PEER Node

	Block Data Structure
	Mongo Data Structure

	mijin Catapult(v.2) environment building options table


